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Data Sharing Agreement Tiered Framework

There are three tiers to the Data Sharing Agreement Tiered Framework:

1. Tier Zero Memorandum of Understanding
Overarching Memorandum of Understanding which sets out an organisations agreement in principle to share information with the partner organisations in a responsible way.  The tiered approach provides a governance framework to standardise procedures and processes when sharing confidential personal information between partners where there is a lawful basis to do so.  The Tier Zero is signed by a Chief Executive (or equivalent) and commits to their organisation operating within the agreed framework of data sharing.  Only one Tier Zero needs to be signed regardless of the number of Tier Two documents beneath it.

2. Tier One Data Sharing Agreement - Standards
These are the overarching standards which outline the agreed procedures for sharing confidential information.  The document recognises that not all organisations which are party to the agreement will have the same assurance requirements (such as the Data Security and Protection Toolkit) and therefore sets the minimum standard of each of the participating organisations.  The document sets the standards for obtaining, recording, holding, using and sharing of information and outlines the supporting legislation, guidelines and documents which govern information sharing between partners.  The Tier One is signed by the designated responsible officer for each partner organisation, for the whole C&M Health and Care Partnership.

3. Tier Two Data Sharing Agreement
The Tier Two provides a template for the safe sharing of personal data.  The agreement shows what information should be shared and how, under what circumstances and by whom, and is tailored to individual partnerships/projects.  Each Tier Two Data Sharing Agreement will need to be signed off by each participating organisation.  Tier Two Data Sharing Agreements could be for all partners at Tier Zero, or a selected cohort of partners who are participating in a specific project.  Each Tier Two is signed by the Senior Information Risk Owner (SIRO) and/or Caldicott Guardian (CG), alternatively the Chief Executive or equivalent if there is no SIRO/CG, for each of the partner organisations.

Clause
Sharing agreements negotiated prior to the commencement of the Tiered framework and related documentation are not terminated or otherwise varied by the implementation of this documentation.

The Cheshire and Merseyside Health and Care Partnership recognise that each partner organisation will have their own local policies and procedures regarding information security and confidentiality and to make clear that this Tier Two, and the Tier Zero and Tier One documents, are not designed to negate or supersede existing local policies, but to enhance them by facilitating cross-boundary dialogue and agreement.




Tier Two - Data Sharing Agreement

1. [bookmark: _Toc205192928]Title and Reference Code
	Programme 
	Combined Intelligence for Population Health Action (CIPHA)

	Workstream
	Population Health



This Tier Two Data Sharing Agreement is for:
Combined Intelligence for Population Health Action (CIPHA Programme): Population Health
This Data Sharing Agreement (DSA) covers the sharing of data across Cheshire and Merseyside Health and Care Partnership to support a set of Population Health analytics designed to inform both population level planning and support the targeting of direct care for populations.


2. [bookmark: _Toc205192929]Parties to the Agreement
The table below sets out the organisations who are part of this Data Sharing Agreement.

	Data Sharing Agreement Owner

	Cheshire and Merseyside Integrated Care Board (ICB)

	Data Controllers/
Providing Organisations

	· Cheshire and Merseyside Integrated Care Board (ICB)
· Cheshire and Merseyside GP Practices
· Cheshire and Merseyside NHS Trusts
· Cheshire and Merseyside Local Authorities
· The Liverpool City Region Combined Authority (LCRCA) are also parties to this Agreement – they are the following 6 local authorities in the LCRCA: Liverpool, Wirral, Knowsley, Sefton, Halton, St Helens.

	Data Processors
	· Graphnet Limited/System C (system supplier)
· Arden and Greater East Midlands Commissioning Support Unit (AGEMCSU) - Data access or provisioned via the Arden & GEM Azure data management environment (DME)
· Midlands and Lancashire Commissioning Support Unit (MLCSU)


	Receiving Organisations
	· Cheshire and Merseyside ICB employed staff of those with Honorary contracts 
· Cheshire and Merseyside GP Practices
· Cheshire and Merseyside NHS Trusts – see table below
· Cheshire and Merseyside Local Authorities – see table below
· The Liverpool City Region Combined Authority (LCRCA) are also parties to this Agreement – they are the following 6 local authorities in the LCRCA: Liverpool, Wirral, Knowsley, Sefton, Halton, St Helens.
· Primary Care Networks (PCN) – although PCNs are not legal entities, they will receive data for the geographical area that they represent


	Other Receiving Organisation(s)
	· Cheshire Fire and Rescue Service
· Mersey Fire and Rescue Service
Both are Data Controllers in their own right, and are also parties to this DSA, for the Fire Service Safe and Well Risk Reduction Programme.  However, they will not receive any personal data or special category data from the Cheshire and Merseyside Integrated Care Board (ICB), ICS or CIPHA.
A dashboard for each FRS will be produced, which will provide a risk score/ ranking, and geographic filter, against the Unique Property Reference Numbers (UPRN).  Nothing further will be shared.
For further details please see Annex A.
A DPIA for the Safe and Well Risk Reduction Programme has been completed.

	Partner Organisations
	Cheshire and Merseyside Integrated Care Board (ICB)
Cheshire and Merseyside Integrated Care Systems (ICS)
Arden and Greater East Midlands Commissioning Support Unit (AGEMCSU)
Midlands and Lancashire Commissioning Support Unit (MLCSU)




In addition to the C&M GP Practices, the table below shows the organisations who flow data into the CIPHA platform, and/or access data:

	ICO Registration Number
	Organisation Name
	Organisation Category

	Z1435601
	Alder Hey Children’s NHS Foundation Trust
	Acute Trust

	Z5225526
	Cheshire and Wirral Partnership NHS Foundation Trust
	Mental Health Trust

	Z7367711
	Clatterbridge Cancer Centre NHS Foundation Trust
	Acute Trust

	Z6903413
	Countess of Chester Hospital NHS Foundation Trust
	Acute Trust

	Z7573067
	East Cheshire NHS Trust
	Acute Trust

	Z4762537
	Liverpool Heart and Chest NHS Foundation Trust
	Acute Trust

	Z9553640
	Liverpool University Hospitals NHS Trust (Aintree Royal & LCL)
	Acute Trust

	Z7119932
	Liverpool Women’s NHS Foundation Trust
	Acute Trust

	ZB567937
	Mersey and West Lancashire Teaching Hospitals NHS Trust
	Acute Trust

	Z6634416
	Mersey Care NHS Foundation Trust
	Mental Health Trust

	Z4846564
	Mid Cheshire Hospitals NHS Foundation Trust
	Acute Trust

	Z9603234
	North West Ambulance Service
	NHS Trust

	Z6052598
	Walton Centre NHS Foundation Trust
	Acute Trust

	Z5654134
	Warrington and Halton Hospitals NHS Foundation Trust
	Acute Trust

	Z1092834
	Wirral University Teaching Hospital NHS Foundation Trust
	Acute Trust

	Z5339626
	East Cheshire Hospice
	Hospice

	ZA915029
	Hospice of the Good Sheppard
	Hospice

	Z5082264
	St Lukes Hospice
	Hospice

	Z5006126
	Wirral St Johns Hospice
	Hospice

	Z9410058
	Primary Care 24 (Merseyside) Limited
	NHS Support Agency

	Z1543115
	Cheshire East Council
	Local Authority

	Z1542890
	Cheshire West and Chester Council
	Local Authority

	Z4803991
	Halton Borough Council
	Local Authority

	Z5775143
	Knowsley Borough Council
	Local Authority

	Z7624756
	Liverpool City Council
	Local Authority

	Z6451588
	Sefton Council
	Local Authority

	Z5666620
	St Helens Council
	Local Authority

	Z4794892
	Warrington Borough Council
	Local Authority

	ZA222838
	Wirral Council
	Local Authority

	Z5616967
	Liverpool University John Moores
	University

	Z6390975
	University of Liverpool.
	University

	Z5265461
	Edge Hill University
	University



3. [bookmark: _Toc205192930]Amendment of the Agreement 
Additional Data Processors may be added over time, such as when additional software is needed to support the programme for Secure Data Environment for Research.  Access may also be given to other Data Controllers over time, so that data will be available to those who have a legitimate reason to access the Secure Data Environment for Research.  If Data Controllers or Data Processors are added to this Data Sharing Arrangement, there will be a period of consultation and data controllers will be required to agree to the data sharing arrangement again by way of signature on an updated DSA document. 

Datasets may be added to the agreement. If additional datasets are added to the agreement the data sharing agreement will be updated and re-circulated to all controllers. Only the data controller of the dataset will be asked to sign the agreement again. 


4. [bookmark: _Toc205192931]Terms of the Agreement
	Start Date
	30 June 2021

	End Date 
	Current position: July 2025 - ongoing



C&M ICB accesses national data under a separate DSA with NHS England.  Sub-licencing has been implemented to allow for access to these national data assets by organisations across the ICB.  Please note, this is not a sub-licence to the data covered by this agreement, but is referenced here for information.


5. [bookmark: _Toc205192932]Purpose of the Data Sharing
	Purpose for Data Sharing 
	The overarching purpose for data sharing is to support a set of Population Health analytics for population level planning and improvement of outcomes and also the targeting of direct care to vulnerable populations in need. 

There are four main purposes, which can be described as follows:-

Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: The data would be used to create intelligence, with the aim of understanding and improving physical and mental health outcomes, promote wellbeing and reducing health inequalities across an entire population.  Specific types of analysis that may be undertaken include: Health needs analysis understanding population’s health outcomes and deficits; Demographic forecasting, disease prevalence and relationships to wider determinants of health; Geographic analysis and mapping, socio-demographic analysis and insight into inequalities.

Use Case 2: Predicting outcomes and population stratification of vulnerable populations: The data will be used to predict the risk of outcomes for individuals in order that services can be targeted proactively to those most vulnerable. The data will be re-identified for the purposes of direct care. 

Use Case 3: For planning current services and understanding future service provision: The data would be used to create intelligence on service provision to understand current service capacity and demand and forecasting future service demand to ensure enough provision is available for populations in need.  This may include forecasting disease and prevalence and understanding how it impacts on service provision. 

Use Case 4: For evaluation and understanding causality: The data would be used to evaluate causality between determinants of health and outcomes. Also, used to understand effectiveness of certain models of care across the health and care system.





6. [bookmark: _Toc205192933]Data Protection Impact Assessment

The DPIA for the Population Health Data Sharing Agreement (Tier Two) - Workstream: Population Health, can be found embedded below:






7. [bookmark: _Toc205192934]Data Details

	[bookmark: _Hlk149747146]Data to be Shared

	Annex B provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult and non-health data flows.  The table incudes a brief description of the data categories and the use case(s) within which the data will be used.  The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  

AGEMCSU will also provide a set of data to the CIPHA programme for linkage with the above via consistent pseudonym. The datasets being linked to include those listed in the DSA agreement with NHS Digital, which is inclusive of, but not limited to SUS (secondary care), CSDS (Community care), MHMDS (Mental Health), GDPPR (General Practice), NWAS (Ambulance), COVID Testing and COVID Vaccinations.



	[bookmark: _Hlk149747165]Access to data
	Personnel to have access to the data as Data Processors

Graphnet supplying Care Centric
People directly employed by Graphnet for the purposes of managing Care Centric and CIPHA, where the data is held.

Care Centric/Graphnet Data Processing Agreement





	[bookmark: _Hlk149747192]Governance
	The programme will maintain and strictly enforce a Data Access and Data Asset matrix to ensure requests to use the CIPHA regional data sources ensure full compliance with the purposes laid out in Section 5: Purpose of the Data Sharing and that data is securely shared and appropriated.

The matrix details projects undertaken with the data from the ICB and is made available on the Data into Action to parties within this data sharing agreement on a monthly basis, so they are informed of the specific uses of the data. 

[bookmark: _Hlk157699217]This process is governed through the Cheshire and Merseyside regional Data Asset and Access Group (DAAG), which draws its membership from the ICB and other NHS providers of clinical and non-clinical services, together with patient representation.

Access is governed by the Data Asset and Access Group (DAAG). 

Access is granted and managed by the ICB Analytical Team.

Access is reviewed by the ICB Analytical Team routinely with regular reporting and oversight by the Data Access and Asset Group (DAAG).

Access is revoked by the ICB Analytical Team under the oversight of the Data Asset and Access Group (DAAG).

The Cheshire and Merseyside Data Access request process is detailed below. Those requesting access to the data need to submit the Data Access Request Form (DARF) to obtain permission to access the data for the specified purpose, which will be approved via this route. 

[image: ]
Data Access Request Form (DARF)




Data Asset and Access Group (DAAG) Terms of Reference




Data Usage Register

The ICB Analytical Team and those with honorary contracts are required to submit a data usage register monthly to DAAG for projects undertaken.

The provider teams and the ICB analytical teams are required to submit a data usage register monthly to DAAG for projects undertaken.  This includes:

· Application Number
· Project Name 
· Organisation making the request
· Project Start Date
· Project End Date
· Project description
· Project Values/Uses
· Datasets used

No other parties other than those listed in the data receiving originations within Section 2: parties to this agreement will have access to this pseudonymised data.

This Data Sharing Agreement does not allow use of the data for research. Uses of the data for research are governed by a separate Tier Two DSA.




	De- identification, data minimisation, and handling of restricted/ sensitive codes
	De-identification of Patient Identifiable Data

To satisfy the Confidentiality: NHS Code of Practice, all data for purposes other than direct care will be de-identified. 
Anonymised Data

Anonymised data will meet the ICO standards for anonymisation including small number suppression.
Sensitive Codes

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:
· Gender reassignment.
· Assisted conception and in vitro fertilisation (IVF)
· Sexually transmitted diseases (STD)
· Termination of pregnancy


	Right to object

and

Data Opt Out
	[bookmark: _Hlk102749516]The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is relevant.  Patients and service users have a right to object to their medical information being used for purposes other than direct care.

All registered National Data Opt-outs and Type 1 Opt-outs will be respected.

Further details on Opt Out are set out in the DPIA, which can be found above embedded in section: 6 Data Protection Impact Assessment


	Fair Processing
	Organisations party to this agreement will comply with fair processing guidelines ensuring Privacy Notices accurately reflect the uses of data for their organisation. 


	Details of retention and destruction
	The data will be retained for as long as the purpose(s) described above remains valid or a new legal purpose agreed, and in line with the:
NHS Records Management Code of Practice 2021




CIPHA Workstream: Population Health

The schematic below describes the model to support the information flows for the use cases.  Use cases are captured in data sharing register.


[image: ]

Each use case is specified in the Data Access & Asset Group (DAAG) data sharing register.


8. [bookmark: _Toc205192935]Legal Basis
General Data Protection Regulation (GDPR)

The following Conditions are engaged:

6 (1) (e) Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller

9(2)(h) Necessary for the reasons of preventative or occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of Union or Member State law or a contract with a health professional  

Common Law Duty of Confidentiality

For Population Health the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:
· The patient explicitly consents to the use or disclosure;
· The disclosure is required by law;
· The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.
Appropriately pseudonymised or aggregated data is not owed a duty of confidentiality.  Under this Data Sharing Agreement the Common Law Duty of Confidentiality does not apply, as the data is pseudonymised, and presented as aggregate data.

Anyone using aggregate data must not attempt to re-identify any individual, by using the aggregated data, and to do so would be a breach of the terms of use.

[bookmark: _Hlk75588158]For patient identifiable data used for direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care. In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions

The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is also relevant.  Patients and service users have a right to object to their medical information being used in order to provide safe and effective care, and have the right to register this objection in writing, or verbally, to the clinician concerned.



DRAFT
DRAFT
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9. [bookmark: _Toc205192936]Signatory Sheet
Workstream: Combined Intelligence for Population Health Action (CIPHA)
Population Health
Data Sharing Agreement (Tier Two)

Each party to this Data Sharing Agreement (Tier Two) is required to complete & sign below.

Data Sharing Agreement Owner – Host Organisation – Cheshire & Merseyside ICB


	Signed for and on behalf of:
	Cheshire & Merseyside ICB


	Signature:

	[image: ]


	Date:

	04/08/25


	Your name:

	Professor Rowan Pritchard Jones


	Your Job Title / Role:

	Senior Information Risk Owner


	Your email address:

	rowanpj@cheshireandmerseyside.nhs.uk





Party to the Data Sharing Agreement – Partner Organisation

	Signed for and on behalf of:

	


	Signature:

	


	Date:

	


	Your name:

	


	Your Job Title / Role:

	


	Your email address:

	




Please return to: infogov.cmicb@miaa.nhs.uk


[bookmark: _Toc205192937]
Annex A: Fire Service Safe and Well Risk Reduction Programme

· Cheshire Fire and Rescue Service
· Merseyside Fire and Rescue Service

Both are Data Controllers in their own right, and are also parties to this DSA, for the Fire Service Safe and Well Risk Reduction Programme.  However, they will not receive any personal data or special category data from the Cheshire and Merseyside Integrated Care Board (ICB), ICS or CIPHA.
The overarching purpose for data sharing is to support the Fire Service Safe and Well Risk Reduction Programme.
Cheshire Fire and Rescue Service offer free Safe and Well Visits, and Merseyside Fire and Rescue Service, offer free Home Fire Safety Check visits.
The specific data to be shared with both Fire and Rescue Services will enable these visits to be directed to those homes most at risk of an accidental fire occurring, for residents of any age.
[bookmark: _Hlk112427843]N.B. C&M ICB staff, working with Graphnet staff, will advise on the algorithm required to generate UPRN/risk score/ranking and geography filter, for the fire service.  Each FRS will not have access to any actual NHS patient/person identifiable data (personal date) or special category data.
[bookmark: _Hlk115773951]The only data that will be shared with each FRS is a Dashboard which will contain the UPRN (Unique Property Reference Number) and a risk score/ranking, which is calculated from weighting of demographic factors and comorbidities.
[bookmark: _Hlk113287712][bookmark: _Hlk100131911][bookmark: _Hlk100131381]The Lawful Basis for creating the FRS Dashboards set out in the table below.


	Type of Data

	Common Law Duty of Confidentiality
	Data Processing
	Legislation

	*Pseudonymised Data
(see further details below)
	The Common Law Duty of Confidentiality doesn’t apply in this situation as pseudonymised data isn’t owed a duty of confidence.

	For data linkage, but no direct identifiers will be provided to the applicant/ data processor
	UKGDPR

6(1)(e)processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

9(2)(g)processing is necessary for reasons of substantial public interest, on the basis of which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 

Fire and Rescue Services Act 2004
Fire and Rescue Services Act 2004 (legislation.gov.uk)

6 Fire safety
(1)A fire and rescue authority must make provision for the purpose of promoting fire safety in its area.
(2)In making provision under subsection (1) a fire and rescue authority must in particular, to the extent that it considers it reasonable to do so, make arrangements for—
(a)the provision of information, publicity and encouragement in respect of the steps to be taken to prevent fires and death or injury by fire;






[bookmark: _Toc205192938]Annex B – Data to be shared

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  As noted in the section on access controls the data will be strictly governed as anonymised/aggregate, pseudonymised, and only as person identifiable for the purpose of direct care.  Additionally, for use cases beyond those given in this agreement there is the additional governance of the Data Asset and Access Group (DAAG) to ensure full compliance with the parameters of this data sharing agreement.

This Annex provides the categories of data to be shared from GP; Acute/Trust; Mental Health; Community; and Social Care (children and adult).  The table incudes a brief description of the data categories and the use case(s) within which the data will be used for:

Use Case 1: Epidemiology Reporting

Use Case 2: Predicting outcomes and population stratification of vulnerable populations

Use Case 3: For planning current services and understanding future service provision

Use Case 4: For evaluation and understanding causality



I. [bookmark: _Toc205192939]Social Care: Children
NOTE: no free text will be extracted. Only coded data.
	Item (data spec doc cross reference)
	Field Name
	Description
	Use Case

	1.1
	Extract Identifier
	Reference data item
	Reference data item

	1.2
	Person Core
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	1.3
	Person Extended
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	1.4
	Referral
	Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality 

	1.5
	Event
	The data range of active events or which have an end date after the predefined number of months prior to go live of the export:
· Assessment 
· Meetings
· Case Notes

This does not include the free text associated with the event
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	1.6
	Alert
	Alerts of the following types that are still active or have an end date after the predefined number of months prior to go live of the export:
· Child Protection
· Child in Need
· Child Looked After
· Missing Person
· Hazard
· MARAC

	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract
 

	1.7
	Disability
	Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	1.8
	Related Person
	Relationship Types and Relationship Flags
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

	1.9
	Practitioner (staff type)
	Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 


	1.10
	Classification
	Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:
· Physical support – Access and mobility
· Social support – Substance misuse
· Sensory support
· Mental Health support
· Learning Disability support
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





II. [bookmark: _Toc205192940]Social Care: Adults
	Item
	Field Name
	Description
	Use Case

	2.1
	Extract Identifier
	Reference Data Item
	Reference Data Item

	2.2
	Person Core
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	2.3
	Person Extended
	Patient Identifiable Data
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	2.4
	Referral
	Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality 

	2.5
	Event
	Consider the data range of active events or which have an end date after the predefined number of months prior to go live of the export: 
· Assessment
· Safeguarding
· Organisational Safeguarding Case
· Deprivation of Liberty Safeguards (DOLS)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.6
	Alert
	Alerts that are still active or have an end date after the predefined number of months prior to go live of the export.
· Risks
· Special Factors
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract


	2.7
	Disability
	Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.8
	Related Person
	Relationship Types and Relationship Flags
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

	2.9
	Practitioner (staff type)
	Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.
	Use Case 3: Planning and Future Service Provision 


	2.10
	Classification
	Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include: 
· Physical support – Access and mobility
· Social support – Substance misuse
· Sensory support
· Mental Health support
· Learning Disability support
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.11
	Care Plan
	Care plans linked to referrals that have been exported in the Referral data file that are still active or have an end date after the predefined number of months prior to go live of the export. 
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.12
	Service Provision
	All service provisions linked to care plans that have been exported in the Care Plan data file should be included.  Those that are still active or have an end date after the predefined number of months prior to go live of the export should be exported.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	2.13
	Care Plan Need and Outcome
	All needs and outcomes linked to care plans and service provisions that have been exported in the Care Plan data file.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





III. [bookmark: _Toc205192941]Acute
	Item
	Field Name
	Description
	Use Case

	3.1
	Demographics
	Data items supported as part of the MPI Load.
· Surname
· NHS Number (and validation status)
· DOB
· Sex
· Address
· Postcode
· Death Status and Death Date
· Ethnic Group
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	3.2
	Medications
	-
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.3
	In-Patient
	Unique Identifier (Event ID)
Admission Date
Stay Type
Ward
Specialty
Admission Type
Admission Category
Admission Source
Diagnosis
	Consultant
Admitting Doctor
Attending Doctor
Transfer Date
Transfer Reason
Discharge Date
Discharge Method
Discharge Destination
Procedures
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.4
	Out-Patient
	Unique Identifier (Event ID)
Originating Referral ID
Referral Date
Referral Outcome
Referral Priority
	
Referral Disposition
Referral Type
Referral Category
Speciality
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.5
	A&E
	Unique Identifier (Event ID)
Attendance Date
Discharge Date
Discharge Method
Diagnosis
	Discharge Destination
Location
Consultant
Referring Doctor
Procedures
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	3.6
	ICE/Pathology Results 
	Pathology Results Direct from Labs or from the ICE system 
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality





IV. [bookmark: _Toc205192942]Community (Individual Spec document for each item)
	Item
	Field Name
	Description
	Use Case 

	4.1
	Demographics
	Data from the demographics CSV will be used for creating or updating the demographics of a patients.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	4.2
	Referral
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	4.3
	Alerts
	When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract

	4.4
	Community Health
	· Immunisations
· Care Plan
· Problems
· Interventions
· Encounters & Appointments
· Diagnosis
· Medications
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	4.5
	Allergies
	-
	-

	4.6
	Contacts
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only
Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


V. [bookmark: _Toc205192943]Mental Health (Individual Spec document for each item)
	Item
	Field Name
	Description
	Use Case

	5.1
	Demographics
	Data from the demographics CSV will be used for creating or updating the demographics of a patients.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only


	5.2
	Referral
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	5.3
	Alerts
	When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 4: Evaluation and Causality

Proposal: due to sensitive nature of codes this category may be excluded from the extract


	5.5
	Care Programme Approach (CPA)
	· Diagnosis
· Mental Health Act
· Risk Assessment
· Risk Scores
· Risk Plans
· Early Intervention in Psychosis (EIP)

Free text will not be included.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality 

	5.6
	Contacts
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only
Use Case 3: Planning and Future Service Provision Use Case 4: Evaluation and Causality



VI. [bookmark: _Toc205192944]
General Practice
	Item
	Field Name
	Description
	Use Case 

	6.1
	GP COVID-19/Advance Care Planning 
	· GP COVID-19 Status 
· GP Advance Care Planning
· Alerts
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.2
	Allergies Summary
	-
	

	6.3
	GP Medications Issued
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality
 

	6.4
	GP Repeat Medications
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	6.5
	GP Problems
	· Active Problems
· Past Problems
· Additional Problems
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	6.6
	GP Results
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.7
	GP Vitals and Measurements
	Latest height/weight; latest blood pressure; latest physiological function result ordered by date descending.
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.8
	GP Lifestyle
	-
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.9
	Additional GP Information
	· GP Encounter
· Vaccinations & Immunisations
· Contraindications
· OTC and Prophylactic Therapy
· Family History
· Child Health
· Diabetes Diagnosis
· Chronic Disease Monitoring
· Medication Administration
· Pregnancy, Birth and Post Natal
· Contraception and HRT
· GP Imaging
· Other Investigations
· Investigations Administration
· Operations
· Obstetric Procedures
· Other Diagnostic Procedures
· ECG
· Other Preventative Procedures
· Other Therapeutic Procedures
· Recent Test Results (last 12 months)
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality


	6.10
	Data Categories
	· Active Problems
· Administration
· Alcohol Exercise and Diet
· Allergy
· Blood Chemistry
· Blood Pressure
· Cervical Cytology
· Child Health
· Chronic Disease Monitoring
· Contraception and HRT
· Contraindications
· Diabetes Diagnosis
· ECG Pulmonary
· Encounters
· Family History
· Full Problems List
· Glucose/hba1c
· Haematology
· Height and Weight
· Imaging
· Investigations Admin
· Medications Administration
· Medication Issues
· Microbiology
· Obstetric Procedures
· Operations
· OTC Prophylactic Therapy
· Other Cytology/Pathology
· Other Diagnostic Procedures
· Other Investigations
· Other Preventative Procedures
· Other Therapeutic Procedures
· Past Problems
· Physiology Function Tests
· Pregnancy, Birth and Post Natal
· Recent Tests
· Referrals and Admissions
· Repeat Medication
· Smoking
· Social History
· Unmatched
· Urinalysis
· Vaccination and Immunisations
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





VII. [bookmark: _Toc205192945]General Practice - TPP

	Item
	Field Name
	Description
	Use Case

	7.1
	Medications
	· Repeat Medications
· Medications Issued
	Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	7.2
	GP Problems
	· Active Problems
· Past Problems
· Additional Problems
· GP Results
· GP Lifestyle
· Blood Pressure
· Additional GP Information
· GP Encounters/Administration
· GP Encounters
· GP Administration
· Referrals
· Radiology
· Operations
· Investigations
· Contraception and HRT
· Pregnancy, Birth & Post Natal
· GP Family History
· Contraindications
· Vaccinations and Immunisations
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality





VIII. [bookmark: _Toc205192946]Other Data (health and non-health) to be Shared
	Item
	Field Name
	Description
	Use Case 

	8.1
	Docobo / Telehealth 


Data Controller: Mersey Care
	· Organisation
· Patient
· Patient Package
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.2
	Household into Work, Ways to Work

Data Controller:
Liverpool City Region Combined Authority
	· Employment data
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.3
	Life Rooms

Data Controller:
Mersey Care
	· Life Rooms data
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.4

	Housing Retrofit Data

Data Controller:
Liverpool City Region Combined Authority

	· UPRN level housing retrofit indicators.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality



	8.5
	Liverpool Citizens Support Scheme

Data Controller:
Liverpool City Council
	· Liverpool Citizens Support Scheme data.
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality

	8.6
	Other non-health datasets for linkage

Data controller:
Liverpool City Council
	· Discretionary Housing Payments
· Benefits Maximisation
	Use Case 1: Epidemiology

Use Case 2: Predicting Outcomes and Population Stratification. Re-id for direct care purposes only

Use Case 3: Planning and Future Service Provision 

Use Case 4: Evaluation and Causality
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		Date DPIA started:

		March 2021



		Date updated:

		May 2022

February 2024

July 2025

November 2025



		Next review date due by:

		This DPIA will be routinely reviewed annually



		By Whom:

		Data into Action (DiA) Team, and DPO for the C&M ICB



		DPO approved:

		Suzanne Crutchley

MIAA Head of Data Protection & Information Governance

DPO C&M ICB



		IT Security approved:

		John Llewellyn

Chief Digital Information Officer



		Committee approved:

		Data Access & Asset Group (DAAG)



		Submitted to ICO Y/N: 

		No














		Summary of document changes, since previous approved document version





		Section

		Change





		Step 6: Risk assessment; risk 8

		· Added explaining of risk mitigation process for risk of re-identification of assets



		Appendix A

		· Added Appendix A - Individual assets risk assessment
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		Document Purpose:

		Ensure consistent application of DPIA process in workstreams



		Document Name:

		Data Protection Impact Assessment

Combined Intelligence for Population Health Action (CIPHA):

Population Health



		Author:

		Suzanne Crutchley



		Document Origin:

		NECS Standard Operating Procedure - Information Governance: Data Protection Impact Assessments (Privacy by Design) (2018)



		Target Audience:

		All Cheshire and Merseyside Health and Care providers and commissioners as described in the Tier Two CIPHA Data Sharing Agreement for Population Health



		Description

		CIPHA Data Protection Impact Assessment for Population Health



		Cross Reference:

		DPIAs are applicable to Tier Zero, Tier One and Tier Two (CIPHA: Population Health)



		Superseded Document:

		[bookmark: _Hlk98172146]Original DPIA issued with the CIPHA Tier Two Data Sharing Agreement for Population Health



		Action Required:

		To note as appropriate for your organisation



		Contact Details

(for further information and feedback)

		DiA Team: dataintoaction@cheshireandmerseyside.nhs.uk

IG Team: infogov.cmicb@miaa.nhs.uk
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		This is a controlled document, managed by the CIPHA Programme Office.  Whilst this document may be printed, this document should not be saved onto local or other network drives.










[bookmark: _Toc217985523]Introduction

[bookmark: _Hlk154738919]For Cheshire and Merseyside the Combined Intelligence for Population Health Action (CIPHA), will connect and support the integration of data from Cheshire and Merseyside health and care organisations and data that flows into NHS Digital for the purposes of population health and population health management. This will ensure that information is available to the right people, in the right place, at the right time to deliver and drive service delivery, integration and transformation.



[bookmark: _Toc152857709][bookmark: _Toc217985524]Overview of CIPHA DPIA

Article 35(1) of the General Data Protection Regulations says that you must do a DPIA where a type of processing is likely to result in a high risk to the rights and freedoms of individuals.

A Data Protection Impact Assessment (DPIA) is a process which can help an organisation identify the most effective way to comply with its data protection obligations. In addition, DPIAs will allow organisations to meet individuals’ expectations of privacy.

An effective DPIA will facilitate the identification and minimisation of potential data protection risks at an early stage, reducing the associated costs and damage to reputation which might otherwise occur.

In February 2014, the Information Commissioner issued a code of practice under Section 51 of the Data Protection Act (DPA) in pursuance of the duty to promote good practice. The DPA says good practice includes, but is not limited to, compliance with the requirements of the Act and undertaking a DPIA ensures that a new project is compliant.

One of the requirements of the UK GDPR is an obligation to conduct a DPIA before carrying out types of processing likely to result in high risk to individual’s interests.



[bookmark: _Toc152857710][bookmark: _Toc217985525]Roles and Responsibilities

Executive Sponsor: The owner of any data protection risks identified within the DPIA.  This person is an appropriately senior manager, ideally a member of the Executive Team, assigned to the relevant Directorate.

Data controller: exercises control over the processing and carries data protection responsibility.  Their activities will include significant decision making.

Here, the Data Controllers are the C&M GP Practices from where the data is sourced.

Data processor: simply processes data on behalf of a data controller and their activities are more limited to ‘technical’ aspects.

[bookmark: _Hlk150947759]Here, the Data Processors are the Cheshire and Merseyside Integrated Care Board (ICB) Combined Intelligence for Population Health Action (CIPHA) Team, together with the system supplier Graphnet Ltd.

Sub processor: Under UK GDPR, the controller must give its prior written authorisation when its processor intends to entrust all, or part of the tasks assigned to it to a sub processor.  The Processors remains fully liable to the controller for the performance of the sub-processor’s obligations.

There are no sub-processors.



[bookmark: _Toc217985526]Associated Documents

This DPIA is part of the Data Sharing Agreement Tiered Framework and should be read in conjunction with the three associated Tier documents:

· Tier Zero Memorandum of Understanding

· Tier One Data Sharing Agreement - Standards

· Tier Two Data Sharing Agreement

In particular, for this DPIA, please see Tier Two - Data Sharing Agreement: Combined Intelligence for Population Health Action (CIPHA): Population Health
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DPIA

[bookmark: _Toc217985527]Project title: Combined Intelligence for Population Health Action (CIPHA)

Tier Two: Population Health

[bookmark: _Toc217985528]Step 1: Identify the need for a DPIA



		Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.







The overarching purpose for data sharing is to support a set of Population Health analytics in the following areas:

Purpose 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes.

Purpose 2: Predicting outcomes and population stratification of vulnerable populations.

Purpose 3: For planning current services and understanding future service provision.

Purpose 4: For evaluation and understanding causality and the effectiveness of interventions at improvement in patient outcomes.

It involves the processing of personal, sensitive and identifiable health and care information. The data is pseudonymised for the secondary uses described above. Identifiable information is only made available for the purposes of direct care with role-based access controls in place.

The data controllers are the GP practices, providers and Local Authorities in C&M ICB. The Data Processors are the System Supplier Graphnet Ltd using System C; Arden and GEM Commissioning Support Unit; Midlands and Lancashire Commissioning Support Unit.



[bookmark: _Toc217985529]Step 2: Describe the processing



		Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?







Parties to the Agreement:

The Data Controllers are the C&M ICB, GP practices, NHS providers and Local Authorities in C&M.

Primary Care Networks (PCN) – although most PCNs are not legal entities, they will receive data for the geographical area that they represent.

The Data Processors are the System Supplier Graphnet Ltd using System C; Arden and GEM Commissioning Support Unit; Midlands and Lancashire Commissioning Support Unit.

Information Flow Description and Type

The schematic below describes the model to support the information flows for the use cases.



[image: ]



Each use case is specified in the Data Access & Asset Group (DAAG) data sharing register.



Data flowing into Graphnet 



Data flows in identifiable form into Graphnet from the Data Controllers within C&M. 



Data Also flows into Graphnet from Arden and GEM CSU in identifiable form for the purposes of risk stratification and in pseudonymised form for the purposes of population health. This data is held in one of three data marts, identifiable, pseudonymised and de-identified.



Graphnet run a presentation layer in Power BI that displays the data back in a variety of reports in aggregate and patient level form. The identifiable data is only made available where there is a legitimate direct care purpose. Role Based Access Controls are in Place. 



Data Flowing into Arden and GEM CSU



AGEM CSU run a C&M Data Management Environment (DME). National data Assets from NHS England persist in this environment. Data from the C&M Data Controller is also flowed into Arden and GEM CSU via Graphnet to be linked with the other data in this environment. This data is held in one of two data marts, identifiable or pseudonymised. 



AGEM CSU run an Azure Data Management Environment (DME) that is access the Data Controllers within C&M for the purposes of Population Health. 



Data flowing into Midlands and Lancs CSU 



MLCSU run a Data Management Environment that runs a front-end visualisation tool called Aristotle. In a similar way to AGEM CSU data flows and is managed in MLCSU. 



C&M only access the visualisation tool in MLCSU. They don’t access the DME directly.  



Destination of information



The information is stored in the Graphnet CIPHA environment in the Azure cloud.



Persistent or temporary (if persistent, detail the storage location following transfer)



Persistent - stored in the Graphnet CIPHA environment in the Azure cloud.



Data Storage Locations include:



· Graphnet LTD



· AGEM CSU



· MLCSU



Deletion of information



Information can only be deleted by the source organisation.



Risks/actions identified

The risks and mitigations are shown in the table below in ‘Step 5’ in respect of collection, storage and deletion of persistent data that is stored in the Graphnet CareCentric secure environment in the Azure cloud and hosted by C&M ICB.  The risk table articulates the process for the 3 data marts for storage and the process for psuedonymisation.



		Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?







Purpose of Data Sharing

The overarching purpose for data sharing is for the purposes of population health and population health management.



Data to be Shared

The data that flows is person level, identifiable, sensitive information that is subsequently pseudonymised for secondary use. Some sensitive codes are excluded.



For Personal and Sensitive Data

Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:

· Gender reassignment.

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy

For data from local authorities some special category/sensitive data is included, and the inclusion is covered by the legal basis for sharing. 

All free text data fields are omitted from data collection

No. of records/individuals affected

2.6 million individuals across Cheshire and Merseyside.



		Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?







Flowing data for the purposes of Population health management is part of the national data and digital strategy and reflected in C&M Data and Digital Strategy.  There is a national Population Health Management programme and each ICB is required to deliver a population health solution by April 2023.  

Those who do not wish to share their data for purposes other than direct care are excluded from the data for secondary uses. The table below explains the different exclusions, codes and how they are applied within the CIPHA solution. This is aligned to the national opt out programme. 

[image: Diagram
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Organisations in the CIPHA workstream that inform patients about their rights to opt-out are expected to also provide the public with relevant transparency and privacy notices to ensure the public is adequately informed of how health and social care organisations use their data, particularly data concerning children and vulnerable groups.

Graphnet Lists its privacy notice on its website here Graphnet Health Ltd - Privacy.

The Privacy Notice for the CIPHA Programme can be found here.

Information on how to opt out can be found here.



Members of the public from relevant groups are represented in the governance of the workstream and specifically in the Data Access and Data Asset Group where decisions in respect of how data is used.

Current State of Technology

The technology is deployed in other large scale regional deployments.

Graphnet comply with all relevant standards including ISO27001:2013 certified.

Arden and GEM also comply with all relevant standards.



		Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly? 







The purpose of the processing can be described in four main areas:

Purpose 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes: The data would be used to create intelligence, with the aim of understanding and improving physical and mental health outcomes, promote wellbeing and reducing health inequalities across an entire population.  Specific types of analysis that may be undertaken include: Health needs analysis understanding population’s health outcomes and deficits; Demographic forecasting, disease prevalence and relationships to wider determinants of health; Geographic analysis and mapping, socio-demographic analysis and insight into inequalities.

Purpose 2: Predicting outcomes and population stratification of vulnerable populations: The data will be used to predict the risk of outcomes for individuals in order that services can be targeted proactively to those most vulnerable. Data will be re-identified for direct care only. 

Purpose 3: For planning current services and understanding future service provision: The data would be used to create intelligence on service provision to understand current service capacity and demand and forecasting future service demand to ensure enough provision is available for populations in need. This may include forecasting disease and prevalence and understanding how it impacts on service provision. 

Purpose 4: For evaluation and understanding causality: The data would be used to evaluate causality between determinants of health and outcomes. Also, used to understand effectiveness of certain models of care across the health and care system.



[bookmark: _Toc217985530]Step 3: Consultation process



		Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?









Workstream Governance

The workstream has a robust governance structure to cover its programme of work. Various information governance and strategic groups are in place, and seek input and guidance at every level to ensure on-boarded organisations are able to co-design and offer assurance around the workstream outputs/reports.  These groups include representation from across all health and care providers and commissioners.  

The group that provides the gatekeeper role for information governance is the Data Asset and Data Access Group (DAAG).  This group draws its membership from: the regional Clinical Informatics Advisory Group (CIAG) /Interim Data Advisory Group (IDAG); GP and Local Medical Committees; patient representation; clinical and other Information Governance specialists; Local Authority and the regional Data Services for Commissioners Regional Offices (DSCRO) service.

The group has a remit to ensure that requests to use the stored data for reporting maintain the integrity and purpose of the specific Data Sharing Agreement. The group will ensure the appropriateness of the role-based access control (RBAC) framework in terms of individuals and groups with access to the shared record.



Public Engagement

The workstream has utilised existing public engagement groups that work with established public involvement groups in the region, and through that work the public are represented in relevant governance.



Wider Consultation

Consultation is made with all members of the following:

- C&M IG SIGN Group

- C&M ICS Digital and Data Information Governance Strategy Committee



Cyber Security

The CIPHA workstream aligns with the Share2Care/ShCR dedicated Cyber Lead, who takes a key role in the design, delivery and evolution of the regional cyber security strategy across the workstream footprint.  

The HCP footprint has individual cyber assurance leads, and each organisation has a cyber assurance lead and completes the Data Security and Protection Toolkit at regular intervals.

[bookmark: _Hlk157782347]Cheshire & Merseyside ICB will be responsible for the physical security, the environmental condition, and the regular penetration testing for the Graphnet CareCentric/System C platform.

Cheshire & Merseyside ICB is responsible for any data in rest (e.g., data visible within Graphnet by the user), and together with the workstream governance ensures that appropriate Role Based Access Control (RBAC) is applied to the system.



Processors and Controllers Responsibilities to the Public

In the event that personal information which has been shared under the DPIA is compromised or possibly compromised, the agency making the discovery will without delay:

· Inform the organisation (Data Controller(s)) providing the details of the incident.

· Take steps to investigate the cause.

· Report and investigate as an incident.

· If appropriate, take disciplinary action against the person(s) responsible.

· Take appropriate steps to avoid a repetition.



On being notified that an individual’s personal information has or may have been compromised, the original provider (Data Controller(s)) will assess the potential implications for the individual whose information has been compromised will:

· Notify the individual concerned.

· Advise the individual of their rights.

· Provide the individual with appropriate support.

· Undertake a risk assessment and consider notifying the Information Commissioner's Office in line with expected procedure.



Data Processors

Where data processors are to be used, a legally binding contract (Information Processing Agreement) must be in place which includes the necessary contractual elements required under the UK GDPR.  An assessment of the data processor’s ability to comply with its terms should also be conducted (due diligence).



Data Controller Instruction

Processor is to act only on instruction of the Data Controller.



Incident Management

Incident management is included and the requirement to immediately report.



FOI and EIR Requests

FOI and EIR requests should be undertaken with the Partner Organisation that holds the data.



[bookmark: _Toc217985531][bookmark: _Hlk50373098]Step 4: Assess necessity and proportionality



		[bookmark: _Hlk50372993]Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?







Any deviations in project scope that result from:

· A change in data processing responsibilities

· A change in storage, transmission, and/or persistence of data

· A change from read-only to write-back 

· A change in data details from the Tier Two documentation

· A change in system architecture

will prompt a review of this DPIA in advance of the set review date, to ensure that data processing remains lawful.

Processors compliance to this DPIA and their data sharing obligations will be monitored by the workstream through DSPT assessment results, and those who that have failed to meet standards (without a plan in place) will be highlighted and escalated to the relevant workstream and HCP Boards for decision.



Training

All partner organisations to this Data Sharing Agreement must ensure that relevant confidentiality and data protection training is made available to staff, and compliance to this will be ensured during the on-boarding of organisations.

On-boarding organisations to the workstream must ensure staff:

· Attend mandatory training** in Information Governance at regular intervals.

· Are assigned appropriate role-based access to information within the dashboard.

· Have had their details removed from accessing the record in the event of leaving the organisation, or suspected misuse.

**The training and information provided to ensure staff compliance with this DPIA include:

· Common Law Duty of Confidentiality

· Human Rights Act 1998

· UK General Data Protection Regulation

· Mental Capacity Act 2005. 



All staff should be made aware that disclosure of information (whether inadvertently or intentionally) which cannot be justified under this DPIA could make them liable to disciplinary action.

There are no international transfers.



Data Protection Review

A review of the Principles relating to the processing of personal data under the UK GDPR should be undertaken to ensure projects take account of these and employ a ‘privacy by design’ approach.



[bookmark: _Toc453139100]Data Protection Review

A review of the Principles relating to the processing of personal data under the UK GDPR should be undertaken to ensure projects take account of these and employ a ‘privacy by design’ approach.

		Principle

		Compliance



		Lawfulness, fairness and transparency

		Lawful Basis

		UK General Data Protection Regulations (GDPR):



6(1)(e) Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller



9(2)(h) Necessary for the reasons of preventative or occupational medicine, for assessing the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or management of health or social care systems and services on the basis of Union or Member State law or a contract with a health professional  



9(2)(i) Necessary for the reason of public interest in the area of public health, such as protecting against serious cross border threats to health or ensuring high standards of healthcare and of medicinal products or medical devices



The Health and Social Care (Safety and Quality) Act 2015 inserted a legal Duty to Share Information in Part 9 of the Health and Social Care Act 2012 (health and adult social care services: information)

Official authority:



		GP Practices

		NHS England’s powers to commission health services under the NHS Act 2006. 

Also, Article 6 (1) c for GPs when subject to statutory regulation 



		NHS Trusts

		National Health Service and Community Care Act 1990



		NHS Foundation Trusts

		Health and Social Care (Community Health and Standards) Act 2003



		Local Authorities

		Local Government Act 1974 

Localism Act 2011 

Children Act 1989

Children Act 2004 Care Act 2014









		

		Fairness

		Individuals can exercise the following rights with respect to their data, where applicable, by contacting the source organisation of their data:

· Right of access

· Right to rectification

· Right to erasure

· Right to restrict processing

· Right to data portability

· Right to object

· Rights related to automated decision making

· Rights related to including profiling



For Population Health the Common Law Duty of Confidentiality requires that there should be no use or disclosure of any confidential patient information for any purpose other than the direct clinical care of the patient to whom it relates, unless:

•The patient explicitly consents to the use or disclosure;

•The disclosure is required by law;

•The disclosure is permitted under a statutory process that sets aside the duty of confidentiality.



The Common Law Duty of Confidentiality is set aside where the data being processed is suitably pseudonymised or is aggregate data. Under this Data Sharing Agreement the Common Law Duty of Confidentiality does not apply, as the data is pseudonymised, and presented as aggregate data.



Processing data for the indirect care part of Risk Stratification is covered by the CAG 7-04 (a)/2013 Section 251. Risk Stratification Assurance Statements have been provided to NHS England for the Data Processors listed in this agreement have been placed on the approved list to process data for C&M ICB NHS England » Risk Stratification



The use of the data for population health/commissioning is covered by CAG: 23/CAG/0112.



For direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care. In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions







		

		Transparency

		The responsibility for transparency lies firmly with the controllers who are the partner organisations within the CIPHA workstream.



		Right to object

and

Data Opt Out

		[bookmark: _Hlk102749516]The right to object under S21 of the General Data Protection Regulation 2016, as enacted, is relevant.  Patients and service users have a right to object to their medical information being used for purposes other than direct care.



National Data Opt-out: Patients can stop their confidential patient data being used for research and planning'.  The patient’s choice will be applied by NHS Digital, and all other health and care organisations.  Further details are available at: https://www.nhs.uk/your-nhs-data-matters/



Type 1 Opt-out: GPs will not share patient data outside of the GP Practice for purposes except for individual care.



All registered National Data Opt-outs and Type 1 Opt-outs will be respected.  This means that data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution.



Patients can access information on the opt out process here.





		Purpose limitation

		Purpose 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes.

Purpose 2: Predicting outcomes and population stratification of vulnerable populations.

Purpose 3: For planning current services and understanding future service provision.

Purpose 4: For evaluation and understanding causality and the effectiveness of interventions at improvement in patient outcomes.



		Research

		The Population Health Data Sharing Agreement does not allow use of the data for research. Uses of the data for research are governed by a separate Tier Two DSA.





		Data minimisation

		Sensitive data excluded from retrieval follows the recommendations made by The Royal College of General Practitioners (RCGP) ethics committee and the Joint GP IT Committee:

· Gender reassignment

· Assisted conception and in vitro fertilisation (IVF)

· Sexually transmitted diseases (STD)

· Termination of pregnancy



For data from local authorities some special category/sensitive data is included, and the inclusion is covered by the legal basis for sharing. 

All free text data fields are omitted from data collection.



Any data presentation in aggregate form that does not have a legal basis to go to patient level, is minimised against NHS Standards with values < 5





		Accuracy

		Incident management process related to incorrect documentation is in place with CIPHA workstream and with the contracted IT support organisation – Mid Mersey DA. Where a document is discovered that is incorrect, the Trust identifying the document will log within local incident management systems, notify IT, and IT will notify the 3rd Line support of Graphnet.





		[bookmark: _Hlk50373174]Storage limitation

		The data will be stored in line with the NHS Records Management Code of Practice 2021.





		Integrity and confidentiality

		Access levels to information available through Graphnet will be based upon the role held by the provider of health and care.  Information will be shared which is necessary, relevant and proportionate to the role the individual fulfils.

Role Based Access Control (RBAC) is in place.










[bookmark: _Toc46758058][bookmark: _Toc217985532]Step 5: Identify and assess risks

CIPHA Risk Log - the risk score uses the following matrix:
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		No.

		Effect

		Description



		1

		No adverse effect

		There is absolute certainty that no adverse effect can arise from the breach



		2

		Potentially some minor adverse effect or any incident involving vulnerable groups even if no adverse effect occurred

		A minor adverse effect must be selected where there is no absolute certainty. A minor adverse effect may be the cancellation of a procedure but does not involve any additional suffering. It may also include possible inconvenience to those who need the data to do their job.



		3

		Potentially some adverse effect

		An adverse effect may be release of confidential information into the public domain leading to embarrassment or it prevents someone from doing their job such as a cancelled procedure that has the potential of prolonging suffering but does not lead to a decline in health.



		4

		Potentially Pain and suffering/ financial loss

		There has been reported suffering and decline in health arising from the breach or there has been some financial detriment occurred. Loss of bank details leading to loss of funds. There is a loss of employment.



		5

		Death/ catastrophic event.

		A person dies or suffers a catastrophic occurrence








		Risk Number

		Describe source of risk and nature of potential impact on individuals.

		Likelihood

		Impact

		Overall Risk Score



		1.

		That data is not adequate to link records appropriately or sufficiently well coded for accuracy the consequence being that the findings drawn from the analytics are thus diluted. 

		Not likely

		Serious

		8



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of GDPR Article 13 and 14 of the GDPR.  

Privacy Notices associated with the Population Health Data Sharing Agreement, which could include elements and processes which do not comply with the provisions under the Data Protection Act.

		Likely

		Serious

		12



		3.

		Failure to have processes in place to facilitate the following data protection rights requests could result in a breach Article 15, Article 16, Article 18, and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing 

· Right to Object



		Likely

		Serious

		12



		4.

		Failure to ensure that the supplier is compliant with Government and National Cyber Security Standards for cloud based computing could lead to a breach of our security obligations under Article 32 of the GDPR.



		Likely

		Serious

		12



		5.

		Failure to define the process in which direct care providers outside of an LA area can access the records of patients outside of their area could result in data being accessed inappropriately leading to a Data Protection Act Section 170 offence.



		Likely

		Catastrophic

		15



		6.

		Failure to have security processes in place to stop partners, with access to patient identifiable data, from accessing the portal from their own personal devices, this could result in a breach of each partner’s security obligations under Article 32 of the GDPR.

		Likely

		Catastrophic

		15



		7.

		Failure to have a process in place to audit access to patient identifiable data processes could result in a breach of our security obligations under Article 32.



		Likely

		Serious

		12



		8.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32.



		Not likely

		Catastrophic

		10



		9.

		Failure to have a process in place to verify, audit and test the merging of data from multiple data sources to ensure that data is matched correctly to ensure that a data breach does not occur.



		Not likely

		Catastrophic

		10



		10.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act.



		Likely

		Catastrophic

		15



		11.

		Failure to ensure that a process is in place to remove a client’s data when the partner has closed the record on their systems could result in data being retained inappropriately.



		Likely

		Catastrophic

		15



		12.

		Failure to ensure that the appropriate international transfer safeguards are in place should the note data be stored on servers outside of the UK could result in a breach of Article 44-56.



		Not likely

		Catastrophic

		10



		13.

		Failure to define the retention of closed records data on the system could result be held on the portal inappropriately.



		Likely

		Catastrophic

		15





[bookmark: _Toc46758059]


[bookmark: _Toc217985533]Step 6: Identify measures to reduce risk



		Risk Number

		Risk Summary

		Options to reduce or eliminate risk

		Residual Risk: Low Medium, High

		Effect on Risk: Eliminated, Reduced, Accepted

		Measure Accepted: Yes/No



		1.

		That data is not adequate to link records appropriately or sufficiently well coded for accuracy the consequence being that the findings drawn from the analytics are thus diluted. 

		To use operational flows where possible which reflect actual activity and both in the testing and regular feedback that data quality is given due attention and resource to resolve issues that arise. 

Routine data quality reports will be available e.g. “orphan” activity records by provider that will be applied to business-as-usual governance.

		Low

		Reduced

		Y



		2.

		Failure to keep clients informed over how their data will be used could lead to a breach of GDPR Article 13 and 14 of the GDPR.  

Privacy Notices associated with the Population Health Data Sharing Agreement, which could include elements and processes which do not comply with the provisions under the Data Protection Act.

		Each Provider Privacy Notice will meet the terms of the Tier Two Data Sharing Agreement, governed by the GDPR and DPA.



It is at the discretion of each partner organisation in the Data Sharing Agreement to add to their Privacy Notice accordingly.



The management of the four levels of data - patient identifiable; pseudonymised; pseudonymised and non-reidentifiable; and anonymised/aggregate – are set out in the Tier Two Data Sharing Agreement.

The fair processing required for a solution of this type is the privacy notice. Each organisations web site should be updated to inform data subjects that the CIPHA workstream is in place and the legal basis that is being used to share data.

		Low

		Reduced

		Yes



		3.

		Failure to have processes in place to facilitate the following data protection rights requests could result in a breach Article 15, Article 16, Article 18, and Article 21

· Right of Access

· Right to Rectification

· Right to Restrict Processing 

Right to Object

		Each Data Controller is accountable under GDPR, and will have their own measures in place to meet the eight Rights of Data Subjects.



If a Data Subject of any partner organisation wishes to exercise or challenge one of their Rights, they would do that with their provider organisation(s) through the partner organisation’s internal processes.



Each Data Controller will remain responsible and accountable under GDPR for their clients.



The host of the platform – C&M ICB – have in place their data processing and cyber policies and procedures to maintain the rights of the data subjects.

		Low

		Reduced

		Yes



		4.

		Failure to ensure that the supplier is compliant with Government and National Cyber Security Standards for cloud based computing could lead to a breach of our security obligations under Article 32 of the GDPR

		Data will be stored on ‘Azure cloud’, which is compliant with Information Governance standards and is safe and secure.  Azure is assessed to ISO 27001, ISO 27017, ISO 27018, and many other internationally recognized standards. The scope and proof of certification and assessment reports are published on the Azure Trust Centre section for ISO certification here: https://www.microsoft.com/en-us/trustcenter/compliance/iso-iec27001. The ISO 27001 assessment was performed by the BSI.  

SystemC and Graphnet Health Ltd comply with the 13 infrastructure as a service (IaaS) principles and are accredited as such e.g. Cyber essentials.



Details are available on request contained within the “CareCentric population health cloud assurance” document.

		Low

		Reduced

			Yes



		5.

		Failure to define the process in which direct care providers outside of an LA area can access the records of patients outside of their area could result in data being accessed inappropriately leading to a Data Protection Act Section 170 offence

		The following processes are in place

· The supplier defines rigorous role-based access (RBAC) protocols to ensure access to data is limited to those authorised and maintains a register of RBAC

· The supplier maintains an audit trail of access to data sources

· The workstream controls access to data assets through a ‘Data Asset and Access Group’ to ensure only legitimate access is granted to individual projects (use-cases).  This is linked to the RBAC process.



		Low

		Reduced

		Yes



		6.

		Failure to have security processes in place to stop partners, with access to patient identifiable data, from accessing the portal from their own personal devices, this could result in a breach of each partner’s security obligations under Article 32 of the GDPR

		The following mitigating processes are in place

· Personal identifiable data can only be made available (re-identified) using the existing and approved ‘pseudo at source’ mechanism through the Data Services for Commissioners Regional Offices (DSCRO).  This mechanism is obligated through the contract with the supplier

· Through the RBAC processes and prior to approval to access any data those regional intelligence teams that can legitimately re-identify data using pseudo at source will be obliged to evidence their own procedures to ensure that personal identifiable information will not be accessible through personal devices

· Access to the data storage service is based on best practice of whitelisting specific IP address ranges, this will reduce the risk of access via personal devices

· When the service is accessed all actions are recorded within the audit trail

· Access to local networks, be this direct or via virtual private network (VPN) will be subject to the acceptable usage policy of the organisation that the person making access works for. Each individual will be subject to the policies and procedures outlined by their employer

		Low

		Reduced

		Yes



		7.

		Failure to have a process in place to audit access to patient identifiable data processes could result in a breach of our security obligations under Article 32.

		The following mitigations are in place;

· The Azure SQL environment logs all SQL queries which take place against the data marts to provide an audit trial of what identifiable data has been accessed and by whom

· Requests for re-identification of cohorts through the Web Client application are recorded separately and will be provided on a regular basis to the CIPHA board

· Access to the data will be subject to approval from the data controllers. The existing change control process would approve access and grant permissions 

· All activity reports are available as outlined above and would be provided to assist audit. Audit process and timeframes will be specific to each organisation



The workstream controls access to data assets through a ‘Data Asset and Access Group’ to ensure only legitimate access is granted to individual projects (use-cases).

		Low

		Reduced

		Yes



		8.

		Failure to ensure adequate controls are in place to ensure that de-identified data can’t be re-identified could result in disclosure of personal information leading to a data breach and could lead to a breach of our security obligations in relation to anonymisation / pseudonymisation processes under Article 32

		Direct Care data marts hold the full PID along with field level configuration for both anonymisation and sensitive clinical coding reference data. Stored procedures query tables using field level configuration to anonymise data at the point of extract. SSIS package cross references data with sensitive clinical coding to further remove restricted data. Fully anonymised data is written to the research data mart in the same format as the direct care source. Key masking uses a customer specific SALT value + SHA2_256 hashing.

Security

· Separate cloud security helpdesk with one request per user

· IP addresses must be whitelisted for access to data marts

· Azure AD named user access must be used 

· Data access can be controlled by mirroring CareCentric RBAC configuration

· Full SQL row level security

· Unique RBAC groups can be implemented within analytics solution if required



Anonymisation

· Source is the Direct Care mart holding all data

· Data is copied to the Anonymised mart

· Sensitive Clinical Codes stripped out in flight

· Field level configuration for anonymisation

· No change

· Blank

· Truncate

· Mask Dates

· Key fields undergo one way encryption, maintaining referential integrity



Pseudonymisation

· Source is the Direct Care mart holding all data

· Data is copied to the Pseudonymised mart

· Opted Out patients and Sensitive Clinical Codes stripped out in flight

· Field level configuration for Pseudonymisation

· No change

· Blank

· Truncate

· Mask Dates

· Tokenised IDs Can be re identified

· National DE ID / RE ID or encrypted local values

· Secured data table which stores mapping

· User interface to reidentify

· Key fields undergo two-way encryption, maintaining referential integrity



A white box penetration test has been completed 

When onboarding new assets for linkage an assessment is made against the framework by the ICB and the DSCRO Executive Governance Group (DEGG) and CSU Data Executive Governance Group (CEGG) to ensure that the risk of re-identification is managed. This involves detailing the flow, where it is de-identified, that PID is stripped out and the data is minimised at a field level against purpose.

Please see the embedded documents below.

Data onboarding guidance for completion by ICB:





Risk Matrix for joint ICB and Processor assessment:





TOR for DEGG and CEGG:





Appendix A lists the assets that have gone through this assessment and is updated each time a new asset is onboarded. 

		Low

		Reduced

		Yes



		9.

		Failure to have a process in place to verify, audit and test the merging of data from multiple data sources to ensure that data is matched correctly to ensure that a data breach does not occur

		Graphnet merges data into its longitudinal patient record based on the patient NHS Number, name and date of birth. 

Where the NHS number is a verified number we would match on this. If this is not the case, we use the three items described above.

Reports are available that outline the match success and Graphnet have performed audits for clients to ensure data integrity. The tools available to client are designed to support the ongoing data quality process which is the responsibility of each data controller.

		Low

		Reduced

		Yes



		10.

		Failure to provide / develop a process / technical solution to facilitate clients opting out of their data being shared could lead to a breach of the Common Law Duty of Confidentiality, Data Protection Act and Human Rights Act

		Type 1 opts out (those who do not want their information shared outside of General Practice for purposes other than direct care) will be upheld. This means that data for people who have objected to sharing their data will not flow from the GP record into the Graphnet solution. 

Once the national solution for opt out is live with NHSD, these patients will automatically be removed from the datamart. 

This removal includes all data sources. The ability to opt out for direct patient care would only be instigated subject to a successful application by the data subject under Article 21 of GDPR.

		Low

		Eliminated

		Yes



		11.

		Failure to ensure that a process is in place to remove a client’s data when the partner has closed the record on their systems could result in data being retained inappropriately

		The NHS Records Management Code of Practice 2021 sets out what people working with or in NHS organisations in England need to do to manage records correctly. It's based on current legal requirements and professional best practice. 

All organisations that contribute to the solution will be governed by the above.

Each organisation will have its own records management policy and define both the duration of retentions and removal policy.

The data processor will hold data in line with the contract terms. All data will be returned and purged at contract end, or as set out in the contractual terms.

		Low

		Reduced

		Yes



		12.

		Failure to ensure that the appropriate international transfer safeguards are in place should the note data be stored on servers outside of the UK could result in a breach of Article 44-56

		The supplier, Graphnet Health, are a UK based company.  All data is stored in the UK and there is no server storage outside of the UK.

All information can be found in the CareCentric population health cloud assurance document.

		Low

		Eliminated

		Yes



		13.

		Failure to define the retention of closed records data on the system could result be held on the portal inappropriately

		The NHS Records Management Code of Practice 2021 sets out what people working with or in NHS organisations in England need to do to manage records correctly. It's based on current legal requirements and professional best practice.

Each organisation that contributes to the solution will have a record retention policy. The elements of the record, when combined, creates a holistic view of a care recipient’s journey. As a result this new record would be retained for the duration of the longest term for which the record is retained within the social care community, If the contract is continued beyond March 2021c then the retention period for the combined record will be subject to an agreement from the social care providers.

		Low

		Reduced

		Yes












[bookmark: _Toc99543570][bookmark: _Toc217985534]Step 7: Sign off and record outcomes



		Item 

		Name

		Notes



		Measures approved by:

		Andrea Astbury

DIA Programme Director

		Helen Duckworth has reviewed the risks 



		Residual risks approved by:

		John Llewellyn

Chief Digital Information Officer

		Jim Huges has reviewed the mitigations



		DPO advice provided:

		Suzanne Crutchley

Data Protection Officer

		Suzane Crutchley is the DPO for NHS C&M ICB



		Comments:

This work for the DiA CIPHA Population Health meets the requirements for UK GDPR, and so the data processing can proceed.



		DPO advice accepted or overruled by:

		Accepted

		If overruled, you must explain your reasons



		Comments:

This DPIA is part of the Data into Action (DiA) - Combined Intelligence for Population Health Action (CIPHA): Data Sharing Agreement (Tier Two)



		This DPIA will be kept under review by:

		DiA Programme Office, with the ICB DPO

		The DPO should also review ongoing compliance with DPIA







		SIRO: signed for and on behalf of:

		Cheshire & Merseyside ICB





		Signature:



		[signed copy held with ICB]



		Date:



		28.11.25



		Your name:



		Professor Rowan Pritchard Jones 



		Your Job Title / Role:



		Executive Medical Director Cheshire & Merseyside Integrated Care System





		Your email address:



		RowanPJ@cheshireandmerseyside.nhs.uk









Please return to: infogov.cmicb@miaa.nhs.uk






[bookmark: _Toc217985535]Appendix A Individual assets risk assessment



The following table is a list of individual assets that have been reviewed by DEGG/CEGG on a case-by-case basis to ensure the risk of re-id is managed, PID is adequately removed, and that individual datasets and data set for linkage are suitably minimised against purpose. 

		Dataset 

		Identifiability

		Sensitivity

		Legal Basis

		PID Check

		Minimisation



		National Commissioning Datasets 

		Pseudonymised 

		Sensitive

		Processing: GDPR Article 6(1)(e): Public task, GDPR Article 9(2)(h): Health or social care Dissemination: National Health Service Act 2006 - s251 - 'Control of patient information' Health and Social Care Act 2012 – s261(7)

		Complete

		Removal of restricted codes complete, minimised against purpose 



		GP Data 

		Pseudonymised at source

		Sensitive



		As above 

		Complete



		Removal of restricted codes complete, minimised against purpose



		Adult and Children's Social Care Data

		Pseudonymised at source

		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Social Prescribing Data

		Pseudonymised by CSU on Behalf of data controller

		Sensitive



		As above



		Complete



		Removal of resticted codes complete, minimised against purpose



		Continuing Healthcare Data

		Pseudonymised by CSU on Behalf of data controller

		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Mental Health data t data

		Pseudonymised by CSU on Behalf of data controller

		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Acute Data 

		Pseudonymised at source

		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Community Data

		Pseudonymised by CSU on Behalf of data controller

		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Housing Data

		Pseudonymised by CSU on Behalf of data controller

		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Welfare receipt data 

		Pseudonymised by CSU on Behalf of data controller



		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose



		Employment support

		Pseudonymised by CSU on Behalf of data controller



		Sensitive



		As above



		Complete



		Removal of restricted codes complete, minimised against purpose
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Purpose of this Document


This document provides guidance for DSCRO Clients when requesting the onboarding of a new local Dataset through GEM + NW DSCRO. 


It includes the necessary documentation to be completed prior to requesting the onboarding of a new Dataset.





Data Adoption Process


For all new dataset requests, a Data Adoption form (Appendix 2) will need to be completed and sent to DSCRO for processing. This form captures the dataset requirements (submission template, sender(s), derivations, legal basis for data to flow etc…).


Data Adoption forms need to be fully completed, with evidence of legal basis and a data template specification provided in a clear and standardised format as per Appendix 3. 


Local Flows are to be used only where there is no Nationally collected dataset already established. 


[bookmark: _Hlk165390412]To commence the onboarding of a new dataset, a completed Data Adoption Form and any requested test data should be sent to agcsu.dscro@nhs.net.


Once a valid onboarding request has been received, it will be presented to the DSCRO Executive Governance Group (DEGG). Meetings to approve new onboarding requests occur every 2 weeks.





Acceptable Data Load Requests


A new, locally defined dataset must meet the following criteria:


· The new dataset is required due to no suitable pre-existing local data source.


· The legal basis for any Patient level and Patient identifiable flow is evidenced in line with requirements detailed in the Data Adoption form (Appendix 2).


· Data is not available as part of an existing nationally defined data flow.


· Submission of data will be via the NHS Data Landing Portal.














Legal Basis


AGEM CSU/DSCRO need to have a legal basis to process and disseminate data to a commissioner. To capture this legal basis, the following is needed as a minimum requirement:


· Evidence of a signed and completed NHS Standard Contract between Provider (data submitter) and Commissioner (Data Recipient).


AND


· The specific data collection listed as part of Schedule 6 Annexe A in the NHS Standard Contract Particulars, including embedded specification template.





· In lieu of a signed contract, assurance can be provided by demonstrating an intention for contracts to be set up as soon as practically possible. This assurance may typically be provided via a clear email trail between Contract Management Leads at both the Commissioner and Provider. Please note, contract evidence will still be required. This will be reviewed after 3 months from implementation, contract evidence must be provided no more than 6 months after implementation. Failure to send evidence of signed contract/schedule 6 may result in a stop on the dataset until the legal basis is evidenced.








Dataset Templates


Clients are requested to complete a clear and detailed dataset template for a new dataset to be considered for onboarding. Any missing details will be returned to requestor for correction. Examples of a detailed specification template can be found at Contract Monitoring - NHS Digital under Supporting documents – Technical Details Specification. A blank Data Specification Template can be found in Appendix 3.


Data Element and Data Element Source - Field headers should be named in line with National NHS Data Dictionary naming convention. E.g. ‘NHS NUMBER’ or ‘ORGANISATION CODE (CODE OF PROVIDER)’, this can be referenced at Data Elements (datadictionary.nhs.uk). (see Example 1)


If Data Element Source is a Local item (not in data dictionary), details of the data expected to flow must be detailed in the Population Guidance cell.


If Data Element Source is a National item, a link to the respective National Data Dictionary element must be detailed in the Population Guidance cell. 


			#


			Data Element


			Data Element Source


			Format and Length


			Population Guidance


			Notes


			Mandatory (M), Mandatory Where Relevant (R) or Optional (O)





			1


			NHS NUMBER


			National


			n(10)


			https://www.datadictionary.nhs.uk/data_elements/nhs_number.html?hl=nhs%2Cnumber


			 


			M





			2


			INVOICE PAID


			Local


			n(1)


			Distinct binary number ‘1’ or ‘0’


			‘1’ = Yes


‘0’ = No


			R








Example 1


Data Element headers must not contain comma’s (‘,’), colons/semi-colons (‘:’ ‘;’) or square brackets (‘[ ]’).


Format and Length – This must be populated with the expected field Format and maximum character length. Fields that will contain detailed text (Alpha, AlphaNumeric or AlphaNumeric Specials), must have distinct items listed in the population guidance, or reassurance must be provided that the data will be from a distinct list (not free text). 


[image: A screenshot of a computer
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Example 2


To assist in the setting of Data Landing Portal Validation rules, field formats must be included in the template. E.g. recommended Date format ‘Date YYYY-MM-DD’. (See Good practice recommendations on page 5). Please also pay particular attention to detail text formats, denoting where Alphanumeric or Alphanumeric Specials are to be included with max length.


Sample Data must be provided in the ‘Example’ Data tab, it must not contain any clear patient identifiable information. A comprehensive sample of various items should be included here, to demonstrate what is expected in a submission.  


Data Minimisation


Clients are reminded that content of new datasets is in line with DARS guidance, Data sharing standard 3 – Data Minimisation. Datasets should only include data items which are relevant to the purpose of the flow. Please see Data sharing standard 3 - Data Minimisation - NHS Digital for further information.





			


“Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (data minimisation)”





General Data Protection Regulation Article 5 (1)(c)

















Mandatory Requirements


· Minimum Requirements


The following mandatory fields are required for a dataset to be considered for onboarding.


			Mandatory Fields Required


			Reason for Requirement


			Link 





			NHS NUMBER


			(Where dataset is at patient level). To support accurate AIC Checking and appropriate dissemination of patient records.


			


NHS NUMBER (datadictionary.nhs.uk)





			ORGANISATION IDENTIFIER (CODE OF PROVIDER)


			To facilitate correct dissemination and allocation of activity in all datasets.


			ORGANISATION IDENTIFIER (CODE OF PROVIDER) (datadictionary.nhs.uk)





			ORGANISATION IDENTIFIER (CODE OF COMMISSIONER)


			To facilitate correct dissemination and allocation of activity in all datasets.


			ORGANISATION IDENTIFIER (CODE OF COMMISSIONER) (datadictionary.nhs.uk)





			GENERAL MEDICAL PRACTICE CODE (PATIENT REGISTRATION)


			To facilitate correct dissemination and allocation of activity in all datasets. Also, to facilitate locality reporting at sub ICB level.


			GENERAL MEDICAL PRACTICE CODE (PATIENT REGISTRATION) (datadictionary.nhs.uk)








Example 3





[bookmark: _Hlk164094579]


· Good Practice Recommendations


To encourage consistency and efficient processing of data flows, there are several good practices that clients are requested to adhere to when creating a dataset template. This includes the addition of certain fields and requesting consistent data formats for fields of the same nature.


			Good Practice Item


			Field Name Examples


			Format





			DateTime to indicate when dataset was produced by submitting organisation.


			DATE AND TIME DATA SET CREATED


			YYYY-MM-DD hh24:mi:ss





			Financial Datasets to include Financial Year and Financial Month that activity relates to.


			FINANCIAL MONTH








FINANCIAL YEAR


			FM – 1 = April, 2 = May, 3 = June… …12 = March, with no leading zeros.





FY – 202223 = 2022/23, 202324 = 2023/24 etc. The slash (/) symbol must not be included.





			Date fields to conform to standardised formatting 


			DATE…


			YYYY-MM-DD








Example 4














· What NOT to include


In the interest of reducing the risk of patient confidential data flowing inadvertently, and in line with data minimisation requirements, there are several data items which are not to be included in dataset templates.


			What NOT to include:


			Reason for Requirement





			Description fields that can referenced as part of national code and lookup e.g.


· Provider Name


· GP Practice Name


· Consultant/GP Name


			To conform with data minimisation requirements. If national codes are used, these can be referenced at a reporting layer. This means that description mapping can be applied consistently.





			Large (Varchar max) free text fields e.g.


· Comments


· Further Details


· Clinical Notes


			To reduce the risk of patient confidential items being disseminated inappropriately. 








Example 5


DSCRO Derivations from PID/PCD


Clients are requested to detail any required data derivations which rely on the use of PID/PCD data fields, in the Data Adoption Form (Appendix 2). Some standard derivations are listed below (dependent on fields present in Specification Template):


			Field Name (PID)


			Standard Derivation(s)





			NHS NUMBER


			Pseudo NHS Number (client specific)





			POSTCODE OF USUAL ADDRESS


			LSOA, MSOA, Electoral Ward, CCG, ICB





			PERSON BIRTH DATE


			Age (dependent on field to calculate ‘Age At…’)








Example 6


Withheld ID and Restricted Code Redaction


Certain legislation requires that additional safeguards are implemented to protect the identity of patients by the removal of patient-identifiable data for specified diseases and operations. Data containing legally restricted codes should be anonymised by providers before submission, by removing all identifiers in that record.


Clients should highlight where data requests include diagnosis or medicine codes that may be restricted so DSCRO can put in place the correct checks. On some occasions providers do not anonymise records as they should, so if a legally restricted code is found the record will be anonymised prior to dissemination.


Please refer to document ‘Process for data containing Legally Restricted Codes‘ (see Appendix 4).

















Submission of Data





Local Data flows must be submitted using the NHS Data Landing Portal. Users need to be registered, either via local Smart Card Admin when connecting to DLP on a HSCN network, or via Care Identity Services if not using a Smart Card.





Further guidance and supporting documentation can be found at Data Landing Portal (DLP) - NHS Digital








Appendices





Appendix 1 – Dataset Onboarding Checklist


Appendix 2 – Data Adoption Request Form


Appendix 3 – Data Specification Template


[bookmark: _Hlk129262957]Appendix 4 – Process for data containing Legally Restricted Codes



Appendix 1 – Dataset Onboarding Checklist





Data Onboarding Client Checklist. Please ensure all items are checked prior to submission of new Data request.








			


			Data is not available via a pre-existing local or nationally collected dataset.





			


			





			


			Submitting Organisations have registered users on the NHS Data Landing Portal.





			


			





			


			Data Adoption Form is Completed with Request Details, Details of Dataset for Adoption and Legal Requirements.





			


			





			


			Evidence of Legal Basis is included in the Data Adoption Form (Copy of Signed Contract, Schedule 6 Annexe A).





			


			





			


			Data Specification Template included in Data Adoption Form, inclusive of sample data (do not include PID in sample data).





			


			





			


			Data Specification Template created in line with data minimisation requirements. Mandatory fields are included.





			


			





			


			Data Specification Template does not include any fields as listed in the ‘What not to include’ section.





			


			





			


			Derivations required from DSCRO processing have been clearly identified in the Data Adoption Form. 





			


			





			


			Any withheld ID fields and/or restricted code fields have been highlighted to DSCRO in the Data Adoption Form.















Appendix 2 – Data Adoption Request Form














Appendix 3 – Data Specification Template














Appendix 4 – Process for data containing Legally Restricted Codes
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Column mappings

Enable a validation rule for a column mapping by checking the box next to the column name.
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Introduction







This form should be issued to/used by data senders e.g. data providers such as Local authorities, hospitals, ambulance trusts, registries, NHSD, NHSE/I etc. who are wanting to establish a new data flow submission to AGEM CSU, GEM DSCRO or North West DSCRO. 







This form could be for Direct Commissioning, National datasets, Clinical Registries or local flows.  It should also be used if changes to an existing dataset are required.  







The information collected through this form will be used to start populating the Data Onboarding Matrix form which is subsequently presented to DEGG/CEDGG[footnoteRef:2] for formal approval.  [2:  DSCRO Executive Governance Group (DEGG). CSU Executive Data Governance Group (CEDGG). Information Governance Group, made up of senior managers, who meet regularly and assess and approve new data flows into AGEM.] 








Process Instruction







1. Please complete a separate form for each dataset that requires adoption/onboarding







2. Ensure all relevant boxes are completed and required evidence is embedded/submitted with the form







3. Email the form to your DSCRO contact







Additional Information







Where a DSCRO is required to receive a new dataset, whether it contains PCD or not, the data should be submitted through the national Data Landing Portal (DLP) hosted by NHS Digital.  This is in keeping with NHS Digital’s objective to have all local flows submitted via DLP – click HERE for further information.  







For submissions via the DLP please ensure that a DLP specification/schema has been discussed, agreed and signed off to avoid delays with the submission process.







If the DLP is not suitable for your dataflow please discuss this with your DSCRO contact.







You will be kept informed of progress regularly and if additional information is required you will be contacted by either your CSU/DSCRO contact or the AGEM PMO team.  Please note that standard Post-Go Live activities will need to be completed – e.g. testing, QA and sign off before data can be disseminated/used.  Timescales for data dissemination will be discussed following receipt and review of the form.



If you have any queries regarding the completion of this form please speak to your DSCRO/CSU contact in the first instance.







1. Request Details











				Dataset Name



				







				For what purpose will the data be used?



				e.g. Contract Monitoring, Direct Patient Care







				Is this a new flow or an amendment to a flow?



				







				Requestor Name



				







				Requestor Telephone & Email



				







				Requesting Organisation Name



				







				DSCRO Contact (if known)



				







				Are there any previous associated requests



				Yes (please detail) / No



 







				Data Specification 



				Insert/embed a copy of the data specification template here (see NW+GEM DSCRO Data Onboarding - Local Flows guidance, Appendix 3) 







** failure to provide this will result in delays **



















 







2. Details of Dataset Required for Adoption















				Provider Name







				Who will be submitting the data?  ** Please include Provider ODS code **







				File Naming convention



				e.g. ‘Provider Code’_’DLP Spec name’_’FinancialYear(6digit)FinancialMonth(2digit)’_’version











				What type of data flow is this?







				e.g. Local, National, Direct Commissioning, clinical Registry etc







				Contains Patient Confidential Data



				Yes / No * If Yes, please detail PCD columns







				DLP to be used for Local Flow



				Yes / No 







				DLP Access in place 



				Yes / No * If No please commence registration for access here Data Landing Portal (DLP) - NHS Digital







				If a local flow submission method is not DLP, please give reason why DLP is not being used and timescale for deployment 







				If answered ‘No’ to ‘DLP to be used for Local Flow’ please provide justification for not using Data Landing Portal.



















				



				







				



				Plan /timescale for deployment of DLP: N/A















				Method of submission for other flows (not Local)



				







				Frequency of Submission



				e.g. Quarterly, Monthly, Weekly, Daily, Other 







   







				Instructions for Data Loading and Processing



				E.g. Withheld IDs, Batch Tracing of NHS Number, Cutting of data







				What Data Derivations are Required?



				e.g. Pseudo NHS Number, LSOA, MSOA, age on admission etc..











				Any other requests/instructions



				







































3. Legal Requirements 







Please be aware that the following information will be required before any dataset request can be accepted:











				Contract/SLA for DSCRO/Data Management Services between the organisation that is requesting the dataset and AGEM CSU







				Please embed the document here - 











				A Data Sharing Agreement between NHS Digital and the commissioner that permits the data to be disseminated



				Please provide the DSA NIC number or embed the DSA here (if known/available): 































				Schedule 6 evidence (for local flows) 











				Please embed the Schedule 6 – also include the pages of the contract which evidence the Name of the Provider, the Contract date/term; the Lead and Associate Commissioners.  Please also give details here about which Schedule 6 flow this request relates to, including the line/row reference/number and any information that can be used to assist identifying the dataset in the Schedule 6.















				Clinical Registry evidence (if required)



				Provide confirmation of NHS Digital approval -   
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Specification



				*…Dataset Name here…* Specification																								Version 1







				#				Data Element				Data Element Source				Format and Length				Population Guidance				Notes				Mandatory (M), Mandatory Where Relevant (R) or Optional (O)



				1				Field Header Name

If national Data element source, please use field name as listed in NHS Data Dictionary e.g. 'NHS NUMBER'. Data elements - https://www.datadictionary.nhs.uk/data_elements_overview.html				'National' (Data Dictionary Item) or 'Local'*.				Format and Length of Field e.g. n(10) 

Population of this is a Mandatory requirement				Any supporting information about what data is to be included in the field. If Data Element Source is 'National', please add reference to NHS Data Dictionary here. e.g. NHS Number - https://www.datadictionary.nhs.uk/data_elements/nhs_number.html?hl=nhs%2Cnumber

*This is a mandatory requirement if Data Element Source is 'Local'. 'National' can be derived from NHS Data Dictionary				Any Additional Notes



				2



				3















































































Reference DCB3003	NHS England	








Specification for RS



				 Patient Level Contract Monitoring (PLCM) Specification																				Version 2.0



																								Reference DCB3003 Amd 76/2020



				#				Data Element				Format and Length				Population Guidance				Notes				Mandatory (M), Mandatory Where Relevant (R) or Optional (O)



				1				FINANCIAL MONTH				max an2				1=April, 2= May, 3 June….12=March, with no leading zeros.				The month in which the activity occurred. For activities that span more than one month e.g. a hospital provider spell, this should be the month in which the activity ended.				M



				2				FINANCIAL YEAR				an6				202122=2021/22, 202223=2022/23 etc. The slash (/) symbol must not be included.				The financial year in which the activity occurred. For activities that span a financial year e.g. a hospital provider spell, this should be the financial year in which the activity ended.				M



				3				DATE AND TIME DATA SET CREATED				an19
CCYY-MM-DD hh:mm:ss				Valid date and time format - as shown in the Specification.				The date and time that the file was created prior to its submission to the DLP. This timestamp will be used to ascertain the latest version of the submission.				M



				4				REPORTING TYPE INDICATOR				an1				Whether the record submitted in the data set is frozen (post-reconciliation) and not subject to further updates.
Y=record is frozen, N=record can be flexed.								M



				5				ORGANISATION IDENTIFIER (CODE OF PROVIDER)				min an3 max an6				Valid ODS code – see the NHS Digital ODS Portal for valid codes. NHS Providers must complete this data element with their valid national 3-character Trust code with no trailing zeros (i.e. RNA not RNA00). Non-NHS providers should complete this data element with their valid national full 5-character code. Only where a hospital site is required for specific contract monitoring purposes should NHS providers use a valid national 5-figure code.								M



				6				ORGANISATION SITE IDENTIFIER (OF TREATMENT)				min an5 max an9				Valid ODS code – see the NHS Digital ODS Portal for valid codes. Where the POINT OF DELIVERY CODE is one of the non-activity codes this should be left blank.				This data element is included for organisations that may have a requirement for data at this level of granularity, for example where a provider has more than one site and there is a requirement to differentiate these.				R



				7				ORGANISATION IDENTIFIER (GP PRACTICE RESPONSIBILITY)				min an3 max an5				Valid ODS code – see the NHS Digital ODS Portal for valid codes.				This is the responsible CCG code. The organisation responsible for the GP Practice where the patient is registered, irrespective of whether they reside within the boundary of the Clinical Commissioning Group (CCG).				M



				8				ORGANISATION IDENTIFIER (RESIDENCE RESPONSIBILITY)				min an3 max an5				Valid ODS code – see the NHS Digital ODS Portal for valid codes. Where the POINT OF DELIVERY CODE is one of the non-activity codes this should be left blank.				This is the responsible CCG code based on whether a pateint resides within the boundary of the Clinical Commissioning Group (CCG).				R



				9				ORGANISATION IDENTIFIER (CODE OF COMMISSIONER)				min an3 max an5				Valid ODS code – see the NHS Digital ODS Portal for valid codes.				The derived commissioner as derived with reference to the NHS England Commissioner Assignment Method (CAM) and hierarchy for assigning NHS England directly-commissioned services.				M



				10				GENERAL MEDICAL PRACTICE CODE (PATIENT REGISTRATION)				an6				Valid ODS code – see the NHS Digital ODS Portal for valid codes.								M



				11				WITHHELD IDENTITY REASON				an2				Valid code - see the NHS Data Model and Dictionary website for valid codes. To be populated where any of the patient identifiable fields are not provided due to withheld identity reasons and the POINT OF DELIVERY CODE is not one of the non-activity codes. Where the ACTIVITY TREATMENT FUNCTION CODE or SPECIALISED SERVICE CODE indicate activity relating to a sensitive data item e.g. HIV or G-U Medicine no patient identifiable fields should be populated and the appropriate WITHHELD IDENTITY REASON code used.								R



				12				NHS NUMBER				n10				If the NHS NUMBER does not exist the LOCAL PATIENT IDENTIFIER (EXTENDED) must be populated. The population of this data element is not required where the WITHHELD IDENTITY REASON is populated or for records that do not relate to patient level activity.								R



				13				LOCAL PATIENT IDENTIFIER (EXTENDED)				max an20				To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.								R



				14				POSTCODE OF USUAL ADDRESS				max an8				The population of this data element is not required where the WITHHELD IDENTITY REASON is populated or for records that do not relate to patient level activity. 

Where the POSTCODE OF USUAL ADDRESS is not known, (for example, the patient has no fixed abode, the patient is an overseas visitor etc.) the appropriate ODS pseudo postcode must be used.
								R



				15				PERSON BIRTH DATE				an10
CCYY-MM-DD				The population of this data element is not required where the WITHHELD IDENTITY REASON is populated or for records that do not relate to patient level activity. 								R



				16				AGE AT ACTIVITY DATE (CONTRACT MONITORING)				max n3				To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.				For admitted patient care this is the age of the patient at the episode end date (for FCEs) or end date of the hospital provider spell (for spells). For non-admitted care and diagnostic tests this is the age of the patient at the date of attendance or contact. For packages of care activities this is the age of the patient at the start date of the package of care. For emergency care attendances this is the age of the patient at the arrival date to the department. For critical care this is the age of the patient at the end date of that particular level of critical care.				R



				17				PERSON STATED GENDER CODE				an1				Valid code - see the NHS Data Model and Dictionary website for valid codes. To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.								R



				18				ETHNIC CATEGORY				an2				Valid code - see the NHS Data Model and Dictionary website for valid codes. To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.								R



				19				CDS UNIQUE IDENTIFIER				max an35								Where the data is from standard CDS flows.				R



				20				NON CDS UNIQUE IDENTIFIER				max an35				This data element must be populated where the CDS UNIQUE IDENTIFIER data element is not populated.				This is an ID from a source not covered by a standard CDS flow.				R



				21				ACTIVITY TREATMENT FUNCTION CODE				an3				Valid code - see the NHS Data Model and Dictionary website for valid codes. Where the POINT OF DELIVERY CODE is ADJUSTMENT, BLOCK, CQUIN or NAOTHER this should be left blank.								R



				22				LOCAL SUB-SPECIALTY CODE				max an8				Local code. The population of this data element is optional.				This data element is included where it can be used to support local commissioning processes.				O



				23				HOSPITAL PROVIDER SPELL IDENTIFIER				max an20				When relevant to admitted patient care (inpatient) activity, else blank.				The format of this data element should be in the same format as that submitted to SUS+ in order to enable accurate linkage between the data sets.				R



				24				OUT-PATIENT ATTENDANCE IDENTIFIER				max an20				When relevant to non-admitted patient care (outpatient) activity, else blank.				The format of this data element should be in the same format as that submitted to SUS+ in order to enable accurate linkage between the data sets.				R



				25				EMERGENCY CARE ATTENDANCE IDENTIFIER				max an12				When relevant to emergency care (A&E) activity, else blank.				The format of this data element should be in the same format at that submitted to SUS+ in order to enable accurate linkage between the data sets.				R



				26				ACTIVITY START DATE (CONTRACT MONITORING)				an10
CCYY-MM-DD				To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.				For admitted patient care this is the episode start date (for FCEs) or the start date of the hospital provider spell (for spells). For non-admitted care and diagnostic tests this is the date of attendance. For packages of care or years of care this is the start date of a particular element of activity within the package or year of care. For critical care this is the start date of a continuous level of critical care as indicated by its HRG. To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.				R



				27				ACTIVITY END DATE (CONTRACT MONITORING)				an10
CCYY-MM-DD				To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.				For admitted patient care this is the episode end date (for FCEs) or the end date of the hospital provider spell (for spells). For non-admitted care and diagnostic tests this can be left blank. For packages of care this is the end date of a particular element of activity within the package of care. For emergency care attendances this is the departure date from the department. For critical care this is the end date of a continuous level of critical care as indicated by its HRG.				R



				28				ADJUSTED LENGTH OF STAY				max n4				To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes.				The adjusted length of stay as per the National Tariff Payment System guidance.				R



				29				PACKAGE OF CARE OR YEAR OF CARE START DATE (CONTRACT MONITORING)				an10
CCYY-MM-DD				To be populated where the POINT OF DELIVERY CODE is for a package of care (POC) or year of care (YOC) service, else blank.				For a package of care this is the agreed initial start date of a package of care. In the case of year of care service e.g. Cystic Fibrosis patients, this will be the date from which their current banding was assigned.
				R



				30				UNBUNDLED EPISODE INDICATOR				an1				Y=Unbundled activity, N=Episode is not unbundled activity.								M



				31				LOCAL TREATMENT CATEGORY CODE				an2				Valid code - as listed in the Specification. Where the POINT OF DELIVERY CODE is one of the non-activity codes this should be left blank.								R



				32				LOCAL TREATMENT CODE				max an30				A clinical code (ICD or OPCS) or locally-defined code providing additional detail relating the treatment of the patient. The type of code submitted in this data element must correspond to the relavant national code value in the LOCAL TREATMENT CATEGORY CODE data element.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				R



				33				LOCATION OF ACTIVITY START				max an50				Local code to capture the location where an activity started, where this is not at a valid ODS code. This could be a post code or grid reference. The population of this data element is optional.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				34				LOCATION OF ACTIVITY END				max an50				Local code to capture the location where an activity ended where this is not at a valid ODS code. This could be a post code or grid reference. The population of this data element is optional.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				35				PROVIDER REFERENCE NUMBER				max an17								To be used for a specific locally-agreed purpose between a provider and a commissioner e.g. where treatment requires prior approval.				R



				36				NHS SERVICE AGREEMENT LINE NUMBER				max an10								Free text but may be used to identify a specific NHS service agreement between a provider and a commissioner.

No Patient Identifiable Data (PID) should be recorded in this data element.				R



				37				COMMISSIONED SERVICE CATEGORY CODE				an2				Valid code - as listed in the Specification.				This should be derived with reference to the NHS England Commissioner Assignment Method (CAM) and hierarchy for assigning NHS England directly-commissioned services.				M



				38				SERVICE CODE				max an12				Valid code - see NHS England Directly Commissioned Services Reporting Requirements. This is only required where NHS England is the commissioner.								R



				39				POINT OF DELIVERY CODE				max an10				Valid code - as listed in the Specification.				This data element must be populated with the particular code based on the respective patient type and its associated measure (unit of volume).				M



				40				POINT OF DELIVERY FURTHER DETAIL CODE				max an10				This data element must be populated where the point of delivery patient type taxonomy is starred (**), indicating that it requires more detail.

Where the POINT OF DELIVERY CODE is indicated as requiring the completion of the POINT OF DELIVERY FURTHER DETAIL CODE data element it is suggested that providers show the local code used for this service.				This data element is similar to the ‘Ad Hoc’ fields found in many contracting software products.

No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				R



				41				POINT OF DELIVERY FURTHER DETAIL DESCRIPTION				max an100				This data element must be populated where the point of delivery patient type taxonomy is starred (**), indicating that it requires more detail.

Where the POINT OF DELIVERY CODE is indicated as requiring the completion of the POINT OF DELIVERY FURTHER DETAIL DESCRIPTION data element it is suggested that providers show the local description and/or measure used for this service.

It is advised that where providers and commissioners need to capture structured data in the POINT OF DELIVERY FURTHER DETAIL DESCRIPTION data element, a delimiter is used by local agreement.

Where it may add value e.g. where the POINT OF DELIVERY CODE is CQUIN, the POINT OF DELIVERY FURTHER DETAIL DESCRIPTION data element may be used to provide further information.
				This data element is similar to the ‘Ad Hoc’ fields found in many contracting software products.

No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				R



				42				LOCAL POINT OF DELIVERY CODE				max an50				Providers may wish to populate this data element if the content aids identification or validation of the activity. This data element MUST map to the POINT OF DELIVERY CODE with the same measure (unit of volume).				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				43				LOCAL POINT OF DELIVERY DESCRIPTION				max an100				Providers may wish to populate this data element if the content aids identification or validation of the activity.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				44				LOCAL CONTRACT CODE				max an20				A locally-defined code to monitor a specific contract line for a activity provided under a specific agreement.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				45				LOCAL CONTRACT MONITORING CODE				max an30				A locally-defined code which helps to differentiate across separate contracts and subcontracting arrangements for the same provider and commissioner combination.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				46				LOCAL CONTRACT MONITORING DESCRIPTION				max an100				A local description that adds detail to the LOCAL CONTRACT MONITORING CODE data element.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				47				CONTRACT MONITORING ADDITIONAL DETAIL (FIRST)				max an50				Very general purpose (VGP) data element. The population of this data element can be used for differing purposes by local agreement.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				48				CONTRACT MONITORING ADDITIONAL DESCRIPTION (FIRST)				max an100				Very general purpose (VGP) data element. The population of this data element can be used for differing purposes by local agreement.				No Patient Identifiable Data (PID) or sensitive data should be recorded in this data element.				O



				49				TARIFF CODE				max an50				To be populated where the POINT OF DELIVERY CODE is not one of the non-activity codes or OTHER, DRUG or DEVICE.

HRG code together with any relevant National Tariff suffix adjustment codes. Adjustments should be added to the base HRG as a suffix beginning with a “/” i.e. National HRG code/Specialist Services Top-up Flag/Best Practice Tariff Code.

Where a Specialist Services Top-up Flag and Best Practice Tariff Flag apply to the same base HRG the Specialist Services Top-up Flag should be listed first e.g. EY41D/NCBPS13F/BP50 for NHS England Specialised Service or HN54C/BP15 for a CCG-commissioned service.

Where the activity has been passed through the HRG Grouper software or assigned a local HRG this should be populated. The population of this data element is not required for records that do not relate to patient level activity.				This should be calculated in accordance to National Tariff Guidance.				R



				50				NATIONAL TARIFF INDICATOR				an1				Y=National Tariff, N=locally-agreed tariff.								M



				51				ACTIVITY COUNT (POINT OF DELIVERY)				max n10.max n3				Actual activity for the reporting period.				This is required in cases where a patient may have more than one activity on a particular day.				M



				52				ACTIVITY UNIT PRICE				max n18.max n8				Cost per unit of activity (base + MFF).				This should include any Specialist Services Top-up or Best Practice Tariff adjustments.				M



				53				TOTAL COST				max n18.max n8				Actual full value (base + MFF) for the reporting period.				This should be calculated in accordance to National Tariff Guidance and should include any adjustments such as Specialist Services Top-up or Best Practice Tariff.				M







				Notes:



				Data must be submitted to the Data Landing Portal (DLP) using the data elements shown above as field headers but with spaces in the name



				replaced with an underscore (_) e.g. data element DATE AND TIME DATA SET CREATED becomes DATE_AND_TIME_DATA_SET_CREATED.
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1. Introduction



This document provides an overview of legally restricted (formerly known as ‘sensitive’) codes, alongside Valid Withheld ID codes.  It also describes the process for checking, managing and processing data where they are found.



1.1 Legally Restricted Codes 



Data containing legally restricted codes should be anonymised by providers.  Providers and NHS Digital have specific legal duties of care regarding protection of patients’ identities: 



· NHS Digital has a duty of care to ensure that the patients’ confidentiality is protected and is only known to those with a legal basis to access it



· Certain legislation requires that additional safeguards are implemented to protect the identity of patients by the removal of patient-identifiable data for specified diseases and operations.



On some occasions providers do not anonymise records as they should, so to ensure that GEM and North West DSCROs are processing and disseminating data in accordance with legislation, and in line with NHS Digital as a DSCRO, lists of legally restricted codes should be checked against all Personal Confidential Data (PCD) data flows that contain such coded information.  



It is therefore expected that this process will be followed for all datasets containing ICD, OPCS or SNOMED codes. All records in such datasets must be checked and where a legally restricted code is found, the record must be anonymised by the removal of all identifiers from that record.



1.2 Valid Withheld ID Codes 



These can be found in SUS+, and the Drugs, Devices and PLCM SLAM datasets.  See https://datadictionary.nhs.uk/data_elements/withheld_identity_reason.html for more detail.



As with restricted codes, where there is a valid withheld ID code, providers should anonymise the record before they submit the data. However, providers may not always do this correctly, so all records in these datasets must be checked by DSCRO and where there is a valid ‘Withheld ID’ code the record must be anonymised by the removal of all identifiers from that record before data is processed any further.



2. Sources of Sensitive codes to be checked



The resources below list all codes that should be checked for. Where any are found, the record must be anonymised before it is disseminated. 



2.1 NHS Digital SUS+



NHS Digital produce and maintain a list of Legally Restricted Codes, previously referred to as Sensitive Codes[footnoteRef:1], that should not be included in the SUS+ data flows.  The list is regarded by SUS+ as containing all legally restricted codes and is published on the public facing SUS+ website found HERE.  It should be noted that SUS+ is the only National Dataset within NHS Digital to issue guidance. [1:  The change of term was in response to a terminology review in relation the Data Protection Act.] 




The list of legally restricted codes can be found HERE in the second section headed – ‘How do I send data?’.  This is maintained by NHS Digital and users can register to be notified by email when changes are made. This list must be adhered to in its entirety.  



2.2 Additional legally restricted codes e.g. HIV Codes



There are specific diagnoses and activities that are classed as legally restricted and codes associated with these should be removed. These include gender recognition, fertility and sexually transmitted diseases. The list of codes section 2.1 will identify such activities/diagnoses, but it is possible that other such codes exists. Where these are identified locally and validated by an appropriate professional, then codes should be added to a locally maintained list to supplement the SUS+ list provided. These codes could be ICD10, OPCS or SNOMED codes. 



The same logic should also be applied to medications, so where these are identified, and validated, as solely associated with legally restricted activities/diagnoses these should also be treated as restricted and the record anonymised. See Appendix 3 for list of codes.



2.3 Other national sources e.g. SNOMED/GDPPR



The national GDPPR dataset guidance lists SNOMED codes that should be removed from the data before release. These codes will have already been removed from the GDPPR data before release by NHS Digital, but the same nationally supplied codes should also be added to the AGEM central list of restricted codes to be checked for in datasets. 



The lists above will be collated and maintained by AGEM CSU as a single source of legally restricted codes and will be kept in a central location.  See Appendix 1.



When processing datasets, all legally restricted codes should be checked for and if found, the record should be anonymised by removal of all identifiers from that record. The whole line of activity does not need to be removed as long as it is anonymised by removal of identifiers. The process to do this should be in line with the SUS+ guidance.



3. Processing to uphold Legally Restricted and Valid Withheld ID codes



Where there is a valid withheld ID code or a legally restricted code present in a record, providers should anonymise the record before submitting by removing the patient identifiers (including NHS Number, Date of Birth, postcode, name, address and local patient identifiers). If identifiers are submitted erroneously, the identifiers must be redacted from the data received into DSCRO and not used in any further processing. For example, postcode may not be used to derive an LSOA. However, if the provider also includes the LSOA field in their actual submission, this does not need redacting and can be disseminated.



The SUS+ guidance highlights that some other identifiers (such as Hospital Spell Number, Patient Pathway Identifier or Local CCMDS ID) can be used in processing to derive other non-identifiable content before they are redacted. For example, this might allow data to be more accurately grouped or costed before the redactions are made.







Providers sometimes use the content of existing ‘identifier’ fields as part of other fields e.g. LPI may form part of an ‘STP Provider Reference’ field. If any field is discovered to contain content from another identifier, then that field should also be redacted. Judgement will be required whether to simply remove such fields across the board, or whether to only redact the specific instances that contain identifiers. This will depend on several factors such as the use of the field, the incidence of the appearance of identifiers, and the processing overhead required to check and redact specific instances rather than to simply redact the field. The approach to tackle this may vary across different datasets but the output must always be the same; where identifiers are known to exist, and there is either a valid withheld ID field or a legally restricted code, then the identifiers are removed.



3.1 Very General purpose (VGP) or Free-text Fields



VGP of free-text fields should not contain any identifiers, but practically they can, which is why these fields should either be removed from disseminations, or they should be checked/cleansed. If an assessment is made of VGP fields and there is no evidence that they contain identifiers, then these fields may not need redacting. Ongoing checks and reviews of these fields should take place.  Where this check is undertaken, a local solution must be developed to ensure it is kept up to date and reviewed in case any changes are needed.



3.2 Other Fields containing identifiers



Datasets, especially, local flows may contain other identifier fields equivalent to for example, Local Patient Identifier.  Therefore, where these fields exist and are unique to an individual they should be treated as an identifier and redacted accordingly.  



4. Processing 



To ensure that GEM and North West DSCRO are processing and disseminating data in accordance with legislation, and in line with NHS Digital as a DSCRO, all data flows must be checked for legally restricted codes (including from SUS+ and other sources), alongside processing to uphold Valid Withheld ID Codes.



The Data Onboarding Form (Appendix 2) should be used for all data flows to help ensure the fields are mapped and appropriately actioned according to their content, including the identifying and highlighting the presence of legally restricted codes. The Onboarding form, once completed, is submitted to DEGG/CEDGG (or deputies) by the IAA/IAO for approval.  Where a new restricted field is identified the form must be updated appropriately and if required, guidance sought from DEGG/CEDGG.  The ‘RPC Spec’ tab details the ‘Description’ and actions required for each field (e.g. Cleanse, Pseudo, Redact etc). 



Where codes are found and removed it is expected that a Data Quality report will be produced to detail who has submitted the data and for which flow to enable feedback to be provided allowing issues to be fixed at source[footnoteRef:2].   [2:  Process to be documented] 




















5. Restricted Codes Updates



Where a new sensitive/restricted code is identified within any dataset then the current ‘Owner’ of this document must be made aware to enable revision of the guidance.



				Appendix 1



				Appendix 2







				







				



Data Onboarding Form – see SharePoint for latest template or email agem.dcadmin@nhs.net











				                                                                     Appendix 3
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Code List




					Code					CodeDescription					CodeType					Date Added					Date Removed




					A500					Early congenital syphilis, symptomatic					ICD10					2/16/21




					A501					Early congenital syphilis, latent					ICD10					2/16/21




					A502					Early congenital syphilis, unspecified					ICD10					2/16/21




					A503					Late congenital syphilitic oculopathy					ICD10					2/16/21




					A504					Late congenital neurosyphilis [juvenile neurosyphilis]					ICD10					2/16/21




					A505					Other late congenital syphilis, symptomatic					ICD10					2/16/21




					A506					Late congenital syphilis, latent					ICD10					2/16/21




					A507					Late congenital syphilis, unspecified					ICD10					2/16/21




					A509					Congenital syphilis, unspecified					ICD10					2/16/21




					A510					Primary genital syphilis					ICD10					2/16/21




					A511					Primary anal syphilis					ICD10					2/16/21




					A512					Primary syphilis of other sites					ICD10					2/16/21




					A513					Secondary syphilis of skin and mucous membranes					ICD10					2/16/21




					A514					Other secondary syphilis					ICD10					2/16/21




					A515					Early syphilis, latent					ICD10					2/16/21




					A519					Early syphilis, unspecified					ICD10					2/16/21




					A520					Cardiovascular syphilis					ICD10					2/16/21




					A521					Symptomatic neurosyphilis					ICD10					2/16/21




					A522					Asymptomatic neurosyphilis					ICD10					2/16/21




					A523					Neurosyphilis, unspecified					ICD10					2/16/21




					A527					Other symptomatic late syphilis					ICD10					2/16/21




					A528					Late syphilis, latent					ICD10					2/16/21




					A529					Late syphilis, unspecified					ICD10					2/16/21




					A530					Latent syphilis, unspecified as early or late					ICD10					2/16/21




					A539					Syphilis, unspecified					ICD10					2/16/21




					A540					Gonococcal infection of lower genitourinary tract without periurethral or accessory gland abscess					ICD10					2/16/21




					A541					Gonococcal infection of lower genitourinary tract with periurethral and accessory gland abscess					ICD10					2/16/21




					A542					Gonococcal pelviperitonitis and other gonococcal genitourinary infections					ICD10					2/16/21




					A543					Gonococcal infection of eye					ICD10					2/16/21




					A544					Gonococcal infection of musculoskeletal system					ICD10					2/16/21




					A545					Gonococcal pharyngitis					ICD10					2/16/21




					A546					Gonococcal infection of anus and rectum					ICD10					2/16/21




					A548					Other gonococcal infections					ICD10					2/16/21




					A549					Gonococcal infection, unspecified					ICD10					2/16/21




					A55X					Chlamydial lymphogranuloma (venereum)					ICD10					2/16/21




					A560					Chlamydial infection of lower genitourinary tract					ICD10					2/16/21




					A561					Chlamydial infection of pelviperitoneum and other genitourinary organs					ICD10					2/16/21




					A562					Chlamydial infection of genitourinary tract, unspecified					ICD10					2/16/21




					A563					Chlamydial infection of anus and rectum					ICD10					2/16/21




					A564					Chlamydial infection of pharynx					ICD10					2/16/21




					A568					Sexually transmitted chlamydial infection of other sites					ICD10					2/16/21




					A57X					Chancroid					ICD10					2/16/21




					A58X					Granuloma inguinale					ICD10					2/16/21




					A590					Urogenital trichomoniasis					ICD10					2/16/21




					A600					Herpesviral infection of genitalia and urogenital tract					ICD10					2/16/21




					A601					Herpesviral infection of perianal skin and rectum					ICD10					2/16/21




					A609					Anogenital herpesviral infection, unspecified					ICD10					2/16/21




					A630					Anogenital (venereal) warts					ICD10					2/16/21




					A638					Other specified predominantly sexually transmitted diseases					ICD10					2/16/21




					A64X					Unspecified sexually transmitted disease					ICD10					2/16/21




					A65X					Nonvenereal syphilis					ICD10					2/16/21




					A740					Chlamydial conjunctivitis					ICD10					2/16/21




					A749					Chlamydial infection, unspecified					ICD10					2/16/21




					B171					Acute hepatitis C					ICD10					2/16/21




					B200					HIV disease resulting in mycobacterial infection					ICD10					2/16/21




					B201					HIV disease resulting in other bacterial infections					ICD10					2/16/21




					B202					HIV disease resulting in cytomegaloviral disease					ICD10					2/16/21




					B203					HIV disease resulting in other viral infections					ICD10					2/16/21




					B204					HIV disease resulting in candidiasis					ICD10					2/16/21




					B205					HIV disease resulting in other mycoses					ICD10					2/16/21




					B206					HIV disease resulting in Pneumocystis jirovecii pneumonia					ICD10					2/16/21




					B207					HIV disease resulting in multiple infections					ICD10					2/16/21




					B208					HIV disease resulting in other infectious and parasitic diseases					ICD10					2/16/21




					B209					HIV disease resulting in unspecified infectious or parasitic disease					ICD10					2/16/21




					B210					HIV disease resulting in Kaposi sarcoma					ICD10					2/16/21




					B211					HIV disease resulting in Burkitt lymphoma					ICD10					2/16/21




					B212					HIV disease resulting in other types of non-Hodgkin lymphoma					ICD10					2/16/21




					B213					HIV disease resulting in other malignant neoplasms of lymphoid, haematopoietic and related tissue					ICD10					2/16/21




					B217					HIV disease resulting in multiple malignant neoplasms					ICD10					2/16/21




					B218					HIV disease resulting in other malignant neoplasms					ICD10					2/16/21




					B219					HIV disease resulting in unspecified malignant neoplasm					ICD10					2/16/21




					B220					HIV disease resulting in encephalopathy					ICD10					2/16/21




					B221					HIV disease resulting in lymphoid interstitial pneumonitis					ICD10					2/16/21




					B222					HIV disease resulting in wasting syndrome					ICD10					2/16/21




					B227					HIV disease resulting in multiple diseases classified elsewhere					ICD10					2/16/21




					B230					Acute HIV infection syndrome					ICD10					2/16/21




					B231					HIV disease resulting in (persistent) generalized lymphadenopathy					ICD10					2/16/21




					B232					HIV disease resulting in haematological and immunological abnormalities, not elsewhere classified					ICD10					2/16/21




					B238					HIV disease resulting in other specified conditions					ICD10					2/16/21




					B24X					Unspecified human immunodeficiency virus [HIV] disease					ICD10					2/16/21




					F640					Transsexualism					ICD10					2/16/21




					F641					Dual-role transvestism					ICD10					2/16/21




					F642					Gender identity disorder of childhood					ICD10					2/16/21




					F648					Other gender identity disorders					ICD10					2/16/21




					F649					Gender identity disorder, unspecified					ICD10					2/16/21




					F651					Fetishistic transvestism					ICD10					2/16/21




					F656					Multiple disorders of sexual preference					ICD10					2/16/21




					F660					Sexual maturation disorder					ICD10					2/16/21




					F661					Egodystonic sexual orientation					ICD10					2/16/21




					F662					Sexual relationship disorder					ICD10					2/16/21




					F668					Other psychosexual development disorders					ICD10					2/16/21




					F669					Psychosexual development disorder, unspecified					ICD10					2/16/21




					N46X					Male infertility					ICD10					2/16/21




					N970					Female infertility associated with anovulation					ICD10					2/16/21




					N971					Female infertility of tubal origin					ICD10					2/16/21




					N972					Female infertility of uterine origin					ICD10					2/16/21




					N973					Female infertility of cervical origin					ICD10					2/16/21




					N974					Female infertility associated with male factors					ICD10					2/16/21




					N978					Female infertility of other origin					ICD10					2/16/21




					N979					Female infertility, unspecified					ICD10					2/16/21




					N980					Infection associated with artificial insemination					ICD10					2/16/21




					O981					Syphilis complicating pregnancy, childbirth and the puerperium					ICD10					2/16/21




					O982					Gonorrhoea complicating pregnancy, childbirth and the puerperium					ICD10					2/16/21




					O983					Other infections with a predominantly sexual mode of transmission complicating pregnancy, childbirth and the puerperium					ICD10					2/16/21




					O987					Human immunodeficiency [HIV] disease complicating pregnancy, childbirth and the puerperium					ICD10					2/16/21




					R75X					Laboratory evidence of human immunodeficiency virus [HIV]					ICD10					2/16/21




					R762					False-positive serological test for syphilis					ICD10					2/16/21




					Z113					Special screening examination for infections with a predominantly sexual mode of transmission					ICD10					2/16/21




					Z114					Special screening examination for human immunodeficiency virus [HIV]					ICD10					2/16/21




					Z202					Contact with and exposure to infections with a predominantly sexual mode of transmission					ICD10					2/16/21




					Z206					Contact with and exposure to human immunodeficiency virus [HIV]					ICD10					2/16/21




					Z21X					Asymptomatic human immunodeficiency virus [HIV] infection status					ICD10					2/16/21




					Z224					Carrier of infections with a predominantly sexual mode of transmission					ICD10					2/16/21




					Z310					Tuboplasty or vasoplasty after previous sterilization					ICD10					2/16/21




					Z311					Artificial insemination					ICD10					2/16/21




					Z312					In vitro fertilization					ICD10					2/16/21




					Z313					Other assisted fertilization methods					ICD10					2/16/21




					Z314					Procreative investigation and testing					ICD10					2/16/21




					Z315					Genetic counselling					ICD10					2/16/21




					Z316					General counselling and advice on procreation					ICD10					2/16/21




					Z318					Other procreative management					ICD10					2/16/21




					Z319					Procreative management, unspecified					ICD10					2/16/21




					Z350					Supervision of pregnancy with history of infertility					ICD10					2/16/21




					Z717					Human immunodeficiency virus [HIV] counselling					ICD10					2/16/21




					Z830					Family history of human immunodeficiency virus [HIV] disease					ICD10					2/16/21




					N341					Fertility investigation of male NEC					OPCS					2/16/21




					N342					Collection of sperm NEC					OPCS					2/16/21




					N343					Male colposcopy					OPCS					2/16/21




					N344					Microsurgical epididymal sperm aspiration					OPCS					2/16/21




					N345					Percutaneous epididymal sperm aspiration					OPCS					2/16/21




					N346					Testicular sperm extraction					OPCS					2/16/21




					Q131					Transfer of embryo to uterus NEC					OPCS					2/16/21




					Q132					Intracervical artificial insemination					OPCS					2/16/21




					Q133					Intrauterine artificial insemination					OPCS					2/16/21




					Q134					Intrauterine insemination with superovulation using partner sperm					OPCS					2/16/21




					Q135					Intrauterine insemination with superovulation using donor sperm					OPCS					2/16/21




					Q136					Intrauterine insemination without superovulation using partner sperm					OPCS					2/16/21




					Q137					Intrauterine insemination without superovulation using donor sperm					OPCS					2/16/21




					Q138					Other specified introduction of gametes into uterine cavity					OPCS					2/16/21




					Q139					Unspecified introduction of gametes into uterine cavity					OPCS					2/16/21




					Q211					Transmyometrial transfer of embryo to uterus					OPCS					2/16/21




					Q218					Other specified other introduction of gametes into uterine cavity					OPCS					2/16/21




					Q219					Unspecified other introduction of gametes into uterine cavity					OPCS					2/16/21




					Q382					Endoscopic injection into fallopian tube					OPCS					2/16/21




					Q383					Endoscopic intrafallopian transfer of gametes					OPCS					2/16/21




					Q481					Endoscopic transurethral ultrasound directed oocyte recovery					OPCS					2/16/21




					Q482					Endoscopic transvesical oocyte recovery					OPCS					2/16/21




					Q483					Laparoscopic oocyte recovery					OPCS					2/16/21




					Q484					Transvaginal oocyte recovery					OPCS					2/16/21




					Q488					Other specified oocyte recovery					OPCS					2/16/21




					Q489					Unspecified oocyte recovery					OPCS					2/16/21




					Q561					Fertility investigation of female NEC					OPCS					2/16/21




					Q562					Fertiloscopy					OPCS					2/16/21




					U321					Human Immunodeficiency Virus blood test					OPCS					2/16/21




					X151					Combined operations for transformation from male to female					OPCS					2/16/21




					X152					Combined operations for transformation from female to male					OPCS					2/16/21




					X154					Construction of scrotum					OPCS					2/16/21




					X158					Other specified operations for sexual transformation					OPCS					2/16/21




					X159					Unspecified operations for sexual transformation					OPCS					2/16/21




					X866					Antiretroviral drugs Band 1					OPCS					2/16/21




					Y961					In vitro fertilisation with donor sperm					OPCS					2/16/21




					Y962					In vitro fertilisation with donor eggs					OPCS					2/16/21




					Y963					In vitro fertilisation with intracytoplasmic sperm injection					OPCS					2/16/21




					Y964					In vitro fertilisation with intracytoplasmic sperm injection and donor egg					OPCS					2/16/21




					Y965					In vitro fertilisation with pre-implantation for genetic diagnosis					OPCS					2/16/21




					Y966					In vitro fertilisation with surrogacy					OPCS					2/16/21




					Y968					Other specified in vitro fertilisation					OPCS					2/16/21




					Y969					Unspecified in vitro fertilisation					OPCS					2/16/21




					168417005					Cervical smear - trichomonas (finding)					SNOMED					2/16/21




					168421003					Cervical smear - herpes (finding)					SNOMED					2/16/21




					168424006					Cervical smear - koilocytosis (finding)					SNOMED					2/16/21




					269963000					Cervical smear - viral inflammation unspecified (finding)					SNOMED					2/16/21




					269964006					Cervical smear - wart virus (finding)					SNOMED					2/16/21




					275805003					Viral changes on cervical smear (finding)					SNOMED					2/16/21




					441667007					Abnormal cervical Papanicolaou smear with positive human papillomavirus deoxyribonucleic acid test (finding)					SNOMED					2/16/21




					722461004					Unk					SNOMED					2/16/21




					713695001					Nephrotic syndrome co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					16070004					Syphilitic cirrhosis (disorder)					SNOMED					2/16/21




					197305002					Syphilitic portal cirrhosis (disorder)					SNOMED					2/16/21




					48794007					Human immunodeficiency virus infection with infectious mononucleosis-like syndrome (disorder)					SNOMED					2/16/21




					713275003					Splenomegaly co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					421671002					Pneumonia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					713526000					Recurrent bacterial pneumonia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					420614009					Organic dementia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421023003					Presenile dementia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421529006					Dementia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					51928006					General paresis - neurosyphilis (disorder)					SNOMED					2/16/21




					713488003					Presenile dementia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713844000					Dementia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					82959004					Dementia paralytica juvenilis (disorder)					SNOMED					2/16/21




					402910001					Anogenital verrucous carcinoma of Buschke-LÃ¶wenstein (disorder)					SNOMED					2/16/21




					402912009					Vulval verrucous carcinoma of Buschke-LÃ¶wenstein (disorder)					SNOMED					2/16/21




					420302007					Reticulosarcoma associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					420524008					Kaposi's sarcoma associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421283008					Primary lymphoma of brain associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					422282000					Malignant neoplasm associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					442537007					Non-Hodgkin lymphoma associated with Human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713325002					Primary cerebral lymphoma co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713483007					Reticulosarcoma co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713572001					Malignant neoplastic disease co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713718006					Diffuse non-Hodgkin immunoblastic lymphoma co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713897006					Burkitt lymphoma co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					733834006					Invasive carcinoma of uterine cervix co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					10231000132102					In-vitro fertilization pregnancy (finding)					SNOMED					2/16/21




					1087061000119106					Gonococcal pneumonia (disorder)					SNOMED					2/16/21




					206289001					Congenital chlamydial pneumonia (disorder)					SNOMED					2/16/21




					232367004					Nasal syphilis (disorder)					SNOMED					2/16/21




					232403001					Chlamydial pharyngitis (disorder)					SNOMED					2/16/21




					233610007					Neonatal chlamydial pneumonia (disorder)					SNOMED					2/16/21




					275376007					Congenital syphilitic chronic coryza (disorder)					SNOMED					2/16/21




					276700005					Congenital syphilitic rhinitis (disorder)					SNOMED					2/16/21




					420544002					Bacterial pneumonia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					420787001					Pneumococcal pneumonia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421047005					Candidiasis of lung associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421508002					Viral pneumonia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					446594000					Infection of pharynx caused by Chlamydia trachomatis (disorder)					SNOMED					2/16/21




					713544008					Bacterial pneumonia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					719522009					Infection of upper respiratory tract caused by Candida co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					74372003					Gonorrhea of pharynx (disorder)					SNOMED					2/16/21




					8555001					Syphilis of lung (disorder)					SNOMED					2/16/21




					414376003					Hairy leukoplakia of tongue associated with human immunodeficiency virus disease (disorder)					SNOMED					2/16/21




					414604009					Leukoplakia of tongue associated with human immunodeficiency virus disease (disorder)					SNOMED					2/16/21




					10746341000119109					Acquired immune deficiency syndrome complicating childbirth (disorder)					SNOMED					2/16/21




					62479008					Acquired immune deficiency syndrome (disorder)					SNOMED					2/16/21




					111880001					Acute human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					165816005					Human immunodeficiency virus positive (finding)					SNOMED					2/16/21




					186706006					Human immunodeficiency virus infection constitutional disease (disorder)					SNOMED					2/16/21




					186707002					Human immunodeficiency virus infection with neurological disease (disorder)					SNOMED					2/16/21




					186708007					Human immunodeficiency virus infection with secondary clinical infectious disease (disorder)					SNOMED					2/16/21




					230180003					Human immunodeficiency virus leukoencephalopathy (disorder)					SNOMED					2/16/21




					230598008					Neuropathy caused by human immunodeficiency virus (disorder)					SNOMED					2/16/21




					235009000					Human immunodeficiency virus-associated periodontitis (disorder)					SNOMED					2/16/21




					235726002					Human immunodeficiency virus enteropathy (disorder)					SNOMED					2/16/21




					236406007					Acquired immune deficiency syndrome-related nephropathy (disorder)					SNOMED					2/16/21




					240103002					Human immunodeficiency virus myopathy (disorder)					SNOMED					2/16/21




					276665006					Congenital acquired immune deficiency syndrome (disorder)					SNOMED					2/16/21




					281388009					Human immunodeficiency virus-related sclerosing cholangitis (disorder)					SNOMED					2/16/21




					315019000					Human immunodeficiency virus infection with aseptic meningitis (disorder)					SNOMED					2/16/21




					397763006					Human immunodeficiency virus encephalopathy (disorder)					SNOMED					2/16/21




					398329009					Human immunodeficiency virus encephalitis (disorder)					SNOMED					2/16/21




					405631006					Pediatric human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					40780007					Human immunodeficiency virus I infection (disorder)					SNOMED					2/16/21




					416491000					Immune recovery uveitis (disorder)					SNOMED					2/16/21




					416729007					Neutropenia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					420403001					Pneumocystosis associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421102007					Aplastic anemia associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421312009					Agranulocytosis associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					421460008					Retinopathy associated with acquired immunodeficiency syndrome (disorder)					SNOMED					2/16/21




					422003001					Cachexia associated with acquired immunodeficiency syndrome (finding)					SNOMED					2/16/21




					52079000					Congenital human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					56118002					Congenital syphilitic splenomegaly (disorder)					SNOMED					2/16/21




					713260006					Subacute adenoviral encephalitis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713278001					Neuralgia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713297001					Candidiasis of esophagus co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713298006					Heart disease co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713299003					Disorder of eye proper co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713300006					Disorder of gastrointestinal tract co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713316008					Eruption of skin co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713318009					Myocarditis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713320007					Radiculitis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713339002					Infection caused by Strongyloides co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713340000					Disorder of skin co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713341001					Myelitis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713342008					Infection caused by Salmonella co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713349004					Anemia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713444005					Hemophagocytic syndrome co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713445006					Disseminated infection caused by Strongyloides co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713446007					Chronic infection caused by herpes simplex virus co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713484001					Disorder of respiratory system co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713487008					Progressive multifocal leukoencephalopathy co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713489006					Polyneuropathy co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713490002					Infection caused by Pneumocystis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713491003					Organic brain syndrome co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713497004					Candidiasis of mouth co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713503007					Disorder of spinal cord co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713504001					Disorder of kidney co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713505000					Gastrointestinal malabsorption syndrome co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713506004					Neuritis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713507008					Lymphadenopathy co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713508003					Aplastic anemia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713510001					Enlargement of liver co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713511002					Acute endocarditis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713523008					Cardiomyopathy co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713527009					Disorder of peripheral nervous system co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713530002					Agranulocytosis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713531003					Visual impairment co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713532005					Infective arthritis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713533000					Acquired hemolytic anemia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713543002					Demyelinating disease of central nervous system co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713545009					Infection caused by Nocardia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713546005					Isosporiasis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713570009					Infectious gastroenteritis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713571008					Disorder of central nervous system co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713696000					Renal failure syndrome co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713722001					Infection caused by Cytomegalovirus co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713729005					Infection caused by Coccidia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713730000					Infection caused by herpes simplex virus co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713731001					Pyrexia of unknown origin co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713732008					Infection caused by Aspergillus co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713733003					Infection caused by herpes zoster virus co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713734009					Infection caused by Dermatophyte co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713742005					Human immunodeficiency virus antibody positive (finding)					SNOMED					2/16/21




					713845004					Infection caused by Cryptosporidium co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713880000					Opportunistic mycosis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713881001					Infection caused by Microsporidia co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713887002					Focal segmental glomerulosclerosis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713964006					Multidermatomal infection caused by Herpes zoster co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					713967004					Disseminated atypical infection caused by Mycobacterium co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					714083007					Recurrent salmonella sepsis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					714464009					Immune reconstitution inflammatory syndrome caused by human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					719789000					Human immunodeficiency virus 2 antibody positive and Human immunodeficiency virus 1 antibody cross-reactivity (finding)					SNOMED					2/16/21




					721166000					Human immunodeficiency virus complicating pregnancy childbirth and the puerperium (disorder)					SNOMED					2/16/21




					722557007					Parkinsonism due to human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					72621000119104					Human immunodeficiency virus (HIV) II infection category B1 (disorder)					SNOMED					2/16/21




					733835007					Extrapulmonary tuberculosis co-occurrent with human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					735521001					Human immunodeficiency virus World Health Organization 2007 stage 1 co-occurrent with tuberculosis (disorder)					SNOMED					2/16/21




					735522008					Human immunodeficiency virus World Health Organization 2007 stage 1 co-occurrent with malaria (disorder)					SNOMED					2/16/21




					735523003					Human immunodeficiency virus World Health Organization 2007 stage 2 co-occurrent with tuberculosis (disorder)					SNOMED					2/16/21




					735524009					Human immunodeficiency virus World Health Organization 2007 stage 2 co-occurrent with malaria (disorder)					SNOMED					2/16/21




					735525005					Human immunodeficiency virus World Health Organization 2007 stage 3 co-occurrent with tuberculosis (disorder)					SNOMED					2/16/21




					735526006					Human immunodeficiency virus World Health Organization 2007 stage 3 co-occurrent with malaria (disorder)					SNOMED					2/16/21




					735527002					Human immunodeficiency virus World Health Organization 2007 stage 4 co-occurrent with tuberculosis (disorder)					SNOMED					2/16/21




					735528007					Human immunodeficiency virus World Health Organization 2007 stage 4 co-occurrent with malaria (disorder)					SNOMED					2/16/21




					737378009					World Health Organization 2007 Human immunodeficiency virus infection clinical stage 1 (finding)					SNOMED					2/16/21




					737379001					World Health Organization 2007 Human immunodeficiency virus infection clinical stage 2 (finding)					SNOMED					2/16/21




					737380003					World Health Organization 2007 Human immunodeficiency virus infection clinical stage 3 (finding)					SNOMED					2/16/21




					737381004					World Health Organization 2007 Human immunodeficiency virus infection clinical stage 4 (finding)					SNOMED					2/16/21




					79019005					Human immunodeficiency virus II infection (disorder)					SNOMED					2/16/21




					80191000119101					Symptomatic human immunodeficiency virus I infection (disorder)					SNOMED					2/16/21




					81000119104					Symptomatic human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					86406008					Human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					87117006					Human immunodeficiency virus infection with acute lymphadenitis (disorder)					SNOMED					2/16/21




					90681000119107					Asymptomatic human immunodeficiency virus A1 infection (disorder)					SNOMED					2/16/21




					90691000119105					Asymptomatic human immunodeficiency virus A2 infection (disorder)					SNOMED					2/16/21




					91923005					Acquired immunodeficiency syndrome virus infection associated with pregnancy (disorder)					SNOMED					2/16/21




					91947003					Asymptomatic human immunodeficiency virus infection (disorder)					SNOMED					2/16/21




					91948008					Asymptomatic human immunodeficiency virus infection in pregnancy (disorder)					SNOMED					2/16/21




					943041000000105					Human immunodeficiency virus disease resulting in haematological and immunological abnormalities (disorder)					SNOMED					2/16/21




					95892003					Persistent generalized lymphadenopathy (disorder)					SNOMED					2/16/21




					719450007					Disorder of sex development with intellectual disability syndrome (disorder)					SNOMED					2/16/21




					168417005					Cervical smear - trichomonas (finding)					SNOMED					2/16/21




					722461004					Meacham syndrome (disorder)					SNOMED					2/16/21




					402910001					Anogenital verrucous carcinoma of Buschke-LÃ¶wenstein (disorder)					SNOMED					2/16/21
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Control




					Revision 					Date					Revision Detail					By




					0.6					6/4/20					Added additional medicines to list A for Antivirals and Medical Terminations
Added additional criterria No4 to the rimarty care rules and the medicines/quantity for "List E"
Added the control sheet
Updated the ePMA full list of dm+d codes					S Marks




					0.7					6/5/20					Added additional cost IVF and STD cost centres					S Marks




					0.8					6/15/20					Revised (removed) some medicines tab and added an additional cost centre to LIST C					S Marks




					0.9					6/25/20					Added gender recognition cost centres to LIST B reflecting the change in the NHS Digital policy					S Marks




					0.91					6/25/20					Cost Centre RWVAK was in LIST C and LIST D, removed from LIST D					S Marks




					0.92					9/2/20					Additional STD cost centres added to LIST C					P Brown




					1.0					11/12/20					Removed the lists relating to the full dm+d listings used in the EPMA collection					S Marks




					1.1					12/10/20					Additional 7 STD cost centres added to LIST C and an STD medicine to list A and updated Rules for BSAPrescriptionID and EPSPrescriptionID					I Bullard




					1.2					2/12/21					Additional 24 STD cost centres added to LIST C					I Bullard











































































































































Primary Care Rules




					Legally Restricted and Sensitive Medicines Data Rules for NHSBSA Medicines Data Collection




										Rule 					Action




					1					Where Medicine is included in list A attached					NHSNumber Is Null, PatientDoB Is Null, PatientAge Is Null, PatientGender=0, BSAPrescriptionID=anonymised, EPSPrescriptionID Is Null




					2					Where Cost Centre is included in list B attached 					NHSNumber Is Null, PatientDoB Is Null, PatientAge Is Null, PatientGender=0, BSAPrescriptionID=first character becomes 5 and 1 is subtracted from the century (2nd and 3rd digits), EPSPrescriptionID Is Null




					3					Where Cost Centre is included in list C AND Medicine is NOT included (any AMP, VMPP or AMPP associated with the VMP) list D attached					NHSNumber Is Null, PatientDoB Is Null, PatientAge Is Null, PatientGender=0, BSAPrescriptionID=first character becomes 5 and 1 is subtracted from the century (2nd and 3rd digits), EPSPrescriptionID Is Null




					4					Where Medicine for a specific quantity is included in list E attached					NHSNumber Is Null, PatientDoB Is Null, PatientAge Is Null, PatientGender=0, BSAPrescriptionID=first character becomes 5 and 1 is subtracted from the century (2nd and 3rd digits), EPSPrescriptionID Is Null














Medicines LIST A D and E




					VMPID					VMP_NAME					Quantity					List A					List D					List E




					324860002					Zidovudine 300mg / Lamivudine 150mg tablets										Y					N					N




					324767009					Zidovudine 250mg capsules										Y					N					N




					4623211000001108					Zidovudine 200mg/20ml solution for infusion vials										Y					N					N




					36151411000001102					Zidovudine 10mg/1ml oral solution sugar free										Y					N					N




					324765001					Zidovudine 100mg capsules										Y					N					N




					324818001					Zalcitabine 750microgram tablets										Y					N					N




					324819009					Zalcitabine 375microgram tablets										Y					N					N




					9363911000001102					Vaginal moisturisers										N					Y					N




					9553711000001106					Vaginal dilators										N					Y					N




					3432111000001106					Vacuum pumps for erectile dysfunction										N					Y					N




					10894011000001103					Urofollitropin 75unit powder and solvent for solution for injection vials										Y					N					N




					36148711000001100					Urofollitropin 75unit powder and solvent for solution for injection ampoules										Y					N					N




					10893911000001101					Urofollitropin 150unit powder and solvent for solution for injection vials										Y					N					N




					36148511000001105					Urofollitropin 150unit powder and solvent for solution for injection ampoules										Y					N					N




					20293811000001102					Ulipristal 5mg tablets										N					Y					N




					16102211000001103					Ulipristal 30mg tablets										N					Y					N




					419994001					Tipranavir 250mg capsules										Y					N					N




					16436611000001105					Tipranavir 100mg/ml oral solution sugar free										Y					N					N




					325568008					Tibolone 2.5mg tablets										N					Y					N




					34971911000001104					Tenofovir alafenamide 25mg tablets										Y					N					N




					22099411000001103					Tenofovir 33mg/g granules										Y					N					N




					407808007					Tenofovir 245mg tablets										Y					N					N




					22099311000001105					Tenofovir 204mg tablets										Y					N					N




					22099211000001102					Tenofovir 163mg tablets										Y					N					N




					22099111000001108					Tenofovir 123mg tablets										Y					N					N




					422978008					Telbivudine 600mg tablets										Y					N					N




					704467005					Telaprevir 375mg tablets										Y					N					N




					324837005					Stavudine 40mg capsules										Y					N					N




					324835002					Stavudine 30mg capsules										Y					N					N




					324833009					Stavudine 20mg capsules										Y					N					N




					324839008					Stavudine 1mg/ml oral solution										Y					N					N




					324831006					Stavudine 15mg capsules										Y					N					N




					24581011000001100					Sofosbuvir 400mg tablets										Y					N					N




					33620011000001107					Sofosbuvir 400mg / Velpatasvir 100mg tablets										Y					N					N




					28395311000001100					Sofosbuvir 400mg / Ledipasvir 90mg tablets										Y					N					N




					17028511000001104					Skin closure strips sterile 6mm x 76mm										N					Y					N




					3435311000001102					Skin closure strips sterile 6mm x 75mm										N					Y					N




					3435211000001105					Skin closure strips sterile 6.4mm x 76mm										N					Y					N




					24611011000001106					Simeprevir 150mg capsules										Y					N					N




					22099011000001107					Sildenafil 25mg pessaries										N					Y					N




					423046007					Saquinavir mesilate 500mg tablets										Y					N					N




					422836001					Saquinavir mesilate 200mg capsules										Y					N					N




					324847008					Saquinavir 200mg capsules										Y					N					N




					324842002					Ritonavir 80mg/1ml oral solution sugar free										Y					N					N




					17175011000001109					Ritonavir 100mg tablets										Y					N					N




					32930811000001106					Ritonavir 100mg oral powder sachets sugar free										Y					N					N




					324841009					Ritonavir 100mg capsules										Y					N					N




					19842911000001103					Rilpivirine 25mg tablets										Y					N					N




					410840000					Ribavirin 40mg/ml oral solution										Y					N					N




					419067003					Ribavirin 400mg tablets										Y					N					N




					408025005					Ribavirin 200mg tablets										Y					N					N




					324779009					Ribavirin 200mg capsules										Y					N					N




					34769911000001103					Raltegravir 600mg tablets										Y					N					N




					429704001					Raltegravir 400mg tablets										Y					N					N




					22343211000001108					Raltegravir 25mg chewable tablets										Y					N					N




					29768911000001106					Raltegravir 100mg granules sachets										Y					N					N




					22343111000001102					Raltegravir 100mg chewable tablets										Y					N					N




					326075007					Raloxifene 60mg tablets										N					Y					N




					22683711000001100					Progesterone micronised 200mg vaginal capsules										Y					Y					N




					325627006					Progesterone 8% vaginal gel 1.125g applicators										Y					Y					N




					35931211000001102					Progesterone 50mg/1ml solution for injection ampoules										Y					Y					N




					325626002					Progesterone 4% vaginal gel 1.125g applicators										Y					Y					N




					4971311000001103					Progesterone 25mg/1ml solution for injection ampoules										Y					Y					N




					23948311000001106					Progesterone 25mg/1.119ml solution for injection vials										Y					Y					N




					36411111000001101					Progesterone 25mg/1.112ml solution for injection vials										Y					Y					N




					36022011000001106					Progesterone 100mg/2ml solution for injection ampoules										Y					Y					N




					34378811000001107					Progesterone 100mg/1ml solution for injection ampoules										Y					Y					N




					28423111000001104					Progesterone 100mg pessaries										Y					Y					N




					332454000					Podophyllotoxin 0.5% solution										Y					N					N




					332459005					Podophyllotoxin 0.15% cream										Y					N					N




					36027411000001104					Peginterferon alfa-2b 80microgram powder and solvent for solution for injection vials										Y					N					N




					7863411000001103					Peginterferon alfa-2b 80microgram powder and solvent for solution for injection pre-filled disposable devices										Y					N					N




					36027311000001106					Peginterferon alfa-2b 50microgram powder and solvent for solution for injection vials										Y					N					N




					7856811000001103					Peginterferon alfa-2b 50microgram powder and solvent for solution for injection pre-filled disposable devices										Y					N					N




					36027211000001103					Peginterferon alfa-2b 150microgram powder and solvent for solution for injection vials										Y					N					N




					7870111000001109					Peginterferon alfa-2b 150microgram powder and solvent for solution for injection pre-filled disposable devices										Y					N					N




					36027111000001109					Peginterferon alfa-2b 120microgram powder and solvent for solution for injection vials										Y					N					N




					7868111000001104					Peginterferon alfa-2b 120microgram powder and solvent for solution for injection pre-filled disposable devices										Y					N					N




					36027011000001108					Peginterferon alfa-2b 100microgram powder and solvent for solution for injection vials										Y					N					N




					7866611000001106					Peginterferon alfa-2b 100microgram powder and solvent for solution for injection pre-filled disposable devices										Y					N					N




					22690811000001102					Peginterferon alfa-2a 90micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					36026911000001109					Peginterferon alfa-2a 180micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					19410511000001108					Peginterferon alfa-2a 180micrograms/0.5ml solution for injection pre-filled disposable devices										Y					N					N




					36026811000001104					Peginterferon alfa-2a 135micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					19410411000001109					Peginterferon alfa-2a 135micrograms/0.5ml solution for injection pre-filled disposable devices										Y					N					N




					324620001					Ofloxacin 400mg tablets					1					N					N					Y




					324612003					Ofloxacin 200mg tablets					2					N					N					Y




					400430004					Norgestrel 75microgram tablets										N					Y					N




					15534311000001101					Norethisterone 5mg/5ml oral suspension										N					Y					N




					325611004					Norethisterone 5mg tablets										N					Y					N




					326447002					Norethisterone 350microgram tablets										N					Y					N




					36032611000001102					Norethisterone 200mg/1ml solution for injection ampoules										N					Y					N




					325618005					Norethisterone 1mg tablets										N					Y					N




					400432007					Nonoxinol-9 6% pessaries										N					Y					N




					326484000					Nonoxinol-9 5% pessaries										N					Y					N




					326481008					Nonoxinol-9 2% gel										N					Y					N




					326479006					Nonoxinol-9 2% cream										N					Y					N




					326478003					Nonoxinol-9 12.5% vaginal foam aerosol										N					Y					N




					324865007					Nevirapine 50mg/5ml oral suspension										Y					N					N




					19608511000001106					Nevirapine 50mg modified-release tablets										Y					N					N




					449001007					Nevirapine 400mg modified-release tablets										Y					N					N




					324862005					Nevirapine 200mg tablets										Y					N					N




					19608411000001107					Nevirapine 100mg modified-release tablets										Y					N					N




					324867004					Nelfinavir 50mg/g oral powder										Y					N					N




					324866008					Nelfinavir 250mg tablets										Y					N					N




					326024009					Nafarelin 200micrograms/dose nasal spray										Y					N					N




					28049711000001108					Misoprostol 7micrograms/hour vaginal delivery system										Y					N					N




					23417711000001104					Misoprostol 400microgram tablets										Y					N					N




					28395111000001102					Mifepristone 200mg tablets and Misoprostol 200microgram vaginal tablets										Y					N					N




					326146004					Mifepristone 200mg tablets										Y					N					N




					326369008					Mestranol 50microgram / Norethisterone 1mg tablets										N					Y					N




					4860511000001102					Menotrophin 75unit powder and solvent for solution for injection vials										Y					N					N




					4860411000001101					Menotrophin 75unit powder and solvent for solution for injection ampoules										Y					N					N




					19372811000001106					Menotrophin 600unit powder and solvent for solution for injection vials										Y					N					N




					10774811000001100					Menotrophin 150unit powder and solvent for solution for injection vials										Y					N					N




					19372711000001103					Menotrophin 1,200unit powder and solvent for solution for injection vials										Y					N					N




					325609008					Medroxyprogesterone 5mg tablets										N					Y					N




					325603009					Medroxyprogesterone 2.5mg tablets										N					Y					N




					36041511000001108					Medroxyprogesterone 150mg/1ml suspension for injection vials										N					Y					N




					36041411000001109					Medroxyprogesterone 150mg/1ml suspension for injection pre-filled syringes										N					Y					N




					325601006					Medroxyprogesterone 10mg tablets										N					Y					N




					22214111000001104					Medroxyprogesterone 104mg/0.65ml suspension for injection pre-filled disposable devices										N					Y					N




					34908311000001100					Maraviroc 75mg tablets										Y					N					N




					429701009					Maraviroc 300mg tablets										Y					N					N




					34908211000001108					Maraviroc 25mg tablets										Y					N					N




					34908111000001102					Maraviroc 20mg/ml oral solution sugar free										Y					N					N




					428594002					Maraviroc 150mg tablets										Y					N					N




					4600311000001104					Lutropin alfa 75unit powder and solvent for solution for injection vials										Y					N					N




					134576009					Lopinavir 400mg/5ml / Ritonavir 100mg/5ml oral solution										Y					N					N




					419600002					Lopinavir 200mg / Ritonavir 50mg tablets										Y					N					N




					134577000					Lopinavir 133.3mg / Ritonavir 33.3mg capsules										Y					N					N




					433142003					Lopinavir 100mg / Ritonavir 25mg tablets										Y					N					N




					326430003					Levonorgestrel 750microgram tablets										N					Y					N




					326425002					Levonorgestrel 30microgram tablets										N					Y					N




					326326000					Levonorgestrel 250microgram / Ethinylestradiol 50microgram tablets										N					Y					N




					326325001					Levonorgestrel 250microgram / Ethinylestradiol 30microgram tablets										N					Y					N




					326428000					Levonorgestrel 20micrograms/24hours intrauterine device										N					Y					N




					35086211000001109					Levonorgestrel 19.5mg intrauterine device										N					Y					N




					24408111000001100					Levonorgestrel 13.5mg intrauterine device										N					Y					N




					414606006					Levonorgestrel 1.5mg tablets										N					Y					N




					36608711000001105					Letermovir 240mg tablets										Y					N					N




					324825008					Lamivudine 50mg/5ml oral solution										Y					N					N




					407791001					Lamivudine 300mg tablets										Y					N					N




					37845311000001102					Lamivudine 300mg / Tenofovir disoproxil 245mg tablets										Y					N					N




					36903911000001101					Lamivudine 300mg / Tenofovir disoproxil 245mg / Doravirine 100mg tablets										Y					N					N




					324827000					Lamivudine 25mg/5ml oral solution										Y					N					N




					324823001					Lamivudine 150mg tablets										Y					N					N




					324829002					Lamivudine 100mg tablets										Y					N					N




					22777511000001104					Lactic acid vaginal tablets										N					Y					N




					14743811000001104					Lactic acid 45mg/g vaginal gel										N					Y					N




					21862011000001103					Lactic acid 250mg pessaries										N					Y					N




					324852003					Indinavir 400mg capsules										Y					N					N




					324856000					Indinavir 333mg capsules										Y					N					N




					324850006					Indinavir 200mg capsules										Y					N					N




					407810009					Indinavir 100mg capsules										Y					N					N




					4031111000001108					Imiquimod 5% cream 250mg sachets										Y					N					N




					36057811000001101					Hydroxyprogesterone 250mg/1ml solution for injection ampoules										N					Y					N




					34734811000001103					Glecaprevir 100mg / Pibrentasvir 40mg tablets										Y					N					N




					34821611000001104					Generic Vosevi 400mg/100mg/100mg tablets										Y					N					N




					28772711000001100					Generic Viekirax 12.5mg/75mg/50mg tablets										Y					N					N




					4435711000001101					Generic Trizivir tablets										Y					N					N




					27623511000001104					Generic Triumeq 50mg/600mg/300mg tablets										Y					N					N




					3464211000001100					Generic Trisequens tablets										N					Y					N




					3464311000001108					Generic Trisequens Forte tablets										N					Y					N




					3464511000001102					Generic Trinovum tablets										N					Y					N




					3557311000001103					Generic Tri-Minulet tablets										N					Y					N




					3557411000001105					Generic Tridestra tablets										N					Y					N




					4436711000001109					Generic Synphase tablets										N					Y					N




					34878311000001101					Generic Symtuza 800mg/150mg/200mg/10mg tablets										Y					N					N




					22088011000001103					Generic Stribild 150mg/150mg/200mg/245mg tablets										Y					N					N




					15473911000001109					Generic Qlaira tablets										N					Y					N




					3553111000001108					Generic Premique Cycle tablets										N					Y					N




					32976811000001105					Generic Odefsey 200mg/25mg/25mg tablets										Y					N					N




					3549711000001109					Generic Nuvelle TS transdermal patches										N					Y					N




					3549811000001101					Generic Nuvelle tablets										N					Y					N




					4508511000001104					Generic Novofem tablets										N					Y					N




					23266411000001106					Generic Multi-Gyn ActiGel vaginal pH correction gel										N					Y					N




					3546811000001107					Generic Microgynon 30 ED tablets										N					Y					N




					3545111000001106					Generic Logynon tablets										N					Y					N




					3545011000001105					Generic Logynon ED tablets										N					Y					N




					3543111000001105					Generic Hormonin tablets										N					Y					N




					31145211000001103					Generic Genvoya 150mg/150mg/200mg/10mg tablets										Y					N					N




					4725811000001103					Generic FemSeven Sequi transdermal patches										N					Y					N




					3542911000001101					Generic Femoston 2/20mg tablets										N					Y					N




					3542811000001106					Generic Femoston 2/10mg tablets										N					Y					N




					3542711000001103					Generic Femoston 1/10mg tablets										N					Y					N




					36062011000001103					Generic Femodene ED tablets										N					Y					N




					3542611000001107					Generic Evorel Sequi transdermal patches										N					Y					N




					20594611000001108					Generic Eviplera 200mg/25mg/245mg tablets										Y					N					N




					3542511000001108					Generic Estracombi TTS transdermal patches										N					Y					N




					3465411000001100					Generic Elleste Duet 2mg tablets										N					Y					N




					3465311000001107					Generic Elleste Duet 1mg tablets										N					Y					N




					3404911000001108					Generic Cyclo-Progynova 2mg tablets										N					Y					N




					3404811000001103					Generic Cyclo-Progynova 1mg tablets										N					Y					N




					10280511000001108					Generic Clinorette tablets										N					Y					N




					24688011000001102					Generic Climen tablets										N					Y					N




					3404711000001106					Generic Climagest 2mg tablets										N					Y					N




					3404511000001101					Generic Climagest 1mg tablets										N					Y					N




					3404311000001107					Generic Binovum tablets										N					Y					N




					3403511000001104					Generic Adgyn Combi tablets										N					Y					N




					326130007					Gemeprost 1mg pessaries										Y					N					N




					35894311000001107					Ganirelix 250micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					407020003					Fosamprenavir 700mg tablets										Y					N					N




					416206000					Fosamprenavir 50mg/ml oral suspension										Y					N					N




					37501211000001103					Follitropin delta 72micrograms/2.16ml solution for injection pre-filled disposable devices										Y					N					N




					34556011000001104					Follitropin delta 72micrograms/2.16ml solution for injection cartridges										Y					N					N




					37531211000001109					Follitropin delta 36micrograms/1.08ml solution for injection pre-filled disposable devices										Y					N					N




					34555911000001107					Follitropin delta 36micrograms/1.08ml solution for injection cartridges										Y					N					N




					37501311000001106					Follitropin delta 12micrograms/0.36ml solution for injection pre-filled disposable devices										Y					N					N




					34555811000001102					Follitropin delta 12micrograms/0.36ml solution for injection cartridges										Y					N					N




					9251411000001108					Follitropin beta 900units/1.08ml solution for injection cartridges										Y					N					N




					4033711000001105					Follitropin beta 600units/0.72ml solution for injection cartridges										Y					N					N




					4033411000001104					Follitropin beta 50units/0.5ml solution for injection vials										Y					N					N




					4396011000001108					Follitropin beta 300units/0.36ml solution for injection cartridges										Y					N					N




					4209811000001101					Follitropin beta 200units/0.5ml solution for injection vials										Y					N					N




					4033611000001101					Follitropin beta 150units/0.5ml solution for injection vials										Y					N					N




					4033511000001100					Follitropin beta 100units/0.5ml solution for injection vials										Y					N					N




					7526311000001109					Follitropin alfa 900units/1.5ml solution for injection pre-filled syringes										Y					N					N




					31142611000001105					Follitropin alfa 900units/1.5ml solution for injection pre-filled disposable devices										Y					N					N




					31210211000001100					Follitropin alfa 900units/1.5ml solution for injection cartridges										Y					N					N




					29768311000001105					Follitropin alfa 75units/0.125ml solution for injection pre-filled disposable devices										Y					N					N




					4639511000001106					Follitropin alfa 75unit powder and solvent for solution for injection vials										Y					N					N




					4177611000001102					Follitropin alfa 75unit powder and solvent for solution for injection ampoules										Y					N					N




					7526211000001101					Follitropin alfa 450units/0.75ml solution for injection pre-filled syringes										Y					N					N




					29768211000001102					Follitropin alfa 450units/0.75ml solution for injection pre-filled disposable devices										Y					N					N




					31210011000001105					Follitropin alfa 450units/0.75ml solution for injection cartridges										Y					N					N




					4561811000001106					Follitropin alfa 450unit powder and solvent for solution for injection vials										Y					N					N




					36060311000001104					Follitropin alfa 37.5unit powder and solvent for solution for injection ampoules										Y					N					N




					7526111000001107					Follitropin alfa 300units/0.5ml solution for injection pre-filled syringes										Y					N					N




					29768111000001108					Follitropin alfa 300units/0.5ml solution for injection pre-filled disposable devices										Y					N					N




					31209811000001105					Follitropin alfa 300units/0.5ml solution for injection cartridges										Y					N					N




					29768011000001107					Follitropin alfa 225units/0.375ml solution for injection pre-filled disposable devices										Y					N					N




					29767911000001105					Follitropin alfa 150units/0.25ml solution for injection pre-filled disposable devices										Y					N					N




					4177511000001101					Follitropin alfa 150unit powder and solvent for solution for injection ampoules										Y					N					N




					12504811000001100					Follitropin alfa 150unit / Lutropin alfa 75unit powder and solvent for solution for injection vials										Y					N					N




					4561711000001103					Follitropin alfa 1,050unit powder and solvent for solution for injection vials										Y					N					N




					326421006					Etynodiol 500microgram tablets										N					Y					N




					22555811000001108					Etravirine 25mg tablets										Y					N					N




					19946911000001106					Etravirine 200mg tablets										Y					N					N




					433917006					Etravirine 100mg tablets										Y					N					N




					326452007					Etonogestrel 68mg implant										N					Y					N




					28049411000001102					Ethinylestradiol 5microgram capsules										N					Y					N




					325481004					Ethinylestradiol 50microgram tablets										N					Y					N




					12298511000001101					Ethinylestradiol 4micrograms/5ml oral suspension										N					Y					N




					326364003					Ethinylestradiol 35microgram / Norgestimate 250microgram tablets										N					Y					N




					326341000					Ethinylestradiol 35microgram / Norethisterone 500microgram tablets										N					Y					N




					377414004					Ethinylestradiol 35microgram / Norethisterone 1mg tablets										N					Y					N




					4639611000001105					Ethinylestradiol 33.9micrograms/24hours / Norelgestromin 203micrograms/24hours transdermal patches										N					Y					N




					326351004					Ethinylestradiol 30microgram / Norethisterone acetate 1.5mg tablets										N					Y					N




					326324002					Ethinylestradiol 30microgram / Levonorgestrel 150microgram tablets										N					Y					N




					326358005					Ethinylestradiol 30microgram / Gestodene 75microgram tablets										N					Y					N




					377360003					Ethinylestradiol 30microgram / Drospirenone 3mg tablets										N					Y					N




					326310001					Ethinylestradiol 30microgram / Desogestrel 150microgram tablets										N					Y					N




					12298411000001100					Ethinylestradiol 2micrograms/5ml oral suspension										N					Y					N




					11738011000001105					Ethinylestradiol 2microgram tablets										N					Y					N




					8794111000001104					Ethinylestradiol 2microgram capsules										N					Y					N




					326350003					Ethinylestradiol 20microgram / Norethisterone acetate 1mg tablets										N					Y					N




					326361006					Ethinylestradiol 20microgram / Gestodene 75microgram tablets										N					Y					N




					21711311000001107					Ethinylestradiol 20microgram / Drospirenone 3mg tablets										N					Y					N




					326309006					Ethinylestradiol 20microgram / Desogestrel 150microgram tablets										N					Y					N




					15364711000001109					Ethinylestradiol 2.7mg / Etonogestrel 11.7mg vaginal delivery system										N					Y					N




					325482006					Ethinylestradiol 1mg tablets										N					Y					N




					325480003					Ethinylestradiol 10microgram tablets										N					Y					N




					325560001					Estropipate 1.5mg tablets										N					Y					N




					325550005					Estriol 1mg tablets										N					Y					N




					325533008					Estradiol valerate 2mg tablets										N					Y					N




					325655005					Estradiol valerate 2mg / Norethisterone 700microgram tablets										N					Y					N




					3788311000001107					Estradiol valerate 2mg / Medroxyprogesterone 5mg tablets										N					Y					N




					325505008					Estradiol valerate 1mg tablets										N					Y					N




					3864111000001104					Estradiol valerate 1mg / Medroxyprogesterone 5mg tablets										N					Y					N




					3788211000001104					Estradiol valerate 1mg / Medroxyprogesterone 2.5mg tablets										N					Y					N




					3948011000001105					Estradiol 80micrograms/24hours transdermal patches and Dydrogesterone 10mg tablets										N					Y					N




					36065511000001100					Estradiol 80micrograms/24hours transdermal patches										N					Y					N




					325536000					Estradiol 75micrograms/24hours transdermal patches										N					Y					N




					36065411000001104					Estradiol 75micrograms/24hours transdermal patches										N					Y					N




					3407111000001100					Estradiol 50micrograms/24hours transdermal patches and Norethisterone acetate 1mg tablets										N					Y					N




					3948111000001106					Estradiol 50micrograms/24hours transdermal patches and Norethisterone 1mg tablets										N					Y					N




					325538004					Estradiol 50micrograms/24hours transdermal patches										N					Y					N




					36065211000001103					Estradiol 50micrograms/24hours / Norethisterone 170micrograms/24hours transdermal patches										N					Y					N




					4339811000001101					Estradiol 50micrograms/24hours / Levonorgestrel 7micrograms/24hours transdermal patches										N					Y					N




					325541008					Estradiol 50mg implant										N					Y					N




					21366211000001107					Estradiol 500micrograms / Dydrogesterone 2.5mg tablets										N					Y					N




					3664211000001102					Estradiol 500microgram gel sachets										N					Y					N




					3947911000001108					Estradiol 40micrograms/24hours transdermal patches and Dydrogesterone 10mg tablets										N					Y					N




					36065111000001109					Estradiol 40micrograms/24hours transdermal patches										N					Y					N




					36065011000001108					Estradiol 37.5micrograms/24hours transdermal patches										N					Y					N




					325546003					Estradiol 2mg tablets										N					Y					N




					325648008					Estradiol 2mg / Norethisterone acetate 1mg tablets										N					Y					N




					325537009					Estradiol 25micrograms/24hours transdermal patches										N					Y					N




					36064911000001108					Estradiol 25micrograms/24hours transdermal patches										N					Y					N




					325540009					Estradiol 25mg implant										N					Y					N




					325545004					Estradiol 1mg tablets										N					Y					N




					3664111000001108					Estradiol 1mg gel sachets										N					Y					N




					325662001					Estradiol 1mg / Norethisterone acetate 500microgram tablets										N					Y					N




					3369311000001103					Estradiol 1mg / Dydrogesterone 5mg tablets										N					Y					N




					8801211000001108					Estradiol 1mg / Drospirenone 2mg tablets										N					Y					N




					134589003					Estradiol 150micrograms/dose nasal spray										N					Y					N




					325539007					Estradiol 100micrograms/24hours transdermal patches										N					Y					N




					36064811000001103					Estradiol 100micrograms/24hours transdermal patches										N					Y					N




					325542001					Estradiol 100mg implant										N					Y					N




					22403311000001100					Estradiol 1.5mg / Nomegestrol 2.5mg tablets										N					Y					N




					325577001					Estradiol 0.06% gel (750microgram per actuation)										N					Y					N




					14605911000001106					Entecavir 50micrograms/ml oral solution sugar free										Y					N					N




					417515001					Entecavir 500microgram tablets										Y					N					N




					417232003					Entecavir 1mg tablets										Y					N					N




					7973211000001102					Enfuvirtide 108mg powder and solvent for solution for injection vials										Y					N					N




					409211007					Emtricitabine 200mg capsules										Y					N					N




					32767011000001103					Emtricitabine 200mg / Tenofovir alafenamide 25mg tablets										Y					N					N




					32766911000001102					Emtricitabine 200mg / Tenofovir alafenamide 10mg tablets										Y					N					N




					9103611000001103					Emtricitabine 200mg / Tenofovir 245mg tablets										Y					N					N




					9186711000001104					Emtricitabine 10mg/ml oral solution sugar free										Y					N					N




					23984411000001100					Elvitegravir 85mg tablets										Y					N					N




					23984311000001107					Elvitegravir 150mg tablets										Y					N					N




					33422311000001107					Elbasvir 50mg / Grazoprevir 100mg tablets										Y					N					N




					395518008					Efavirenz 600mg tablets										Y					N					N




					13005311000001104					Efavirenz 600mg / Emtricitabine 200mg / Tenofovir disoproxil 245mg tablets										Y					N					N




					324875005					Efavirenz 50mg capsules										Y					N					N




					4756211000001106					Efavirenz 30mg/ml oral solution sugar free										Y					N					N




					324877002					Efavirenz 200mg capsules										Y					N					N




					324876006					Efavirenz 100mg capsules										Y					N					N




					325589004					Dydrogesterone 10mg tablets										N					Y					N




					36903711000001103					Doravirine 100mg tablets										Y					N					N




					23946111000001105					Dolutegravir 50mg tablets										Y					N					N




					35574411000001109					Dolutegravir 50mg / Rilpivirine 25mg tablets										Y					N					N




					37531111000001103					Dolutegravir 50mg / Lamivudine 300mg tablets										Y					N					N




					34186111000001103					Dolutegravir 25mg tablets										Y					N					N




					34185911000001107					Dolutegravir 10mg tablets										Y					N					N




					28422411000001100					Dienogest 2mg tablets										N					Y					N




					324811007					Didanosine 400mg gastro-resistant capsules										Y					N					N




					4457311000001109					Didanosine 25mg dispersible chewable tablets sugar free										Y					N					N




					324812000					Didanosine 250mg gastro-resistant capsules										Y					N					N




					324813005					Didanosine 200mg gastro-resistant capsules										Y					N					N




					4457211000001101					Didanosine 200mg dispersible chewable tablets sugar free										Y					N					N




					5005011000001107					Didanosine 150mg dispersible chewable tablets sugar free										Y					N					N




					324814004					Didanosine 125mg gastro-resistant capsules										Y					N					N




					400419002					Desogestrel 75microgram tablets										N					Y					N




					28789411000001105					Dasabuvir 250mg tablets										Y					N					N




					21890111000001103					Darunavir 800mg tablets										Y					N					N




					28394811000001108					Darunavir 800mg / Cobicistat 150mg tablets										Y					N					N




					16246211000001105					Darunavir 75mg tablets										Y					N					N




					442384006					Darunavir 600mg tablets										Y					N					N




					442242000					Darunavir 400mg tablets										Y					N					N




					422802007					Darunavir 300mg tablets										Y					N					N




					16246111000001104					Darunavir 150mg tablets										Y					N					N




					21635611000001100					Darunavir 100mg/ml oral suspension sugar free										Y					N					N




					32899011000001107					Daclatasvir 90mg tablets										Y					N					N




					26941211000001102					Daclatasvir 60mg tablets										Y					N					N




					26941111000001108					Daclatasvir 30mg tablets										Y					N					N




					17483211000001107					Corifollitropin alfa 150micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					17358711000001107					Corifollitropin alfa 100micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					7282911000001107					Constrictor rings for erectile dysfunction										N					Y					N




					400674006					Conjugated oestrogens 625microgram tablets and Norgestrel 150microgram tablets										N					Y					N




					325556004					Conjugated oestrogens 625microgram tablets										N					Y					N




					409322009					Conjugated oestrogens 625microgram / Medroxyprogesterone 5mg tablets										N					Y					N




					32936711000001100					Conjugated oestrogens 450microgram / Bazedoxifene 20mg modified-release tablets										N					Y					N




					409118006					Conjugated oestrogens 300microgram tablets										N					Y					N




					15621411000001104					Conjugated oestrogens 300microgram / Medroxyprogesterone 1.5mg modified-release tablets										N					Y					N




					428005004					Conjugated oestrogens 2.5mg tablets										N					Y					N




					3341011000001106					Conjugated oestrogens 1.25mg tablets and Norgestrel 150microgram tablets										N					Y					N




					325557008					Conjugated oestrogens 1.25mg tablets										N					Y					N




					23984211000001104					Cobicistat 150mg tablets										Y					N					N




					325766009					Clomifene 50mg tablets										Y					N					N




					36140511000001107					Cidofovir 375mg/5ml solution for infusion vials										Y					N					N




					37491611000001109					Chorionic gonadotrophin 5,000unit powder and solvent for solution for injection vials										Y					N					N




					36139111000001107					Chorionic gonadotrophin 5,000unit powder and solvent for solution for injection ampoules										Y					N					N




					37491511000001105					Chorionic gonadotrophin 2,000unit powder and solvent for solution for injection vials										Y					N					N




					36139011000001106					Chorionic gonadotrophin 2,000unit powder and solvent for solution for injection ampoules										Y					N					N




					36138911000001102					Chorionic gonadotrophin 10,000unit powder and solvent for solution for injection ampoules										Y					N					N




					36138811000001107					Chorionic gonadotrophin 1,500unit powder and solvent for solution for injection ampoules										Y					N					N




					36138611000001108					Choriogonadotropin alfa 250micrograms/0.5ml solution for injection pre-filled syringes										Y					N					N




					19844311000001106					Choriogonadotropin alfa 250micrograms/0.5ml solution for injection pre-filled disposable devices										Y					N					N




					4652411000001102					Choriogonadotropin alfa 250microgram powder and solvent for solution for injection vials										Y					N					N




					36135111000001105					Cetrorelix 3mg powder and solvent for solution for injection vials										Y					N					N




					36135011000001109					Cetrorelix 250microgram powder and solvent for solution for injection vials										Y					N					N




					370375008					Cefixime 400mg tablets					1					N					N					Y




					323973007					Cefixime 200mg tablets					2					N					N					Y




					35914211000001108					Buserelin 5.5mg/5.5ml solution for injection vials										Y					N					N




					4262911000001102					Buserelin 150micrograms/dose nasal spray										Y					N					N




					703962002					Boceprevir 200mg capsules										Y					N					N




					35642611000001108					Bictegravir 50mg / Emtricitabine 200mg / Tenofovir alafenamide 25mg tablets										Y					N					N




					324258005					Azithromycin 500mg tablets					2					N					N					Y




					11034311000001100					Azithromycin 250mg tablets					4					N					N					Y




					324252006					Azithromycin 250mg capsules					4					N					N					Y




					424264002					Atazanavir 300mg capsules										Y					N					N




					30251911000001101					Atazanavir 300mg / Cobicistat 150mg tablets										Y					N					N




					413595003					Atazanavir 200mg capsules										Y					N					N




					413594004					Atazanavir 150mg capsules										Y					N					N




					413593005					Atazanavir 100mg capsules										Y					N					N




					134570003					Amprenavir 50mg capsules										Y					N					N




					134567002					Amprenavir 15mg/ml oral solution sugar free										Y					N					N




					134568007					Amprenavir 150mg capsules										Y					N					N




					408085008					Adefovir 10mg tablets										Y					N					N




					413382007					Abacavir 600mg / Lamivudine 300mg tablets										Y					N					N




					324880001					Abacavir 300mg tablets										Y					N					N




					324881002					Abacavir 20mg/ml oral solution sugar free										Y					N					N




					30317911000001106					Camellia sinensis extract 10% ointment										Y					N					N



















CostCentres LIST B and C




					Practice Code					Practice					List B					List C




					Y06531					WARRINGTON & HALTON SEXUAL HEALTH					N					Y




					Y06530					EAST CHESHIRE SEXUAL HEALTH					N					Y




					Y06452					HIV COMMUNITY SERVICE					N					Y




					Y06352					VIRGIN CARE-CWAC SEXUAL HEALTH					N					Y




					Y06274					WIGAN AND LEIGH SEXUAL HEALTH SERVICE					N					Y




					Y06207					THURROCK SEXUAL HEALTH SERVICE					N					Y




					Y06206					HILLINGDON CASH					N					Y




					Y06092					SEXUAL MEDICINE CLINIC					N					Y




					Y05911					VIRGIN CARE (BURY)					N					Y




					Y05906					VIRGIN CARE (ROCHDALE)					N					Y




					Y05858					WANDSWORTH SEXUAL HEALTH - CLCH					N					Y




					Y05844					VIRGIN CARE (OLDHAM)					N					Y




					Y05829					VIRGIN CARE(NORTH EAST LINCS)					N					Y




					Y05794					VIRGIN CARE (NORTH LINCS)					N					Y




					Y05511					SHINE AT SALFORD SEXUAL HEALTH SERVICES					N					Y




					Y05409					WAKEFIELD SEXUAL HEALTH SERVICE					N					Y




					Y05407					SEXUAL HEALTH AND CONTRACEPTION SERVICES					N					Y




					Y05405					BARNSLEY SEXUAL HEALTH SERVICE					N					Y




					Y05371					LOCALA KIRKLEES SEXUAL HEALTH SERVICE					N					Y




					Y05344					SEXUAL HEALTH					N					Y




					Y05276					ORBISH (BURY LOCALITY)					N					Y




					Y05256					SURREY SEXUAL HEALTH ( C 01-May-19 )					N					Y




					Y05218					SEXUAL HEALTH MDGH					N					Y




					Y05096					THE LEGER CLINIC (BASSETLAW)					N					Y




					Y05094					LOCALA BRADFORD SEXUAL HEALTH SERVICE					N					Y




					Y04981					HERTFORDSHIRE COMMUNITY SEXUAL HEALTH					N					Y




					Y04877					WESTSIDE CONTRACEPTIVE SERVICES ( C 01-May-19 )					N					Y




					Y04815					SHROPSHIRE SEXUAL HEALTH ( C 01-May-17 )					N					Y




					Y04773					SEXUAL HEALTH SERVICES SOUTH DIVISION ( C 01-Jan-19 )					N					Y




					Y04497					CHOICES LEICESTER					N					Y




					Y04491					SEXUAL HEALTH LARC ( C 01-Dec-18 )					N					Y




					Y04465					VIRGINCARE NORTH EAST LINCOLNSHIRE					N					Y




					Y04345					SEXUAL HEALTH WIRRAL					N					Y




					Y04328					SHS GUM ( D 05-Mar-20 )					N					Y




					Y04327					WORCESTERSHIRE INTEGRATED SEXUAL HEALTH					N					Y




					Y04270					SEXUAL HEALTH SERVICES					N					Y




					Y04152					CLCH SEXUAL HEALTH - MERTON					N					Y




					Y04148					CONTRACEPTION AND SEXUAL HEALTH (SUTTON)					N					Y




					Y04089					VIRGIN CARE (MIDDLESBROUGH)					N					Y




					Y04080					VIRGIN CARE (HARTLEPOOL)					N					Y




					Y04079					VIRGIN CARE (STOCKTON)					N					Y




					Y04055					CCASH					N					Y




					Y04030					VIRGIN CARE (REDCAR & CLEVELAND)					N					Y




					Y03567					THE LEGER CLINIC					N					Y




					Y03547					SEXUAL HEALTH OLDHAM					N					Y




					Y03536					CECS SEXUAL HEALTH SERVICES					N					Y




					Y03450					CONIFER HOUSE SEXUAL HEALTH CLINIC					N					Y




					Y03423					BROOK PENNINE					N					Y




					Y03352					SLEAFORD SEXUAL HEALTH					N					Y




					Y03351					MABLETHORPE SEXUAL HEALTH					N					Y




					Y03350					HORNCASTLE SEXUAL HEALTH					N					Y




					Y03349					SPALDING SEXUAL HEALTH					N					Y




					Y03347					SKEGNESS SEXUAL HEALTH					N					Y




					Y03346					GRANTHAM SEXUAL HEALTH					N					Y




					Y03345					GAINSBOROUGH SEXUAL HEALTH					N					Y




					Y03344					LOUTH SEXUAL HEALTH					N					Y




					Y03310					CONTRACEPTIVE SERVICES WEST ( C 01-Nov-13 )					N					Y




					Y03190					ILKLEY CASH CLINIC					N					Y




					Y03189					BINGLEY CASH CLININC ( C 01-Aug-13 )					N					Y




					Y03188					ADDINGHAM CASH CLINIC ( C 01-Aug-13 )					N					Y




					Y03122					CONTRACEPTIVE SERVICES ( C 01-Nov-13 )					N					Y




					Y03041					CCS - PETERBOROUGH ICASH SERVICE					N					Y




					Y03040					HEPATITIS C CLINIC ( C 01-Feb-18 )					N					Y




					Y02970					CASH SERVICES ( C 01-Nov-13 )					N					Y




					Y02927					SEXUAL HEALTH SERVICES NORTH DIVISION					N					Y




					Y02903					WEST LANCASHIRE HEALTH CENTRE ( C 01-Nov-13 )					N					Y




					Y02819					CN HIV THREE BOROUGHS TEAM ( C 01-Nov-13 )					N					Y




					Y02730					SEFTON SEXUAL HEALTH SERVICE					N					Y




					Y02675					SEXUAL HEALTH SERVICES ( C 01-Aug-13 )					N					Y




					Y02651					REPRODUCTIVE CLINIC					Y					N




					Y02629					EALING CONTRACEPTIVE & SEXUAL HEALTH					N					Y




					Y02445					LEWISHAM SEXUAL HEALTH ( C 01-Nov-13 )					N					Y




					Y02408					REPRODUCTIVE AND SEXUAL HEALTH SERVICES					N					Y




					Y02288					GPWSI SEXUAL HEALTH SCREENING SERVICE					N					Y




					Y02225					SULLIVAN WAY SEXUAL HEALTH CLINIC ( C 01-Dec-13 )					N					Y




					Y02119					KEIGHLEY CASH CLINIC					N					Y




					Y02041					LEEDS INTEGRATED SEXUAL HEALTH SERVICE					N					Y




					Y01863					NORTHUMBERLAND SEXUAL HEALTH SERVICE					N					Y




					Y01806					CASH SERVICE ( C 01-Jan-16 )					N					Y




					Y01778					CCS-CONTRACEPTION & SEXUAL HLTH SERVICE					N					Y




					Y01732					WALLSALL CENTRE FOR SEXUAL HEALTH					N					Y




					Y01691					SOUTHWARK PCT SERVICE (1)					N					Y




					Y01686					CONTRACEPTION & SEXUAL HEALTH ( C 01-Nov-13 )					N					Y




					Y01669					CASH SERVICES					N					Y




					Y01633					CONTRACEPTION SERVICE-BOWLING HALL					N					Y




					Y01632					CONTRACEPTION SERVICE - THE RIDGE					N					Y




					Y01621					SEXUAL HEALTH CLINIC ( C 01-Sep-13 )					N					Y




					Y01267					CONTRACEPTION & SEXUAL HLH					N					Y




					Y01140					CONTRACEPTION & SEXUAL HEALTH ( C 01-Nov-13 )					N					Y




					Y01033					REPRODUCTIVE & SEXUAL HEALTH DEPARTMENT					N					Y




					Y00882					VIRGIN CARE ( C 01-May-19 )					N					Y




					Y00763					SEXUAL HEALTH SERVICE					N					Y




					Y00620					SEXUAL HEALTH SERVICE					N					Y




					Y00573					DEPARTMENT OF SEXUAL HEALTH ( C 01-Jan-14 )					N					Y




					Y00462					SEXUAL HEALTH (CRHC) ( C 01-Aug-13 )					N					Y




					Y00461					SEXUAL HEALTH (GUM) ( C 01-Aug-13 )					N					Y




					Y00426					GPSI SEXUAL HEALTH & WOMENS SERVICES					N					Y




					Y00410					ALEC TURNBULL CLINIC ( C 01-Jun-15 )					N					Y




					Y00342					LEATHERHEAD FP CLINIC ( C 01-May-19 )					N					Y




					Y00275					GATESHEAD C.A.S.H SERVICES					N					Y




					Y00130					SEXUAL HEALTH & COMM. GYNAE SERVICES ( C 01-Aug-13 )					N					Y




					RYYL9					KCSH					N					Y




					RYYL8					CONTRACEPTIVE SERVICE (E)					N					Y




					RYVF3					ICASH BEDFORD HOSPITAL ( C 24-Apr-17 )					N					Y




					RYVE5					ICASH BEDFORDSHIRE					N					Y




					RYVC6					ICASH SUFFOLK (BURY ST ED					N					Y




					RYVC4					NORFOLK ICASH-QEH ( C 01-Aug-15 )					N					Y




					RYVC3					ICASH SUFFOLK (LOWESTOFT)					N					Y




					RYVC2					ICASH NORFOLK GT YARMOUTH					N					Y




					RYVA6					ICASH NORFOLK, KINGS LYNN					N					Y




					RYVA5					ICASH NORFOLK (NORWICH)					N					Y




					RYV56					ICASH SUFFOLK (IPSWICH)					N					Y




					RYR72					SHS DEPT					N					Y




					RYQ4L					GUM ( C 01-Oct-13 )					N					Y




					RYJ85					GYNAE / FERTILITY					Y					N




					RYJ61					ADOLESCENT RESOURCE CTR					N					Y




					RY8EW					DCHS ISHS - ST OSWALD'S					N					Y




					RY8EV					DCHS ISHS - LONG EATON					N					Y




					RY842					SEXUAL HEALTH LONDON ROAD					N					Y




					RY841					SEXUAL HEALTH SERVICE					N					Y




					RY80C					SHS - SWADLINCOTE CLINIC					N					Y




					RY80B					SHS - ILKESTON HOSPITAL					N					Y




					RXW64					FERTILITY SERVICES					Y					N




					RXQ31					BROOKSIDE CLINIC					N					Y




					RXQ09					GENITO-URINARY MED DEPT					N					Y




					RXLC6					SEXUAL HEALTH SERVICES					N					Y




					RXL98					SEXUAL HEALTH SERVICES					N					Y




					RXL97					SEXUAL HEALTH SERVICES					N					Y




					RXKVH					GUM CLINIC					N					Y




					RXH9F					SHAC					N					Y




					RXCG8					SEXUAL HLTH(STATIONPLAZA)					N					Y




					RX1CX					CITY CONTRACEPT & SEX HLH					N					Y




					RWX8A					THE GARDEN CLINIC					N					Y




					RWVAK					GENDER & SEXUAL MEDICINE					Y					N




					RWJ79					CASH SERVICE					N					Y




					RW5PT					CASH NORTH LANCASHIRE ( C 02-May-19 )					N					Y




					RW5PR					CASH EAST LANCASHIRE ( C 02-May-19 )					N					Y




					RW5PQ					CASH CENTRAL LANCASHIRE ( C 02-May-19 )					N					Y




					RW5PP					CASH BLACKBURN DARWEN					N					Y




					RVWPW					GUM CLINIC PETERLEE					N					Y




					RVWNW					GUM CLINIC NORTH TEES					N					Y




					RVWHW					GUM CLINIC HARTLEPOOL					N					Y




					RV8JX					GUM SPEC. MED CMH ( C 01-Oct-14 )					N					Y




					RV8JD					GUM SPEC. MED NPH ( C 01-Oct-14 )					N					Y




					RV8GC					FERTILITY O&G NPH NWLHT ( C 01-Oct-14 )					Y					N




					RV3N9					SEXUAL HEALTH ONLINE					N					Y




					RV3M8					GRAHAME PARK SEXUALHEALTH					N					Y




					RV3M7					EDGWARE SEXUAL HEALTH SER					N					Y




					RV3M6					RAYMEDE SEXUAL HEALTH CLI					N					Y




					RV3M5					SEXUAL HEALTH-WESTMINSTER ( C 11-Oct-17 )					N					Y




					RV3M4					SEXUAL HEALTH - EARNSDALE					N					Y




					RV3M3					SEXUAL HEALTH - KC&SW					N					Y




					RV3M2					SEXUAL HEALTH- BURYFIELDS					N					Y




					RV3M1					SEXUAL HEALTH - H&F					N					Y




					RV3L9					SEXUAL HEALTH - WOKING					N					Y




					RV3K6					S&R HEALTH-HILLSIDE FP10 ( C 11-Oct-17 )					N					Y




					RV3K5					S&R HEALTH-CROWNDALE FP10					N					Y




					RV3K4					S&R HEALTH-UXBRIDGE FP10 ( C 01-Jun-17 )					N					Y




					RV3F8					MARGARET PYKE CENTRE					N					Y




					RTQBW					SEXUAL HEALTH SERVICE					N					Y




					RTH07					OXON SEXUAL HEALTH CH					N					Y




					RTE2A					FERTILITY UNIT					Y					N




					RTDPC					NEWCLE PCT NEW CROFT HSE					N					Y




					RT5YK					SEXUAL HEALTH DEPT ( C 12-Nov-16 )					N					Y




					RREYF					SHS LEICESTER					N					Y




					RREOU					SEXUAL HEALTH LOUGHBOROUG					N					Y




					RREOH					SHS COBRIDGE					N					Y




					RRELH					SHS CANNOCK					N					Y




					RRELG					SHS STAFFORD					N					Y




					RRELC					SHS BURTON					N					Y




					RRELA					SHS TAMWORTH					N					Y




					RREK9					SHS TELFORD & WREKIN					N					Y




					RREK7					SHS SHROPSHIRE					N					Y




					RR8Q7					REPRODUCTIVE MEDICINE					Y					N




					RR8C4					GENITOURINARY MEDICINE ( C 02-Jun-18 )					N					Y




					RR1W2					NEW ATTITUDES CLINIC ( C 01-Jul-18 )					N					Y




					RR1P5					CONTRACEPTION & SEXUAL HS ( C 01-Jul-18 )					N					Y




					RR1P4					CONTRACEPTION & SEXUAL HS ( C 01-Jul-18 )					N					Y




					RR1N6					CONTRACEPTION & SEXUAL HS ( C 01-Jul-18 )					N					Y




					RR1K4					SOLIHULL FERTILITY BUDGET ( C 01-Jul-18 )					Y					N




					RR1D6					FERTILITY BUDGET ( C 01-Jul-18 )					Y					N




					RQX36					GU MEDICINE					N					Y




					RQX30					FERTILITY UNIT					Y					N




					RQWSH					SEXUAL HEALTH					N					Y




					RQMF3					STEVENAGE CLINIC					N					Y




					RQME0					SUTTON SEXUAL HEALTH					N					Y




					RQMD8					GUM WEST MIDDX HOSPITAL					N					Y




					RQM62					WLCSH (GUM)					N					Y




					RQM61					JOHN HUNTER CLINIC (GUM)					N					Y




					RQM60					DEAN STREET (GUM)					N					Y




					RQM42					CWFT-GENITO-URINARY MEDICINE					N					Y




					RQM04					10 HB CLINIC					N					Y




					RPGGD					CASH CLINIC					N					Y




					RPAGM					GENITO-URINARY MEDICINE					N					Y




					RP124					NORTHAMPTONSHIRE ISHS					N					Y




					RP110					NORTHAMPTONSHIRE ISHS					N					Y




					RNZGR					DSH					N					Y




					RNS6D					INFERTILITY CLINIC					Y					N




					RNNWE					ISHS WORKINGTON					N					Y




					RNNCW					ISHS CARLISLE (SOLWAY)					N					Y




					RNNCE					ISHS SOUTH LAKES					N					Y




					RNN19					ISHS FURNESS					N					Y




					RM304					SEXUAL HEALTH					N					Y




					RLQ21					INTEGRATED SEXUAL HEALTH					N					Y




					RL4MX					HIV SPECIALIST 1					N					Y




					RL4DG					SEXUAL HEALTH CLINIC					N					Y




					RK733					Gender Dysphoria Service					Y					N




					RK5B9					CASH					N					Y




					RJZ29					ASSISTED CONCEPTION UNIT					Y					N




					RJR44					CASH					N					Y




					RJR41					SEXUAL HEALTH CLINIC					N					Y




					RJE42					GENITOURINARY MEDICINE ( C 02-Dec-14 )					N					Y




					RJ731					SEXUAL HEALTH					N					Y




					RJ6P3					FAMILY CARE					N					Y




					RJ648					CASH SERVICES					N					Y




					RHMC3					FERTILITY CLINIC					Y					N




					RHM52					FERTILITY CLINIC					Y					N




					RHAWX					The Nottingham Centre for Transgender Health					Y					N




					RGT05					CLINIC 1A					N					Y




					RGR13					SEXUAL HEALTH					N					Y




					RGQ52					GENITO URINARY					N					Y




					RGP27					SUB-FERTILITY					Y					N




					RGDYL					Gender Dysphoria Service					Y					N




					RGCCC					WX SEXUAL HEALTH					N					Y




					RFR02					CASH					N					Y




					REPC2					HEWITT FERTILITY CENTRE					Y					N




					REFT8					WHEAL UNITY					Y					N




					REFT5					GU CLINIC					N					Y




					RDYXY					CASH NIP					N					Y




					RDYX1					CASH NIP					N					Y




					RDYHL					CONTRACEPTION & SHS					N					Y




					RDYGF					QUAY ADVICE CENTRE					N					Y




					RDYGE					THE JUNCTION					N					Y




					RDYEE					PELHAMS CLINIC					N					Y




					RDY62					POOLE COMMUNITY CLINIC					N					Y




					RCBV1					ISHS NORTH YORKSHIRE					N					Y




					RCBT9					NMP ISHS NORTH YORKSHIRE					N					Y




					RCBT8					NMP ISHS YORK					N					Y




					RCBT7					ISHS YORK					N					Y




					RC943					LUTON SEXUAL HEALTH					N					Y




					RBZ48					DEVON SEXUAL HEALTH					N					Y




					RBZ3V					DEVON SEXUAL HEALTH					N					Y




					RBZ23					CONSULTANT SH ( C 01-Dec-16 )					N					Y




					RBN80					SEXUAL HEALTH CLINIC					N					Y




					RBL70					GUM					N					Y




					RATC8					SEXUAL HEALTH & GYNAE					N					Y




					RAS31					FERTILITY CLINIC THH					Y					N




					RAE32					SEXUAL HEALTH					N					Y




					RA9Q6					SEXUAL MEDICINE SERVICE					N					Y




					RA9HV					SEXUAL HEALTH AND HIV					N					Y




					RA7CQ					COMMUNITY SEXUAL HEALTH					N					Y




					RA4HC					YEOVIL-HEP C					N					Y




					R1FCM					SEXUAL HEALTH SERVICES					N					Y




					R1EK4					GUM 2 ( C 01-Jun-18 )					N					Y




					R1EK3					GUM 1 ( C 01-Jun-18 )					N					Y




					R1CGL					C&SH ALDERSHOT					N					Y




					R1C62					C&SH ANDOVER					N					Y




					R1C51					C&SH SOUTHAMPTON					N					Y




					R1C17					SEXUAL HEALTH SERVICE					N					Y




					R1ARC					SEXUAL HEALTH (GUM)					N					Y




					R1ARA					SEXUAL HEALTH (CRHC)					N					Y




					R0B23					SEXUAL HEALTH-COMMUNITY					N					Y




					R0A3K					THE HATHERSAGE CENTRE					N					Y




					R0A2N					STOCKPORT SEXUAL HEALTH					N					Y




					R0A2M					TAMESIDE SEXUAL HEALTH					N					Y




					R0A2L					TRAFFORD SEXUAL HEALTH					N					Y




					P88637					CONTRACEPTIVE & SEXUAL HEALTH SERVICE ( C 01-Aug-13 )					N					Y




					P85623					BROOK ADVISORY CENTRE					N					Y




					J82674					TEENAGE DROP-IN CENTRE					N					Y




					5QH49					SEXUAL HEALTH (1) ( C 01-Aug-13 )					N					Y




					5P506					GUM CLINIC LEATHERHEAD ( C 01-Aug-13 )					N					Y




					5P505					GUM CLINIC FARNHAM ( C 01-Aug-13 )					N					Y




					5N6NH					CONTRACEPTN&SEXUAL HEALTH ( C 01-Aug-13 )					N					Y




					R1C45					C&SH BASINGSTOKE					N					Y




					R1C58					C&SH WINCHESTER					N					Y




					Y01094					DR FAMILY PLANNING SERVICE(KNOWSLEY PCT)					N					Y




					RGQ51					FAMILY PLANNING					N					Y




					RA3FP					FAMILY PLANNING ( C 02-Mar-18 )					N					Y




					RWHFP					FAMILY PLANNING CLINIC					N					Y




					RXQ20					FAMILY PLANNING CLINIC					N					Y




					Y04575					FAMILY PLANNING CLINIC					N					Y




					P87665					FAMILY PLANNING CLINIC ( C 01-Feb-18 )					N					Y




					Y03969					FAMILY PLANNING NURSE ( C 01-Aug-16 )					N					Y




					Y01007					FAMILY PLANNING SERVICE ( D 01-Jun-20 )					N					Y




					RA7FE					FAMILY PLANNING SMH					N					Y




					Y01887					GU MEDICINE ( C 01-Jan-17 )					N					Y




					Y06165					HEREFORD ISH					N					Y




					Y01667					INTEGRATED SEXUAL HEALTH SERVICE					N					Y




					RV51M					LORDSHIP LANE S&R TEAM					N					Y




					RYYM0					MEDWAYSH					N					Y




					RYV0D					MK ICASH (MK HOSPITAL)					N					Y




					RYV0C					MK ICASH (SOUTH FIFTH ST)					N					Y




					Y06800					SEXUAL AND REPRODUCTIVE HEALTH					N					Y




					RDYL5					SEXUAL HEALTH AT BMTH					N					Y




					RDYL4					SEXUAL HEALTH AT WEYMOUTH					N					Y




					R1CKF					SEXUAL HEALTH SERVICE					N					Y




					Y05322					ORBISH (OLDHAM LOCALITY)					N					Y




					Y05275					ORBISH (ROCHDALE LOCALITY)					N					Y




					Y06796					SEXUAL HEALTH SHEFFIELD - PCS					N					Y




					RXL0B					SH SERVICES BURNLEY					N					Y




					RXL0A					SH SERVICES PRESTON					N					Y




					Y02848					STANWELL TEEN SEX HEALTH					N					Y




					RBD31					S/HEALTH D.C.H.					N					Y




					Y00339					COBHAM FP CLINIC					N					Y




					RBZ09					DEVON AND CORNWALL SARC					N					Y




					RYV40					CLINIC 1					N					Y




					RK91Y					G.U. MEDICINE DERRIFORD					N					Y




					RV3F4					MORTIMER MARKET CENTRE					N					Y




					RXCH8					AVENUE HOUSE					N					Y




					RV3J4					ARCHWAY CENTRE					N					Y




					RV3M9					VALE DRIVE - CNWL S/H					N					Y




					RQM03					ST STEPHEN'S CENTRE (PHARM)					N					Y




					Y00364					1 TO 1 CENTRE					N					Y




					RN32F					DSH(NAM)					N					Y




					RNHGC					UNKNOWN					N					Y




					RXPRN					HLTH SERVICES-DARLINGTON					N					Y




					GUE643					CHOICES					N					Y




					RH5H6					SOMERSET WIDE INT SXL HTH					N					Y




					RDEGN					ESSEX COUNTY CLINIC					N					Y




					RXPRM					HLTH SERV-BISHOP AUCKLAND					N					Y




					RQMF2					WATFORD CLINIC					N					Y




					RQM02					56 DEAN STREET					N					Y




					RJ637					FAM PLAN CLINIC PARKWAY					N					Y




					RP557					TRI HEALTH DONCASTER					N					Y




					RYV39					CLINIC 6					N					Y




					RP132					SERENITY SARC					N					Y




					Y00233					THE PARALLEL					N					Y
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Information


			Instructions


						Please save a copy of this form using the 'file name format' detailed in the 'change Control' tab





						Examples have been added into some fields and these are shown in Red - Please over write these, as required,  and change the text to black





						Instruction text can be found in Green





						Please insert your legal basis proof into the 'Info_Authorisation' tab. The remaining sections on that will be completed by DEGG





						Not all tabs will be relevant to all datasets - Please use the dropdown Y/N to confirm if the tab is to be completed or not (where applicable)





						Once you have completed the form please email it to dianeclark2@nhs.net





						You (and/or the IAO) will receive an invite to the DEGG it is being submitted for consideration/approval.  You will be there to answer any SME queries the group may have.





						If you have any queries regarding the form please contact dianeclark2@nhs.net








Change Control_Authorisation


												Current Version:						V17.0_Data Onboarding Matrix_Template_Blank


												Document Owner: 						Diane Clark


															Document Information





															Any changes to the template document must be approved 


															All change requests to be passed to Diane Clark - dianeclark2@nhs.net 


															All New and Change requests will be presented to and considered by DEGG/CEGG


															Only Approved Versions of the document should be used 


									Change Control for Dataset use


									List changes and updates to the document here.


									Each dataset to be mapped and saved separately using the dataset name to replace the 'Blank' (example below) and unique version control reference


									Version			Created/Modified By 			Date sent to DEGG			Date authorised by DEGG			Description Of Change			Presented By


									1.1			Stephen Smith			8/23/21			8/23/21			Initial onboarding document created & approved


									2.0			Diane Clark			4/5/24						Uplifted to 2.0 as part of housekeeping


									3.0			CH									Moved to v17 of onboarding form. Filled in Tab 7 output 














									IG / Legal Basis Reference (e.g.link to NHSE Directions/ copy of Schedule 6, letters of release etc, Evidence must be provided/embedded here :			Health and Social Care Act 2012 – s261(5)(d)						Medicines Dispensed in Primary Care (NHSBSA Data) - NHS England Digital








https://digital.nhs.uk/services/data-services-for-commissioners/datasets/medicines-dispensed-in-primary-care-nhsbsa-data


1 Dataset Summary





						1 - Dataset Summary


																																																																																	National																																							Reference Data


						Used to collect high level information on the dataset. The process is that this tab should be completed as soon as the dataset is requested by the person requesting it. At the same time a specification should be requested in order to progress development.																																																																											Local Flow/schedule 6																																							Non Reference Data


																																																																																	Direct Commissioning


						Data Flow Type:									National																								Dataset Version:																																										Pseudo@Source


																																																																											Yes						Other


						Dataset Name:									Primary Care Meds																								Technical Specification  Name						DARS product spec (meds data) v0.93 incl DSCRO derivations and reference data (008)																														No





						Instruction/request from:									NHSE																								IAO Name:						Steve Smith





						Sender Organisation:									NHSE																								IAA Name:						Steve Johns





						Sender Name:																																	RPC or Non RPC Flow:						RPC																											RPC


																																																																								Non RPC


						Date Of Request:									8/1/21																								Type of Data 						Non Reference Data





																																							AGEM Developer/Data Manager Assigned:						Stephen Smith








						Additional Data Set Information									Please embed the techinical specification document /or link here alongside any other relevnt info/documents such as the Data Adoption Request form (if used), DLP schema etc 																								 Processing Information - instruction on how the file will be processed e.g. hamdle deletes or appends





																																							Frequency Of Receipt:						Monthly





																																							Receipt Mechanism:						From NECs via transfer to storage account





																																							Time Table Available (If yes paste in 'additiona data set information):						No





																																							ETL Instructions:						Append


						Dataset Technical Contact:																																													Please list ICB's (CGGs/region etc) where data is released 


																																										Data Recipients:			Yes/No						ICB (CCG)


																																										NCDR			Yes


						Purpose Of Request:																																				UDAL


																																										AGEM DME


																																										CM


																																										K&M


																																										GM


																																										E&N Herts


																																										N&W


																																										Other….


																																										Other….





























mailto:Pseudo@Source


2 Dataset Specification


						2 - Dataset Specification												Embed orignal spec doc here:





						Use this tab to collect the raw input specification of the file being provided. 


						If the field is not self explanatory then please include a description


						Option to copy and paste from the original doc to here





						File Type


						Delimiter 


						Test Qualifier


						Is there a witheld ID code field submitted			y/n			if yes, please follow guidance in 'restricted Codes Removal Process 


						Are there any medicine code (DM+D) fields submitted			y/n			if yes, please follow guidance in 'restricted Codes Removal Process 


						Are there any ICD, OPCS or SNOMED code fields submitted			y/n			if yes, please follow guidance in 'restricted Codes Removal Process 


						Field			Format			Description





























3a.RPC_Spec 


						3 - RPC Specification																																	Yes


																																							No


						This tab contains the data fields present in the actual data received - this may be different to the original spec provided from the data owner (tab 2)


						This tab is to record processing instructions for the RPC Process. This needs to be checked and authorised by DEGG.


						If the field is not self explanatory then you must include a description in Col C


						Developer to populate format field where the detail is not included in the specification


						If the dataset is being reviewed due to spec changes use Col F to highlight the changes


																		Legally Restricted Codes:


									File Type			csv						Where a  legally restricted code is found any PCD must be redacted. 


									Delimiter 			,						Please indicate with 'Y' in column F that the PCD fields will be removed where legally restricted codes arefound


									Text Qualifier			"


									Estimated Row In File			2000 (Very low)																		Key :





						Field Name			Format			Description			Action			PCD Fields			Changed Since Last Version			Comments						Action			Description


																														Cleanse			Will look/check for patient Identifiable data  e.g. NHS Number, DOB  in the data. (also known as 'Leaky PID Cleansing) and then redact  if found.


																														Redact			This field will not flow or be used for devivations - eg first name/surname.


																														Pseudo			This field wil be pseudo'd. Pseudo version applied to be noted on the derivation tab.


																														No Action			Data will pass through the processing as it is and remain unchanged.


																														Derived			Field to be used for derivations but wont be disseminated.


																														Legally Restricted Codes (LRC)			Process to handle sensitive/restriced content eg.HIV.


																														On Hold			Data item redacted until further investigation.


																														Table Link			Field used to link multiple tables across dataset. No clean / pseudo action to be taken on this field as its used to join tables together.




























































































3b.CSU_Spec


						3 - RPC Specification																																	Yes


																																							No


						This tab contains the data fields present in the actual data received - this may be different to the original spec provided from the data owner (tab 2)


						This tab is to record processing instructions for the RPC Process. This needs to be checked and authorised by DEGG.


						If the field is not self explanatory then you must include a description in Col C


						Developer to populate format field where the detail is not included in the specification


						If the dataset is being reviewed due to spec changes use Col F to highlight the changes


																		Legally Restricted Codes:


									File Type			csv						Where a  legally restricted code is found any PCD must be redacted. 


									Delimiter 			,						Please indicate with 'Y' in column F that the PCD fields will be removed where legally restricted codes arefound


									Text Qualifier			"


									Estimated Row In File			2000 (Very low)																		Key :





						Field Name			Format			Description			Action			PCD Fields			Changed Since Last Version			Comments						Action			Description


																														Cleanse			Will look/check for patient Identifiable data  e.g. NHS Number, DOB  in the data. (also known as 'Leaky PID Cleansing) and then redact  if found.


																														Redact			This field will not flow or be used for devivations - eg first name/surname.


																														Pseudo			This field wil be pseudo'd. Pseudo version applied to be noted on the derivation tab.


																														No Action			Data will pass through the processing as it is and remain unchanged.


																														Derived			Field to be used for derivations but wont be disseminated.


																														Legally Restricted Codes (LRC)			Process to handle sensitive/restriced content eg.HIV.


																														On Hold			Data item redacted until further investigation.


																														Table Link			Field used to link multiple tables across dataset. No clean / pseudo action to be taken on this field as its used to join tables together.




























































































4 RPC Derivations


																																							Yes


						4 - RPC Derivations																																	No





						Include derivations done on 'identifiable data' here


						List all derivations requested to be added to the dataset. Logic on how to derive these fields also needs to be recorded here. 


						Table Information to be completed if 'yes' is registered in 'Links to Dependant Reference Tables'


						Notes' column D can be used to add detail on how/why it is used e.g. used for DQ or specifically requested or standard derivation etc


						Field Name			Description			Notes			Links to dependant Reference Tables			Table Information						Field Name Options


			Bespoke Derivations																					Pseudo_NHS_Number_leic_002			Client Pseudo


																								Pseudo_NHS_Number_leic_005			Client Pseudo


																								Pseudo_NHS_Number_ncdr			Client Pseudo


																								Pseudo_NHS_Number_nw_cm			Client Pseudo


			Standard Derivations			Pseudo_NHS_Number_leic_002			Client Pseudo			Derived by RPC Process			Yes/No			e.g. LSOA -  add the table/link to						pseudo_NHS_Number_nw_id			Client Pseudo


																								Der_Postcode_Sector			Postcode lookup


																								Der_Postcode_CCG_Code			Postcode lookup


																								Der_Postcode_Constituency_Code			Postcode lookup


																								Der_Postcode_Dist_Unitary_Auth			Postcode lookup


																								Der_Postcode_Electoral_Ward			Postcode lookup


																								Der_Postcode_Local_Auth			Postcode lookup


																								Der_Postcode_LSOA_Code			Postcode lookup


																								Der_Postcode_MSOA_Code			Postcode lookup


																								Der_Postcode_yr2011_LSOA			Postcode lookup


																								Der_Postcode_yr2011_MSOA			Postcode lookup






























































































































































































































































































































































5 Non RPC Derivations


																					Yes 									Yes


						5 - Non RPC Derivations															no									No





						List all derivations requested to be added to the dataset. Logic on how to derive these fields also needs to be recorded here. 


						Table Information to be completed if 'yes' is registered in 'Links to Dependant Reference Tables'


												Please use the drop down to signify if you are using this tab						Pick Y/N





						Field Name			Description			Notes


						Der_Recipients			Concatenated list of all CCG fields			Used to identify how to cut data for CCG clients. Use these fields : Der_Postcode_CCG_Code,  CCG


						Der_FileName			Filename			Can we include the filename of where the data has come from ?


						Der_LoadDateTime			Date and time file loaded			As above but load date and time.




























































































6 Data Profile


						6 - Data Profile																		Yes


																								No


						If data profiling is possible/needed use this tab to record the outputs.





						Please use the drop down to signify if you are using this tab												Pick Y/N





						TableName			ColumnName			OrdinalPosition			MinValue			MaxValue			DistinctValues			NullCount			AvgLengthOrValue			MaxCharLength			Notes			Suggested Data Types


						Covid_OX_Profile			NHS_NUMBER			1			REDACTED			REDACTED			20648			0			10			10			This field will be removed by Strategic RPC			NA


						Covid_OX_Profile			SURNAME			2			REDACTED			REDACTED			9707			0			6			25			This field will be removed by Strategic RPC			NA


						Covid_OX_Profile			GIVEN_NAME			3			REDACTED			REDACTED			6055			0			5			29			This field will be removed by Strategic RPC			NA


						Covid_OX_Profile			DATE_OF_BIRTH			4			REDACTED			REDACTED			13566			0			10			10			This field will be removed by Strategic RPC			NA


						Covid_OX_Profile			SEX			5			Female			unknown			3			0			5			7			Only 3 values (Male, female and unknown).			VARCHAR (10)


						Covid_OX_Profile			AGE			9			0			99			101			0			1			3			Convert to number on publish			INT


						Covid_OX_Profile			AGE_OVER_65			10			N			Y			2			0			1			1			Simple Y / N Flag			VARCHAR (1)


						Covid_OX_Profile			COVID_TEST_RESULT_DATE			14			11/26/20			4/27/21			21			0			10			10			Convert to date			DATE


						Covid_OX_Profile			COVID_TEST_RESULT			15			COVID POSITIVE			COVID POSITIVE			1			0			14			14			Only one value as expected			VARCHAR (20)



































7 Output & Data Delivery


						7 - RPC Output Specification & Data Delivery															Yes																																							Are there any special conditions or restrictions to note? If yes, please detail below


																					No																																							Add conditions here:


						Specification of the file returned to the ETL for onward processing.


						Where there is a DSCRO to DSCRO flow column E must show this and the specific DSCRO to DSCRO fields included


						Once the table below is completed please fill in a 'Publish' box for each customer listed												Customer																																										Publish 


						Field Name			Format (this field is optional)			Derived By RPC			DSCRO to DSCRO			NCDR			NW			GEM			K&M			E&N Herts			UDAL			GM (TIS)			GM (Cloud)			CM (DA)			CM (Cloud)			Mega			Norfolk W			….


																																																												Method:





																																																												Server / File Location:





																																																												Database / Table:





																																																												New Schema Required:





																																																												Notification:





																																																												Publish 





																																																												Method:





																																																												Server / File Location:





																																																												Database / Table:





																																																												New Schema Required:





																																																												Notification:





																																																												Publish 





																																																												Method:





																																																												Server / File Location:





																																																												Database / Table:





																																																												New Schema Required:





																																																												Notification:





																																																												Publish 





																																																												Method:





																																																												Server / File Location:





																																																												Database / Table:





																																																												New Schema Required:





																																																												Notification:


																																																												Publish 





																																																												Method:





																																																												Server / File Location:





																																																												Database / Table:





																																																												New Schema Required:





																																																												Notification:
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Data Services for Commissioners Executive Governance Group


&


Commissioning Support Unit Data Governance Executive Group


(DEGG and CEDGG)








Terms of Reference





1. Purpose of the group





This is the Governing body set up to ensure that the NW and GEM DSCRO and AGEM Business Intelligence CSU processes adhere to the national and local polices and requirements. This is a decision-making body that represents both the DSCRO and the host CSU.








2. Objectives of the group


			


			DEGG


			CEDGG





			Review, approve, advise on all new or amended data disseminations.


			YES


			YES





			Ensure DSCRO procedures are compliant with NHS England policies. 


			YES


			N/A





			Ensure appropriate policies are in place to manage access to DSCRO Regional Processing Centres (RPCs).  Review by exception.


			YES


			N/A





			Approve/advise on System access audits.


			YES


			YES





			Ensure data dissemination registers/ROPAs, including data appraisal, retention and destruction are complete and up to date, specifically when there is new processing or a change to processing of personal data.


			YES


			YES





			Ensure compliant procedures are in place for manual re-identification requests.  Review requests by exception.


			YES


			N/A





			Ensure requirements of IG Toolkit are given effect to within DSCROs 


			YES


			N/A





			Approve new or updated system/process documents.  This will include consideration of any associated incidents/near misses since the last document review to ensure that process changes/improvements have been considered to minimize possibility of recurrence, or if there are any workarounds that would compromise data security.  


			YES


			YES





			Review new or updated CSU policies that impact DSCROs


			YES


			N/A





			Review new or updated NHS England policies that impact CSU BI


			N/A


			YES





			To review all DSCRO and CSU BI incidents/near misses (including those of other DSCROs) to ensure that appropriate action has been taken to minimize recurrence, that the need for any process changes/improvements has been considered, that there are no workarounds which would compromise data security and that there is an action plan for any lessons learned. 


			YES


			YES





			To provide assurance to the CSU Information Governance Committee. 


			YES


			YES











3. Accountability





The DEGG activity will be reported to NHS England via “Business Leads” meeting or as otherwise deemed appropriate by DEGG/CEGG Chair. CEDGG matters will be reported to the Information Governance Committee via the Business Intelligence report.








4. Meetings





4.1 Frequency


The group will meet bi - weekly, or as required.





Where there are urgent matters the request will be sent via email and must be approved at a minimum by the IRO and the IAO of the respective DSCRO or deputies.





4.2   Core Membership





· Jon Coolican - IRO


(DSCRO Business Lead), Head of Data Controls and Governance – CHAIR








· Richard Johnson - IAO             


Head of Data





· Colleen Knight - IAO


Associate Director of Data





· Stephen Smith


Data and Systems Senior Manager  (National Flow Lead)





· Diane Clark


Senior Business Analyst





· Mike Barnes


            Senior Manager - Data Solutions


· Jenny Boatman


Associate Director of Direct Commissioning





· Cathy Hendy


Data Controls & Governance Manager





· Matthew Kendrick


Data Manager (Local Flow Lead)








Optional	


· Chief Data Officer – Andrew McGivern




















      Deputies 





No specific deputies have been nominated.  Core members are expected to attend every meeting, but if they are not available, they should send an appropriately   knowledgeable substitute.








4.3   Quorum





Due to the nature of the discussions, DSCRO IRO, DSCRO IAO and two other            members MUST be present.











5. Agenda and Papers





Initial Agenda and papers will be distributed at least 1 week prior to the meeting, where possible with updates and additional papers forwarded as appropriate prior to the meeting.





6. Other





In order to fulfil its remit, the Group may obtain any professional advice it requires and invite, if necessary, external experts and relevant staff representatives to attend meetings.











7. Review Date





The Terms of Reference will be reviewed annually but if will be reviewed earlier if the need arises.








			Updated (Cathy Hendy)


			01/11/2023 – David O’Callaghan removed and Andrew McGivern added as Optional Member
23/05/2023 – Updated to replace references of ‘NHS Digital’ with ‘NHS England’ following the NHSD/E merger in Feb 2023.





Core Members updated


			Next Review


			May 2024





			Updated


			1/2/2019 – Accountability section updated as CSU Information Services Board is no longer in existence.


			Next Review


			January 2021





			Updated


			29/4/19  Name of this Group – it was agreed that the name of group would be changed to DSCRO Executive Governance Group and CSU Executive Data Governance Group (DEGG/CEDGG) so that staff and external bodies are clear that this is a governance group.  








			Next


Review


			January 2021





			Updated


			5/7/19 :


· Membership widened to include Head of Analytics and Head of Direct Commissioning BI


Responsibilities to focus on ensuring policies and procedures are in place and have been implemented.  The responsibility for monitoring has transition to the relevant operational groups.


			Next review


			July 2019





			Updated


			Membership List Updated at DEG/CEG on 7/11/18 plus updated to reflect that DEG/CEG reviews all incidents across DSCROs and CSU BI (including any from other DSCROs to ensure appropriate action, procedure changes and lessons learned take place.  This is also considered during the annual review of procedure documents. 


Membership list further updated on 10/12/18.





			Next review


			





			


			


			


			





			


			


			


			





			Document History and Control





			


			





			Next Review: May 2024


			





			Review date: Jun 23


			Version 6.0 





			Review date: 05/04/2017


			Version 1.3 approved by DEGG/CEDGG





			Created Date:


			1 April 2016





			Interim Review:


			One member (HD) added and One reviewed (Hina Naik).  Approved by DEG/CEG but next review should be April/May 2018





			Review:


			November 2017.  Terms of Reference reviewed.  Membership updated to add Harjeet.  No other changes required. 





			Next Review


			November 2018
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		DATA PROCESSING AGREEMENT



		between



		(1) Host organisation: St Helens and Knowsley Teaching Hospitals NHS Trust, for all the organisations listed in the:



Cheshire and Merseyside Health and Care Partnership

Integrated Care Systems (ICS)

Memorandum of Understanding (Tier Zero)



(the Controllers are the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers, as listed in Tier Zero)





		and



		(2)	Graphnet Health Solutions (UK) Ltd
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THIS AGREEMENT (the “Agreement”) is made on 	xx/xx/xx (“Effective Date”).

BETWEEN:

(1)	Controllers listed in Memorandum of Understanding (Tier Zero)

(i.e. the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers, who together are Joint Controllers)

             (the “Controller”); and



(2)	Graphnet Health Solutions (UK) Ltd Registered Address: Marlborough Court, Sunrise Parkway, Linford Wood, Milton Keynes, Buckinghamshire, MK14 6DY (Registered in England: 02933905) (“Processor” or “Graphnet”).

BACKGROUND

(A)	The Controller has appointed Graphnet to perform the processing of the Personal Data.

(B)	The Controller shall provide instructions with regard to the processing of Personal Data to Graphnet in an Annex as set out at the end of this Agreement; it is recognised that the Controller may require Graphnet to process Personal Data in relation to different projects, and an Annex shall be provided in relation to each such project.  

(C)	In performing the Services, Graphnet is required to process certain Personal Data (as defined below). The Controller has agreed to provide such Personal Data to Graphnet for processing only in accordance with the terms of this Agreement from the Effective Date.

(D)	In consideration of the Controller engaging the services of Graphnet to process Personal Data, Graphnet shall comply with the security, confidentiality and other obligations imposed on it under this Agreement.



IT IS AGREED as follows:

[bookmark: _Toc28079134][bookmark: _Toc102751413]DEFINITIONS AND INTERPRETATION

The following definitions shall apply in this Agreement:

Agreement shall mean this Data Processing Agreement entered into as of the Effective Date;

Controller shall take the meaning given in the Data Protection Legislation;

Data Guidance means any applicable guidance, guidelines, direction or determination, framework, code of practice, standard or requirement regarding information governance, confidentiality, privacy or compliance with the Data Protection Legislation (whether specifically mentioned in this Agreement or not) to the extent published and publicly available or their existence or contents have been notified to Graphnet by the Controller and/or any relevant Regulatory or Supervisory Body.  This includes but is not limited to guidance issued by NHS Digital, the National Data Guardian for Health & Care, the Department of Health, NHS England, the Health Research Authority, Public Health England, the European Data Protection Board and the Information Commissioner; 

Data Loss Event means any event that results, or may result, in unauthorised processing of Personal Data held by the Controller under this Agreement or Personal Data that the Controller has responsibility for under this Agreement including without limitation actual or potential loss, destruction, corruption or inaccessibility of Personal Data, including any Personal Data Breach;

Data Processing Services means the data processing services described in the Annex to this Agreement;

Data Protection Impact Assessment means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;

[bookmark: _Hlk65691975]Data Protection Legislation means (i) the DPA 2018 (ii) the GDPR as amended and brought into UK law by the DPA 2018 and the Data Protection, Privacy and Electronic Communications (EC Directive), (EU Exit) Regulations 2019 and subsequent regulation, (iii) the LED and any applicable national Laws implementing them as amended from time to time, and (iv) all applicable Law concerning privacy, confidentiality or the processing of personal data including but not limited to the Human Rights Act 1998, the Health and Social Care (Safety and Quality) Act 2015, and the common law duty of confidentiality; 

Data Protection Officer shall take the meaning given in the Data Protection Legislation;

Data Subject shall take the meaning given in the Data Protection Legislation;

Data Subject Access Request means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;

DPA 2018 means Data Protection Act 2018;

EEA means the European Economic Area; 

European Data Protection Board has the meaning given to it in the Data Protection Legislation;

[bookmark: _Hlk65692002]GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679);

UK GDPR means the UK General Data Protection Regulation;

Information Commissioner means the independent authority established to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals ico.org.uk and any other relevant data protection or supervisory authority recognised pursuant to the Data Protection Legislation;

Law means any law or subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which Graphnet is bound to comply;

LED means the Law Enforcement Directive (Directive (EU) 2016/680);

LTPS means the NHS Liabilities to Third Parties Scheme as amended or superseded from time to time, which comes under NHS Resolution, which is an arm’s length body of the Department of Health and Social Care;

Personal Data shall take the meaning given in the Data Protection Legislation;

Personal Data Breach shall take the meaning given in the Data Protection Legislation;

Processor shall take the meaning given in the Data Protection Legislation;

Processing and cognate terms shall have the meaning given in the Data Protection Legislation;

Protective Measures means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data; ensuring confidentiality, integrity, availability and resilience of systems and services; ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident; and regularly assessing and evaluating the effectiveness of the such measures;

Regulatory or Supervisory Body means any statutory or other body having authority to issue guidance, standards or recommendations with which Graphnet and/or Graphnet personnel must comply or to which it or they must have regard, including:

(i) NHS Digital;

(ii) NHS Improvement;

(iii) NHS England;

(iv) the Department of Health; 

(v) CQC;

(vi) UK Health Security Agency and Office for Health Improvement and Disparities (formerly Public Health England); 

(vii) the General Medical Council;

(viii) Information Commissioner;

Services means the data processing activities carried out by Graphnet as outlined further in the Annex;

Sub-processor means any third party appointed to process Personal Data on behalf of Graphnet related to this Agreement;

Graphnet Personnel means any and all persons employed or engaged from time to time in the provision of the Services and/or the processing of Personal Data whether employees, workers, consultants or agents of Graphnet or any subcontractor or agent of Graphnet.

Working Day means a day other than a Saturday, Sunday or bank holiday in England

reference to any legislative provision shall be deemed to include any statutory instrument, bye law, regulation, rule, subordinate or delegated legislation or order and any rules and regulations which are made under it, and any subsequent re- enactment, amendment or replacement of the same;

the Annex forms part of this Agreement and shall have effect as if set out in full in the body of this Agreement.  Any reference to this Agreement includes the Annex; and 

references to clauses and Annexes, are to clauses and Annexes to this Agreement.

[bookmark: _Toc28079135][bookmark: _Toc102751414]SCOPE OF THIS AGREEMENT

In consideration of Graphnet agreeing to provide the Services to the Controller and the Controller agreeing to provide Personal Data to Graphnet, the parties have agreed that from the Effective Date, the terms of this Agreement will apply to and govern all processing of Personal Data by Graphnet.

Graphnet and the Controller shall both comply with all applicable Data Protection Legislation for the duration of this Agreement and nothing in this Agreement shall relieve either party of these obligations.

[bookmark: _Toc28079136][bookmark: _Toc102751415]PROCESSING OF PERSONAL DATA

[bookmark: _Hlk97709911]The Parties acknowledge that for the purposes of the Data Protection Legislation and the delivery of the Data Processing Services, the Cheshire and Merseyside GP Practices; Local Authorities; and NHS Providers are the Controllers and Graphnet is the Processor. 

The Controller retains control of the Personal Data and remains responsible for its compliance obligations under the applicable Data Protection Legislation, including providing any required notices and obtaining any required consents, and for the processing instructions it gives to Graphnet. 

Graphnet shall notify the Controller immediately if it considers that any of the Controller instructions infringe the Data Protection Legislation.

DATA PROTECTION IMPACT ASSESSMENTS

Graphnet shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing. Such assistance may include:

a systematic description of the envisaged Processing operations and the purpose of the Processing;

an assessment of the necessity and proportionality of the Processing operations in relation to the Data Processing Services;

an assessment of the risks to the rights and freedoms of natural persons; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

Graphnet shall provide all reasonable assistance to the Controller if the outcome of the Data Protection Impact Assessment leads the Controller to consult the Information Commissioner. 

PROTECTIVE MEASURES

Graphnet shall, in relation to any Personal Data processed in connection with its obligations under this Agreement:

Process that Personal Data only in accordance with the instructions set out in the Annex unless Graphnet is required to do otherwise by Law.  If it is so required Graphnet shall promptly notify the Controller before processing the Personal Data unless prohibited by Law.

ensure that it has in place Protective Measures, which have been reviewed and approved by the Controller as appropriate to protect against a Data Loss Event having taken account of the:

nature of the data to be protected;

harm that might result from a Data Loss Event;

state of technological development; and

cost of implementing any measures.

ensure that: 

Graphnet personnel do not process the Personal Data except in accordance with this Agreement (and in particular the Annex)

it takes all reasonable steps to ensure the reliability and integrity of any Graphnet personnel who have access to the Personal Data and ensure that they:

are aware of and comply with the Processor duties under this clause;

are subject to appropriate confidentiality undertakings with Graphnet or any Sub-processor that are in writing and are legally enforceable;

are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in advance and in writing to do so by the Controller or as otherwise permitted by this Agreement.

have undergone adequate training in the use, care, protection and handling of Personal Data that enables them and Graphnet to comply with their responsibilities under the Data Protection Legislation and this Agreement.  Graphnet shall provide the Controller with evidence of completion and maintenance of that training within three (3) Working Days of request by the Controller.

not transfer Personal Data outside of the EEA or the United Kingdom unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

The Controller or Graphnet has provided appropriate safeguards in relation to the transfer as determined by the Controller;

the Data Subject has enforceable rights and effective legal remedies;

Graphnet complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations) and;

Graphnet complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data.

at the written direction of the Controller, delete or return the Personal Data (and any copies of it) on termination of the Agreement unless Graphnet is required by Law to retain the Personal Data.  If Graphnet is asked to delete the Personal Data they shall provide the Controller with evidence that the Personal Data has been securely deleted in accordance with the Data Protection Legislation within a period agreed within the written direction of the Controller.

TECHNICAL AND ORGANISATIONAL SECURITY MEASURES

Taking into account, the cost of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Graphnet shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including, but not limited to, as appropriate:

the pseudonymisation and encryption of Personal Data; 

the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;

the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; and

a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of processing.

SUB-PROCESSOR

Before allowing any additional Sub-processor to process any Personal Data related to this Agreement, Graphnet must: 

notify the Controller in writing of the intended Sub-processor and processing;

obtain the written consent of the Controller;

enter into a written agreement with the Sub-processor which gives effect to the terms set out in this Agreement such that they apply to the Sub-processor and in respect of which the Controller is given the benefits of third-party rights to enforce the same; and 

provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require.

Graphnet shall ensure that the third party's access to the Personal Data terminates automatically on termination of this Agreement for any reason save that the Sub-processor may access the Personal Data in order to securely destroy it.

Graphnet shall remain fully liable for all acts or omissions of any Sub-processor.

SUBJECT ACCESS/RIGHTS REQUESTS

Subject to clause 3.14, Graphnet shall notify the Controller without undue delay if it:

receives a Data Subject Access Request (or purported Data Subject Access Request) connected with Personal Data processed under this Agreement;

receives a request to rectify, block or erase any Personal Data connected with Personal Data processed under this Agreement;

receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation connected with Personal Data processed under this Agreement;

receives any communication from the Information Commissioner or any other Supervisory or Regulatory Body connected with Personal Data processed under this Agreement;

receives a request from any third party for disclosure of Personal Data connected with this Agreement; or

becomes aware an actual or suspected Data Loss Event.

This notification shall be given by emailing the original request and any subsequent communications to the Controller.

Graphnet shall not respond substantively to the communications listed at clause 3.11 save that it may respond to a Regulatory or Supervisory Body following prior consultation with the Controller. 

Graphnet’s obligation to notify under clause 3.11 shall include the prompt provision of further information to the Controller in phases, as details become available.

Taking into account the nature of the processing, Graphnet shall provide the Controller with reasonable assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 3.11 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing:

the Controller with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;

such assistance as is reasonably requested by the Controller to enable the Controller to comply with other rights granted to individuals by the Data Protection Legislation including the right of rectification, the right to erasure, the right to object to processing, the right to restrict processing, the right to data portability and the right not to be subject to an automated individual decision (including profiling);

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by the Controller following any Data Loss Event;

assistance as requested by the Controller in relation to informing a Data Subject about any Data Loss Event, including communication with the Data Subject;

assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office;

the Controller with any copies of requests from Data Subjects seeking to exercise their rights under the Data Protection Legislation.  Such requests must be sent to the Controller without undue delay of receipt by Graphnet. 

Graphnet shall allow for reasonable audits of its delivery of the Data Processing Services by the Controller or the Controller designated auditor, on at least 20 Working Days’ notice, during the term of this Agreement.  Graphnet will give the Controller all necessary assistance to conduct such audits.

Graphnet shall provide the Controller with evidence to demonstrate compliance with all of its obligations under this Agreement and the relevant Data Protection Legislation.  

DATA PROTECTION OFFICER

Graphnet shall designate a Data Protection Officer if required by the Data Protection Legislation and shall communicate to the Controller the name and contact details of any Data Protection Officer.

RECORD OF THE DATA PROCESSING ACTIVITIES

Graphnet shall maintain complete and accurate records and information to demonstrate its compliance with this Agreement, the Data Protection Legislation and Data Guidance.  Graphnet must create and maintain a record of all categories of data processing activities carried out under this Agreement, containing:

the categories of Processing carried out under this Agreement; 

where applicable, transfers of Personal Data to a third country or an international organisation, including the identification of that third country or international organisation and, where relevant, the documentation of suitable safeguards; 

a general description of the Protective Measures taken to ensure the security and integrity of the Personal Data processed under this Agreement; and

a log recording the processing of Personal Data in connection with this Agreement comprising, as a minimum, details of the Personal Data concerned, how the Personal Data was processed, where the Personal Data was processed and the identity of any individual carrying out the processing.

Graphnet shall ensure that the record of processing maintained in accordance with clause 3.19 is provided to the Controller within two (2) Working Days of a written request from the Controller. 

This Agreement does not relieve Graphnet from any obligations conferred upon it by the Data Protection Legislation.

The Parties agree to take account of any guidance issued by the Information Commissioner. The Controller may on not less than 30 Working Days’ notice to Graphnet amend this Data Processing Agreement to ensure that it complies with any guidance issued by the Information Commissioner.

The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by adding to it any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement). 

Graphnet warrants and undertakes that it will deliver the Data Processing Services in accordance with all Data Protection Legislation, any Data Guidance and this Agreement and in particular that it has in place Protective Measures that are sufficient to ensure that the delivery of the Data Processing Services complies with the Data Protection Legislation and ensures that the rights of Data Subjects are protected.  Graphnet shall not do or omit to do anything that will put the Controller in breach of the Data Protection Legislation or the Data Guidance

Graphnet must assist the Controller in ensuring compliance with the obligations set out at Article 32 to 36 of the GDPR and equivalent provisions implemented into Law, taking into account the nature of processing and the information available to Graphnet. 

Graphnet must take prompt and proper remedial action regarding any Data Loss Event. 

Graphnet must assist the Controller by taking appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Controller’s obligation to respond to requests for exercising rights granted to individuals by the Data Protection Legislation. 

[bookmark: _Toc28079137][bookmark: _Toc102751416]TERM AND TERMINATION

This Agreement shall commence on the Effective Date.  Unless terminated in accordance with this clause, this Agreement shall automatically terminate on expiry. 

Without affecting any other right or remedy available to it, the Controller may immediately terminate this Agreement by notice in writing to Graphnet if they commit a material breach of any provision of this Agreement or Graphnet repeatedly breaches any of the provisions of this Agreement and fails to cure such breach or breaches within ten (10) Working Days. 

On termination of this Agreement:

any rights, remedies, obligations or liabilities of the parties that have accrued up to the date of termination, including the right to claim damages in respect of any breach of this Agreement which existed at or before the date of termination, shall not be affected; 

the provisions of this Agreement which place obligations on Graphnet in respect of the processing of Personal Data shall continue in force and effect until such time as all Personal Data (including all copies thereof) has either been returned and/or destroyed in accordance with the foregoing sub-clause (unless otherwise strictly required by Law); 

without prejudice to the foregoing sub-clause, the provisions of this Agreement that expressly or by implication are intended to come into or continue in force on or after termination of this Agreement shall remain in full force and effect;

[bookmark: _Toc28079138][bookmark: _Toc102751417]REMEDIES AND NO WAIVER

Nothing in this Agreement excludes or limits any liability which cannot legally be excluded or limited including, but not limited to, liability for:

death or personal injury caused by negligence; and

fraud or fraudulent misrepresentation.



Subject to clause 5.1 and 5.3, Graphnet’ total liability to the Controller under this Agreement shall not exceed the proportionate share of any pay out awarded under the LTPS in line with the number of other third-party practices effected by Graphnet’ breach.  Graphnet’ total liability includes liability in contract, tort (including negligence), breach of statutory duty, or otherwise, arising under or in connection with this Agreement. 



This clause 5.3 sets out specific heads of excluded loss:

Subject to clause 5.2, the types of loss listed in clause 5.3.2 are wholly excluded by the parties.

Graphnet shall not be liable under this Agreement for: 

loss of profits;

loss of sales or business;

loss of agreements or contracts;

loss of anticipated savings;

loss of use or corruption of software, data or information;

loss of or damage to goodwill;

any other type of special, indirect or consequential loss.

The rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by Law or in equity.

A waiver of any right or remedy under this Agreement or by Law or in equity is only effective if given in writing and signed on behalf of the party giving it and any such waiver so given shall not be deemed a waiver of any similar or subsequent breach or default.

A failure or delay by a party in exercising any right or remedy provided under this Agreement or by Law or in equity shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy.  No single or partial exercise of any right or remedy provided under this Agreement or by Law or in equity shall prevent or restrict the further exercise of that or any other right or remedy.

[bookmark: _Toc28079139][bookmark: _Toc102751418]NOTICES

Any notice given to a party under or in connection with this Agreement shall be in writing in the English language and shall be sent by email to the Controller and Graphnet email address.

Any notice validly given in accordance with the foregoing clause shall be deemed to have been received the following Business Day.

[bookmark: _Toc28079140][bookmark: _Toc102751419]GENERAL

Graphnet shall not assign, transfer, mortgage, charge, subcontract, declare a trust over or deal in any other manner with any or all of its rights and obligations under this Agreement without the prior written consent of the Controller. 

No variation of this Agreement shall be effective unless it is in writing and signed by the parties to this Agreement.

This Agreement may be executed in any number of counterparts, each of which when executed and delivered shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.  No counterpart shall be effective until each party has executed at least one counterpart.

[bookmark: _Toc28079141][bookmark: _Toc102751420]WARRANTY

The Controller warrants, covenants and represents to Graphnet as set out below:

The Controller has established or will establish a lawful basis, as necessary in respect of the provision of such Personal Data to Graphnet and the Controller will maintain documentation of such.

The Processing by Graphnet of the Personal Data on the Controller’s instructions in accordance with this Agreement shall be for lawful purposes which have been properly disclosed to Data Subjects in accordance with the Data Protection Legislation.  For direct care the Data Subjects’ implied consent allows for such processing.

The Controller shall ensure that the Personal Data processed by Graphnet are kept accurate and up-to-date and that it shall only be processed through the services of Graphnet for as long as it is required for the lawful purposes for which it is so held and the Controller shall provide Graphnet with instructions and updates to ensure the foregoing.

[bookmark: _Toc28079142][bookmark: _Toc102751421]GOVERNING LAW AND JURISDICTION

This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the Law of England.

Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this Agreement or its subject matter or formation (including non-contractual disputes or claims), provided that nothing in this clause shall prevent a party from enforcing any judgement obtained in the court of England and Wales in any other court with jurisdiction over the other party.

[bookmark: _Toc102751422]SIGNATORES



IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date.
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		St Helens and Knowsley Teaching Hospitals NHS Trust, on behalf of all the organisations listed in the Memorandum of Understanding (Tier Zero)
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System Name: Carecentric



		Summary



		Subject matter of the processing

		The overarching purpose for data sharing is to support provision of a shared care record for direct care and use of data for secondary uses in a population health intelligence solution. 





		Duration of the processing

		01/03/2023



		Nature and purpose of the processing



		The processing of data of for supporting a shared care record for direct care. Identifiable data is being processed. 



Consistently pseudonymised data is used for the purpose of population health management 



For Population Health there are four main purposes, which can be described as follows:-



Use Case 1: Epidemiology Reporting: Understanding health needs of populations, wider determinants of health and inequality for the improvement of outcomes.

Use Case 2: Predicting outcomes and population stratification of vulnerable populations.

Use Case 3: For planning current services and understanding future service provision.

Use Case 4: For evaluation and understanding causality.





		Dataset Detail 



		Dataset(s)

		The datasets being processed are listed in Appendix A



		Legal basis for sharing

		UK General Data Protection Regulations (GDPR):



Personal Data

Article 6(1)(e) Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 





Special Categories Data

Article 9(2)(h) Processing is necessary for the provision of health or social care or treatment or the management of health or social care systems and services.



Article 9(2)(i) Processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices.



Article 9(2)(j) Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) (as supplemented by section 19 of the 2018 Act) based on domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.





		Compliance with confidentiality and privacy rights

		· Common Law Duty of Confidentiality and Article 8 Human Rights Act 1998: The Parties will ensure they comply with these obligations by ensuring that no data that has a risk of being identified is shared without the agreement of the patient.  Only pseudonymised data will be shared for population health (including Covid) management purposes with measures to effectively anonymise this data in line with the ICO Anonymisation Code of Practice.



Appropriately psudonymised or aggregated data is not owed a duty of confidentiality. Under this Data Processing Agreement the Common Law Duty of Confidentiality does not apply to data which is pseudonymised, and presented as aggregate data.



For patient identifiable data used for direct patient care the Common Law Duty of Confidentiality is addressed by implied consent. “Section 251B [of the Health and Social Care Act 2012 (as amended by the Health and Social Care (Safety and Quality) Act 2015)] and implied consent under CLDC will together provide the lawful basis to share in most cases of direct care.  In these cases, and any cases of direct care based on explicit consent, the national data opt-out will not apply.” https://digital.nhs.uk/services/national-data-opt-out/operational-policy- guidance-document/appendix-2-definitions



· Section 251 NHS Act 2006 – Under s.251, GPs, CCGs and relevant Controllers have authority to carry out risk stratification which is carried out in the public interest or in the exercise of official authority vested in the controller through GDPR Article 6(1)(e).





		Type of Personal Data

		Personal Data processed by the Processor will be:

· Personal Identifiable Data (PID) of patients and service users

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data.  The data will be strictly governed as anonymised-aggregate, pseudonymised, and only as person identifiable for the purpose of direct care.



		Categories of Data Subject

		Patients registered with the Cheshire and Merseyside GP Practices.



		Data Extraction, Authorised Recipients and Data to be Shared



		Included in the data extract



		· Current, former and deceased patients for residents of Cheshire and Merseyside and/or people who have used the providers who are party to this sharing agreement (Provider catchment)





		Excluded from the data extract

		· Any patient record with an active dissent code, except for direct care purposes.

· All sensitive coded data.

· No data will be extracted on patients with an active code which marks their records as being confidential.



		Data to be Shared

		The Data sets to be shared are from GP; Acute; Mental Health; Community; and Social Care (children and adult).  Appendix A describes the data detail





		Frequency of extraction

		Contemporaneous (HL7 feeds) and/or daily dependent upon dataset



		Authorised Recipients

		Graphnet Health Solutions (UK) Ltd



		Permitted Sub-processors

		Requested from Graphnet 



		Special Conditions

		None



		Data Retention

		The period of processing will be the duration of the programme. The Personal Data will be retained by the Processor for the term of the programme plus any additional retention period required by applicable law and in conjunction with the NHS X Records Management Code of Practice 2021.



		Annex Details



		Controller Data Protection Officer

		Name: 

Email: 



		Processor Data Protection Officer

		Name: 

Email: 










Appendix A



Care Centric data sets

The specific data items will only be coded (structured) data, that is to say no free text (unstructured) data will flow.  The agreement covers the permission to flow all data fields listed below, whilst all fields are listed the data controllers are in control of what data is actually shared. 



This Annex provides the categories of data to be shared from GP; Acute; Mental Health; Community; and Social Care (children and adult).  The table incudes a brief description of the data categories and the use case(s) within which the data will be used for:



1. Social Care – Child

NOTE: no free text will be extracted. Only coded data.

		Item (data spec doc cross reference)

		Field Name

		Description



		1.1

		Extract Identifier

		Reference data item



		1.2

		Person Core

		Patient Identifiable Data



		1.3

		Person Extended

		Patient Identifiable Data



		1.4

		Referral

		Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.



		1.5

		Event

		The data range of active events or which have an end date after the predefined number of months prior to go live of the export:

· Assessment 

· Meetings

· Case Notes



This does not include the free text associated with the event



		1.6

		Alert

		Alerts of the following types that are still active or have an end date after the predefined number of months prior to go live of the export:

· Child Protection

· Child in Need

· Child Looked After

· Missing Person

· Hazard

· MARAC





		1.7

		Disability

		Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.



		1.8

		Related Person

		Relationship Types and Relationship Flags



		1.9

		Practitioner (staff type)

		Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.



		1.10

		Classification

		Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include:

· Physical support – Access and mobility

· Social support – Substance misuse

· Sensory support

· Mental Health support

· Learning Disability support







2. Social Care – Adult

		Item

		Field Name

		Description



		2.1

		Extract Identifier

		Reference Data Item



		2.2

		Person Core

		Patient Identifiable Data



		2.3

		Person Extended

		Patient Identifiable Data



		2.4

		Referral

		Open referrals and referrals that have closed since a predefined number of months prior to go live of the export.



		2.5

		Event

		Consider the data range of active events or which have an end date after the predefined number of months prior to go live of the export: 

· Assessment

· Safeguarding

· Organisational Safeguarding Case

· Deprivation of Liberty Safeguards (DOLS)



		2.6

		Alert

		Alerts that are still active or have an end date after the predefined number of months prior to go live of the export.

· Risks

· Special Factors



		2.7

		Disability

		Disabilities that are still active or have an end date after the predefined number of months prior to go live of the export.



		2.8

		Related Person

		Relationship Types and Relationship Flags



		2.9

		Practitioner (staff type)

		Only those Practitioner involvements that are still active or have an end date after the predefined number of months prior to go live of the export.



		2.10

		Classification

		Primary Support Reasons that are still active or have an end date after the predefined number of months prior to go live of the export: may include: 

· Physical support – Access and mobility

· Social support – Substance misuse

· Sensory support

· Mental Health support

· Learning Disability support



		2.11

		Care Plan

		Care plans linked to referrals that have been exported in the Referral data file that are still active or have an end date after the predefined number of months prior to go live of the export. 



		2.12

		Service Provision

		All service provisions linked to care plans that have been exported in the Care Plan data file should be included.  Those that are still active or have an end date after the predefined number of months prior to go live of the export should be exported.



		2.13

		Care Plan Need and Outcome

		All needs and outcomes linked to care plans and service provisions that have been exported in the Care Plan data file.







3. Acute

		Item

		Field Name

		Description



		3.1

		Demographics

		Data items supported as part of the MPI Load.

· Surname

· NHS Number (and validation status)

· DOB

· Sex

· Address

· Postcode

· Death Status and Death Date

· Ethnic Group



		3.2

		Medications

		



		3.3

		In-Patient

		Unique Identifier (Event ID)

Admission Date

Stay Type

Ward

Specialty

Admission Type

Admission Category

Admission Source

Diagnosis

		Consultant

Admitting Doctor

Attending Doctor

Transfer Date

Transfer Reason

Discharge Date

Discharge Method

Discharge Destination

Procedures



		3.4

		Out-Patient

		Unique Identifier (Event ID)

Originating Referral ID

Referral Date

Referral Outcome

Referral Priority

		

Referral Disposition

Referral Type

Referral Category

Speciality



		3.5

		A&E

		Unique Identifier (Event ID)

Attendance Date

Discharge Date

Discharge Method

Diagnosis

		Discharge Destination

Location

Consultant

Referring Doctor

Procedures



		3.6

		ICE/Pathology Results 

		Pathology Results Direct from Labs or from the ICE system 







4. Community (Individual Spec document for each item)

		Item

		Field Name

		Description



		4.1

		Demographics

		Data from the demographics CSV will be used for creating or updating the demographics of a patients.



		4.2

		Referral

		



		4.3

		Alerts

		When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)



		4.4

		Community Health

		· Immunisations

· Care Plan

· Problems

· Interventions

· Encounters & Appointments

· Diagnosis

· Medications



		4.5

		Allergies

		· Allergy data 



		4.6

		Contacts

		







5. Mental Health (Individual Spec document for each item)

		Item

		Field Name

		Description



		5.1

		Demographics

		Data from the demographics CSV will be used for creating or updating the demographics of a patients.



		5.2

		Referral

		



		5.3

		Alerts

		When providing Alert information, each message will need to contain all the current available Alerts for a patient i.e. the file would not be expected to contain historic alerts (inactive/ended)



		5.5

		Care Programme Approach (CPA)

		· Diagnosis

· Mental Health Act

· Risk Assessment

· Risk Scores

· Risk Plans

· Early Intervention in Psychosis (EIP)



Free text will not be included.



		5.6

		Contacts

		









6. General Practice

		Item

		Field Name

		Description



		6.1

		GP COVID-19/Advance Care Planning 

		· GP COVID-19 Status 

· GP Advance Care Planning

· Alerts



		6.2

		Allergies Summary

		· Allergy data 

 

 



		6.3

		GP Medications Issued

		



		6.4

		GP Repeat Medications

		



		6.5

		GP Problems

		· Active Problems

· Past Problems

· Additional Problems



		6.6

		GP Results

		



		6.7

		GP Vitals and Measurements

		Latest height/weight; latest blood pressure; latest physiological function result ordered by date descending.



		6.8

		GP Lifestyle

		



		6.9

		Additional GP Information

		· GP Encounter

· Vaccinations & Immunisations

· Contraindications

· OTC and Prophylactic Therapy

· Family History

· Child Health

· Diabetes Diagnosis

· Chronic Disease Monitoring

· Medication Administration

· Pregnancy, Birth and Post Natal

· Contraception and HRT

· GP Imaging

· Other Investigations

· Investigations Administration

· Operations

· Obstetric Procedures

· Other Diagnostic Procedures

· ECG

· Other Preventative Procedures

· Other Therapeutic Procedures

· Recent Test Results (last 12 months)



		6.10

		Data Categories

		· Active Problems

· Administration

· Alcohol Exercise and Diet

· Allergy

· Blood Chemistry

· Blood Pressure

· Cervical Cytology

· Child Health

· Chronic Disease Monitoring

· Contraception and HRT

· Contraindications

· Diabetes Diagnosis

· ECG Pulmonary

· Encounters

· Family History

· Full Problems List

· Glucose/hba1c

· Haematology

· Height and Weight

· Imaging

· Investigations Admin

· Medications Administration

· Medication Issues

· Microbiology

· Obstetric Procedures

· Operations

· OTC Prophylactic Therapy

· Other Cytology/Pathology

· Other Diagnostic Procedures

· Other Investigations

· Other Preventative Procedures

· Other Therapeutic Procedures

· Past Problems

· Physiology Function Tests

· Pregnancy, Birth and Post Natal

· Recent Tests

· Referrals and Admissions

· Repeat Medication

· Smoking

· Social History

· Unmatched

· Urinalysis

· Vaccination and Immunisations







7. General Practice - TPP

		Item

		Field Name

		Description



		7.1

		Medications

		· Repeat Medications

· Medications Issued



		7.2

		GP Problems

		· Active Problems

· Past Problems

· Additional Problems

· GP Results

· GP Lifestyle

· Blood Pressure

· Additional GP Information

· GP Encounters/Administration

· GP Encounters

· GP Administration

· Referrals

· Radiology

· Operations

· Investigations

· Contraception and HRT

· Pregnancy, Birth & Post Natal

· GP Family History

· Contraindications

· Vaccinations and Immunisations
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image5.emf
Data%20access%20r equest%20form%20templ


Data%20access%20request%20form%20templ




[image: A blue text on a white background

Description automatically generated][image: A picture containing text, clipart

Description automatically generated][image: A blue sign with white text

Description automatically generated][image: A blue and white logo

Description automatically generated]		    

Data Access Request Form

Cheshire & Merseyside ICB Data Access & Asset Group

Please submit to the Data into Action inbox

	The Project (Section 1)

		Project name



		DSRxxx



		Data access start date

		Click or tap to enter a date.		Data access end date

		Click or tap to enter a date.

		Project overview



· Please describe the project in a way that is understandable to the general public – the wording here will be used on the Data into Action website



		[bookmark: Text1]Please complete



		Objective(s)



· What are the project outcomes and benefits?

· What are the risks if access is, or is not, approved?



		[bookmark: Text2]Please complete



		Output(s)



· What is the output of the analytics/ project (dashboard, data set, paper etc)?

· What is the granularity of the output (patient-level, aggregated etc)?

· Who will the output be shared with?



		Output format:

		Choose an item.



		

		Granularity:

		Choose an item.



		

		Who will the output be shared with:

		Please complete



		Patient & Public Engagement (PPIE)



· What PPIE is planned or has been carried out in the system for this project?

HRA Guidance

Gov.uk Guidance

https://www.publicinvolvement.co.uk/ 



		Please complete



		Funding



		How is the project funded?

		Please complete



		Project Governance



· How does the project align with the Cheshire and Merseyside(C&M) Integrated Care Board (ICB) commissioning intentions?

· Who is accountable for control on the use of the data? What is the governance structure that supports the accountable person?

· How does this structure ensure the data will be used in accordance with this application?

		Please complete







	Applicant/ Project Lead (Section 2)

		Full Name

		



		Email

		



		Job Role

		



		Organisation

		







	Data Requested (Section 3)

		Which data sets are being requested:



		

		Local

		National (NHS England)



		GP Data

		CIPHA GP

		☐

		

		



		Secondary Care Data

		CIPHA Acute

		☐

		SUS

		☐



		Community Data

		CIPHA Community

		☐

		CSDS

		☐



		Adult Social Care Data

		CIPHA Social Care

		☐

		ASC-CLD

		☐



		Child Social Care

		CIPHA Social Care

		☐

		

		



		Mental Health Data

		CIPHA Mental health

		☐

		MHMDS

		☐



		Waiting List Data

		

		

		Waiting List MDS

		☐



		Vaccination Data

		CIPHA GP-derived

		☐

		NIVS

		☐



		Mortalities

		

		

		Mortality Data Set

		☐



		Other:



· Is identifiable patient-level data required?

· Please specify any other data in scope for the project.

· Include any user-provided data that will need to be joined with the above data.



		











		Data Minimisation 



The minimum possible data needs to be requested to ensure compliance with GDPR - please list the filter criteria to show how this requirement is met

		Please outline how you will ensure you only request the minimum possible dataset







	Data Access (Section 4)

		Please specify the details for any individuals requiring access to the data:



		Name 

		Email

		Job title/ Role

		Organisation

		Full access or reduced access?

		Will an honorary contract be required?



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







The Data into Action team will support you in completing section 5:

		Information Governance (Section 5)

		Is a Sublicense Agreement needed, if so, is there one in place?



The DIA team will confirm these details



		



		Which Data Sharing Agreement (DSA) applies?





		· DIA: Population Health

· DIA: SDE

· ShCR: C&M Connected Care Record

· Other (please state):



		Which Data Protection Impact Assessment (DPIA) applies?

		· DIA: Population Health

· DIA: SDE

· ShCR: C&M Connected Care Record

· Other (please state):



		Is a Privacy Notice update required?

		If yes, which one:

•	DIA: Population Health

•	DIA: SDE

•	ShCR: C&M Connected Care Record

•	Other (please state):



		What is the UK GDPR Lawful Basis to process the data?



Please state the Article 6 and Article 9 Conditions



This doesn’t apply to aggregate data.



		Article 6 - Lawfulness of processing





Article 9 - Processing of special categories of personal data



		Legitimate Interest Assessment



Legitimate interest is one of the six lawful bases for processing personal data. Article 6(1)(f)  You must have a lawful basis in order to process personal data in line with the ‘lawfulness, fairness and transparency’ principle.

 

		Please use this section to confirm that you have undertaken a legitimate interest assessment for your application.



		How is the Common Law Duty of Confidentiality addressed?

		· Explicit Consent

· Implied consent for direct care purposes

· The data is suitably pseudonymised

· N/A as no access to any identifiable data

· N/A as data is aggregate so isn’t owed a duty of confidence





		Who are the Data Controllers?



It is the project leader's responsibility to ensure the correct Data Controllers are listed. Please follow this link for more information: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/controllers-and-processors/controllers-and-processors/what-are-controllers-and-processors/



		



		Who are the Data Processors?



It is the project leader's responsibility to ensure the correct Data Processors are listed. Please follow this link for more information: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/controllers-and-processors/controllers-and-processors/what-are-controllers-and-processors/



		AGEM







		Signatures



		Local Caldicott Guardian – checked & agreed



The Data Into Action team will liaise with the relevant Caldicott Guardian on your behalf. 



This section must be completed before your request is submitted to the DAAG for consideration. 

		As the local Caldicott Guardian for this project I confirm that I am satisfied with this application.



Name:

Signature:

Position:

Date:

Add any other comments here:





		Your Signature & Date

		As the project lead/ sponsor I confirm I am satisfied with this application.



Name:

Position:

Signature:

Date:

















image1.jpeg

“he Share2Care
.g;;?? Data Saves Lives






image2.JPG

Cheshire and
/// Merseyside

Healthand CarePatnership






image3.png

CIPHA

Combined Intelligence for

Population Health Action






image4.png








image6.emf
DIA_Data%20Access %20and%20Asset%20Grou


DIA_Data%20Access%20and%20Asset%20Grou
Data Into Action Programme

Terms of Reference: Data Access and Asset Group

1. Purpose

The purpose of the Data Access and Asset Group is to manage the data access requests into to the C&M Secure Data Environment which provides data to organisations for the purposes of Population Health and/or research. The group will assure that access is granted that is in line with the Information Governance, PPIE and data and technical expectations of the programme. The group will maintain a continuous development approach, ensuring processes evolve in line with changing policy. 

2. Programmes and Partners 

The group will oversee data access requests from a range of partners including ICB analytical and transformation functions; the ICB Places; Health and Care Providers; Academia and Industry

3. Functions of the Group

· Oversight of the Data Access Request Process, approving data access requests from organisations for Population Health and Research Requests

· Ensuring all Information Governance requirements are met including: GDPR and the Common Law Duty of confidentiality; Caldicott principles; including data minimisation; and public benefit 

· Ensuring applicants have undertaken appropriate Patient and Public Involvement and Engagement in their design 

· Ensuring individuals and organisations applying have met the required conditions for data access 

· Ensuring technical specifications of data and technology are accurate and data is minimised to project specific requirements.

· Oversight of the development of the process, ensuring the process is developed in line with any changes to national policy or data sharing arrangements and escalating to the Information Governance Sub-committee where changes need to happen

· Ensuring Applications have adequate scientific critique of research proposals and align to medical purpose as stipulated in the CAG/REC requirements for use of data for research 



4. Membership

· SRO Data into Action Programme (Chair) 

· Data Into Action Programme Director C&M

· ICB GP Clinical Advisor Information Governance

· Information Governance lead for Digital and Data programmes 

· ICB Information Governance Officer

· Programme Director Civic Data Co-operative

· Academic Reviewer/ethics review 

· Data into Action Programme Manager

· Deputy Head of Population Health Business Intelligence

· Head of Shared Care Records 

· AGEM Strategic Partner (Data Processor)

· Graphnet strategic partner (Data Processor) 

· Graphnet Information Governance Lead

· Patient and Public Representation x 2 

· NHS Provider Information Governance lead

· Local Authority Information Governance lead

· Additional GP lead 

· Additional clinical representation

5. Frequency of Meetings 

Meetings will be held every four weeks.

6. Accountability

The Data Asset and Access Group will report into the Operational Group of the Data into Action programme and to the CM ICB Information Governance Strategy Committee

7. Relationship to other Boards and Groups 

Relationship to the other sub groups of the Data into Action Programme (Data and Technology Design Authority; PPIE Group) 

The DAAG reports to the Data Into Action Operations Group which is chaired by the DIA Programme Director (also a member of the DAAG)

The DAAG is part of a set of subgroups within the DIA Programme that includes:

· Technology and Data Group

· PPIE Group

· Multi Professional Steering Group



8. Administration

The group will be administered by the Data Into Action team

9. Review

The terms of reference will be reviewed annually



Review date: June 2025

Next Review: January 2026
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